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RESISTO PROJECT – PUBLISHABLE EXTENDED ABSTRACT
Communications play a fundamental role in the economic and social well-being of the citizens
and on operations of most of the CIs. Thus they are a primary target for criminals having a
multiplier effect on the power of attacks and providing enormous resonance and gains. Also
extreme weather events and natural disasters represents a challenge due to their increase in
frequency and intensity requiring smarter resilience of the Communication CIs, which are
extremely vulnerable due to the ever-increasing complexity of the architecture also in light of
the evolution towards 5G, the extensive use of programmable platforms and exponential
growth of connected devices. The fact that most enterprises still manage physical and cyber
security independently represents a further challenge. RESISTO platform is an innovative
solution for Communication CIs holistic situation awareness and enhanced resilience (aligned
with ECSO objectives). Based on an Integrated Risk and Resilience analysis management and
improvement process availing all resilience cycle phases (prepare, prevent, detect, absorb, etc.)
and technical resilience capabilities (sense, model, infer, act, adopt), RESISTO implements an
innovative Decision Support System to protect communication infrastructures from combined
cyber-physical threats exploiting the Software Defined Security model on a suite of state of the
art cyber/physical security components (Blockchain, Machine Learning, IoT security, Airborne
threat detection, holistic audio-video analytics) and services (Responsible Disclosure
Framework) for detection and reaction in presence of attacks or natural disasters. Through
RESISTO Communications Operators, will be able to implement a set of mitigation actions and
countermeasures that significantly reduce the impact of negative events in terms of
performance losses, social consequences, and cascading effects in particular by bouncing
efficiently back to original and forward to operational states of operation.
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EXECUTIVE SUMMARY

The present document is a deliverable of the RESISTO project (Grant Agreement No. 786409)
Funded by the European Commission’s Directorate-General for Research and Innovation under its
Horizon 2020 Research and Innovation Program (H2020).
RESISTO concept is an innovative solution for Communication Critical Infrastructures (CIs) that
provides holistic (cyber/physical) situation awareness and enhanced resilience against cyber-physical
attacks and disasters. RESISTO will help Communications Infrastructures Operators to take the best
countermeasures and reactive actions exploiting the combined use of risk and resilience preparatory
analyses, detection and reaction technologies, applications and processes in the physical and cyber
domains.
WP9 deals with increasing the resilience of 5G networks, covering the whole chain: distributed
backhaul, cloud storage and platform system, RF communication head-end along with applications
and data, services provided to a wide variety of users.
Deliverable 9.4 presents the scenario 3 operational end-user validation and evaluation of the RESISTO
platform. The deliverable targets to measure and to evaluate the security and cyber-security aspects
for the future 5G related networks within the RESISTO and provides an overall evaluation in terms of
performance, effectiveness and usability.
Within this scope, the document presents general 5G security aspects, threats and possible mitigation
actions for operator-critical infrastructure, physical, virtualized infrastructure and 5G network
functions, telco operator’s transformation steps to achieve reliable 5G networks and introduces also
the 5G vertical’s family as well as technical and economic impact in case of security issues.
The deliverable evaluates also several project use cases and the testbeds corresponding to the use
cases - i.e. UC5 sub-case2 Protection of Cloud Storage Services: Smart Manufacturing, UC8 PPDR
Virtual Operator and UC9 - 5G Network Response to a Security Breach - integrated with RESISTO
platform. It has been identified the need to specify, for sake of clarity, that after 1st RUN, the use
cases level of details is different, due to the different detail’s outputs and results analysis: after 1st
RUN demonstration of UC9 was successfully concluded , while UC5 and UC8 weren’t completely
demonstrated in order to obtain and analyze the results. The results from 1st RUN demonstration for
UC5 and UC8 will be included in the final version of the deliverable.
The deliverable also concludes with an overall 5G security and cyber-security perspective, in
alignment with the European recommendations (ENISA), standards (3GPP) and 5G-PPP working
groups.
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ABBREVIATIONS
2G, 3G, 4G

Second, third and fourth generation of mobile phone systems

3GPP

3rd Generation Partnership Project

5G-AKA

5G Authentication and Key Agreement

5G-PPP

5G Infrastructure Public Private Partnership

AMF

Accessibility and Mobility Management

API

Application Programming Interface

ASIC

Application Specific Integrated Circuit

ASR

Aggregation Services Routers (CISCO)

AUSF

Authentication Server Function

BSS

Business Support System

CI

Critical infrastructure

CNF

Container Network Function

EAP

Extensible Authentication Protocol

eMBB

Enhanced Mobile Broadband

eNB

Evolved NodeB

ETSI

European Telecommunications Standard Institute

EPC

Evolved Packet Core

EWCF

Emergency Warning Communication Function

EU

European Union

HW

HardWare

HTTP

HyperText Transfer Protocol

ICMP

Internet Control Message Protocol

IDS

Intrusion detection systems

IEEE

Institute of Electrical and Electronics Engineers

IoT

Internet of Things

IPS

Intrusion prevention systems

IPTV

Internet Protocol Television

ISI

Inter System Interface

KPIs

Key Performance Indicators

LTCL

Long Term Control Loop
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LTE

Long Term Evolution (= 4G)

MeNB

Master evolved NodeB

ML

Machine Learning

mMTC

Massive Machine Type Communication

MNO

Mobile Network Operator

NFV

Network Functions Virtualization

NOC

Network Operations Center

NSA

Non Standalone

NSSF

Network Slice Selection Function

NSSP

Network Slice Subnet Provider

OLT

Optical Line Termination

ONU

Optical Network Unit

OSS

Operations Support System

OTT

Over-the-Top

PC

Personal Computer

PCF

Policy Control Function

PoP

Point of Presence

PPDR

Public Protection and Disaster Relief

QoS

Quality of Service

RAN

Radio Access Network

RTU

Remote Terminal Unit

SA

Standalone

SDN

Software Defined Networking

SDS

Software Defined Security

SgNB

Secondary 5G NodeB

SLA

Service Level Agreement

SMF

Session Management Function

SOC

Security Operation Center

SP

Service Provider

STCL

Short Term Control Loop

SW

SoftWare
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UC

Use case

UE

User Equipment

UDM

User Data Management

UPF

User Plane Function

URLLC

Ultra-Reliable Low Latency Communications

VM

Virtual Machine

VPN

Virtual Private Network

WP

Work Package
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1. INTRODUCTION
As the previous generations of mobile technologies (2G, 3G, 4G) were oriented to answer to
general services and communication needs as voice, data and internet access, the
communication systems evolved to the 5G networks which are starting to play an important role
in Mobile Operators infrastructure development.
5G is aiming to support several 5G vertical’s use cases, contributing to the global digital
transformation with focus for industrial communication, as 5G is not only about increased speed
(enhanced broadband), improved latency (low latency communication) or massive connectivity
(IoT), 5G is adding value to the communication services for different vertical’s sectors as
Automotive, Manufacturing, Media, Energy, eHealth, Public safety and Smart Cities.
5G network architecture provides different communication solutions that are able to cover
several ranges of intensive services KPIs, such as high device density (> 100.000 devices/km2),
high mobility users (cars or trains > 300km/h), infrastructure (highly available infrastructure),
highly data rates (data rates >1Gbps), low latency (1-10 ms), high coverage availability (area
coverage > 99%), various traffic type (burst, event driven, periodic, etc).
5G comprises three main 5G service types:




eMBB, service suitable for enhanced Mobile Broadband
URLLC, service suitable for handling ultra-reliable and low latency communication
mIoT, service suitable for massive IoT

5G Security and Cyber security play an extreme role for the Telco Operators, as it is an essential
aspect for future networks implementation, impacting not only the service providers and the
customers but also the economies of the societies. The European Commission adopted the
recommendation on the cybersecurity for 5G networks, requiring measures and national risk
assessment for mitigating the security issues through specific measures. With support of ENISA
and the Commission, security reports have been published, identifying main threats and actors,
vulnerabilities, assets and 5G associated cybersecurity risks [13].
Several main security challenges can be identified, as described by [17]:




increased security, confidentiality, privacy and integrity of the networks
5G security innovations, software, services and applications
partners’ role of building and operating secured 5G networks

Within 5G network architecture, the main 5G network functions are Access and Mobility
Management (AMF), Session Management (SMF), User Plane (UPF), User Data Management
(UDM), Network Slice Selection (NSSF), Policy control rules (PCF), Authentication server function
(AUSF).
Several 3GPP security standards have been released, for both 5G Non-Standalone (NSA) and 5G
Standalone (SA), providing security specifications, assessing several security threats as attacks
on radio interfaces, signaling plane, user plane, and privacy.
RESISTO is addressing the project’s 5G related networks targeting to measure, assess and
highlight the testbed platforms, evaluating not only the degree of 5G integration with the
RESISTO platform but also the platform performance, usability, impact on the future networks.
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2. OBJECTIVES AND EVALUATION OVERVIEW
The objective is to evaluate within the context of the 5G networks several possible physical and
cyber-attacks, addressing RESISTO 5G operating testbeds and the impact on telecom service
providers and end-users. 5G is a 3GPP system consisting of 5G Access Network (AN), 5G Core
Network (as specified in [12]) and User Equipments (UEs); 5G Access Network (AN) comprises a
NG-RAN and/or non-3GPP AN connecting to a 5G Core Network. Key objective of the 5G system
is to be able to support new deployment scenarios to address diverse market segments; it is
expected to be able to provide optimized support for a variety of different services, different
traffic profiles, and different end user communities, within a reduced time to market process.
5G requires extensive network transformation, from dedicated network functions to software
network function, new physical infrastructure deployment, network virtualization and new 5G
functions, as seen in Figure 1:

Figure 1: Network transformation to 5G architectures
The deliverable is intended to support the creation of a robust 5G security framework; it is
based on the evaluation done within the RESISTO, following specifications not only from 5G
security standards (3GPP, IEEE, ETSI), but also adding value through the operator’s perspective
for radio network (physical, protocols, performance), overall architecture (services,
management), and core network (management, policies, protocols).
The deliverable’s focus is to address the impacts of physical and cyber-attacks for the selected
use cases on the telco’s 5G infrastructure; it aims to measure the KPIs for system responses and
also to address the lessons learned on incorporating RESISTO tool as organizational response
against security threats.
To produce the test results for Scenario 3 the corresponding 5G facilities (for the evaluated use
cases) are deployed, with running interfaces and components connectivity, pilot preparation,
integration, verification and RESISTO features validation as described in deliverable D7.2 [1],
D9.1 [4], D9.2 [3].
The physical and cyber security aspects and work in WP9 are addressed by activities in D9.1 [4],
D9.2 [3] and is concluded by D9.4 (Analysis on Scenario 3 Tests’ results – first RUN) by reviewing
the degree of integration in RESISTO platform of the 5G experimental nodes and evaluating the
performance, effectiveness, usability and further impact in 5G networks through RESISTO’s
defined processes, tools and technologies.
As ORO is the telco operator involved in the project with experience in 5G network
infrastructure, components integration, infrastructures and 5G services deployment, it will
perform the evaluation from the perspective of the independent technology partner. The use
cases and sub-use cases delivered over the three testbeds are evaluated also from the control
loop detection perspective through the KPIs analysis of the attacks against the new 5G nodes
with an increased complexity, derived from new 5G network paradigm, network
Date: 23-07-2021

Approval status: APPROVED

Page 15/51

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D9.4_210723_01

programmability, network and infrastructure virtualization and AI/ML concepts introduction.
The use cases scenario testing results will guide to the proper RESISTO platform validation
within the 5G context in terms of performance (e.g. mitigation time, user plane performance),
impact in service providers’ operations, effectiveness and usability.
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3. PHYSICAL SECURITY AND CYBER SECURITY OF 5G NETWORKS
5G system deployment and implementation is based on two phases: Non-Standalone
Architecture (NSA) and Standalone Architecture (SA); the features specified by 3GPP Release 15
and 16, following the 5G technical principles, are depicted in the following figure.

Figure 2: 5G Network highlight, components and services
As a general remark, the 5G security architecture is designed to integrate 4G equivalent security
features and additionally to address other security threats such as: attacks on radio interfaces,
signaling plane, user plane, masquerading, privacy, replay, bidding down, man-in-the-middle.
The 5G network architecture is composed of several network functions and equipment,
including Radio Access Network, Core and Transport Network and Data network, governed by
5G security rules and security threats mitigation through identity, authentication,
confidentiality, integrity, availability and privacy.
5G system goal and services:






5G system needs also to support stringent KPIs for latency, reliability, throughput, etc.
Enhancements in the air interface contribute to meeting these KPIs as do enhancements
in the core network, such as network slicing, in-network caching and hosting services
closer to the end points.
5G system shall enable the user of a single terminal to establish and maintain several
connections simultaneously. It shall be possible for a user to be associated with one or a
number of user profiles and be active simultaneously.
A subscription describes the commercial relationship between the subscriber and the
service provider. It shall identify the set of services, within particular domains, to which
the user has access; each subscription may thus specify a different set of services.
5G system shall efficiently cater for applications which have variable requirements
relating to specific QoS (Quality of Service) parameters (e.g. throughput) whilst meeting
other QoS targets. It shall also cater for applications which are able to adapt to a range
of variations in QoS

5G system characteristics:




5G system is mainly based on a virtualized network, including also physical components
5G Service Based Architecture: modularized services, flexible and adaptable, on-demand
networks, fast deployment cycles, dynamic services launch in the network
Virtualization capabilities: introducing the slicing concepts with the ability of adapting
the services as network slices for each type of usage, with support of Network Function
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Network slicing selection: slice groups (NSSAI) containing single slice identification
(S-NSSAI). The S-NSSAI contains the slice template (SST) and the service/slice descriptor
(SD)
Slice SST standardized values: eMBB; mMTC; URLLC

Figure 3: 5G Vulnerabilities domain and network components
Phase 1 - NSA:
The 5G NSA is the system evolution of the 4G mobile communication system, also known as EUTRA-NR Dual Connectivity, architecture Option 3x. The key feature of NSA is the ability to
utilize existing LTE and Core network EPC infrastructure, making the 5G-based radio technology
available without Core Network replacement. The option uses LTE (MeNB) as the master radio
technology, while the 5G NR (SgNB) serves as a secondary radio access technology, the UE being
able to connect to both radios. The entire security procedure flow for this option follows the
specifications for dual connectivity security for 4G. The 5G NSA system architecture targeted
implementation life cycle is approximately between 2019 to 2022.

Figure 4: 5G NSA Architecture
Theoretical security risks at RAN level:




Radio Air Interface
OSS/BSS system
eNodeBs/gNodeBs level
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There are several security features implemented in 4G that mitigate different issues, such as:





User-to-network security (not in the scope of the document)
o Identity, device confidentiality, authentication, signaling and data
confidentiality, ciphering algorithms
Security requirements on eNodeB setup and configuration
Security procedures between UE and EPC Network (not in the scope of the document)

Requirements Security at eNodeB:






Security association between EPC and eNB or adjacent eNBs, authenticated security
association(IPsec), using Operator network, User plane/Control Plane data
ciphering/deciphering, controlled by the Operator
OSS/BSS communication inside trusted domain, e.g. integrated in Orange network,
controlled by the Operator
Validated software packages, controlled by the Operator
Proper Key management

Phase 2 - SA: The 5G SA architecture is defined to support data connectivity and services
enabling techniques such as NFV/VNFs, SDN, or slicing. One key element is the separation of
User Plane function from the Control Plane functions. The SA implementation architecture is
expected after 2022.

Figure 5: 5G SA Architecture
The 5G main system components from architectural building block are the management or
orchestration, control plane, data plane and physical infrastructure are described in Figure 6:


5G Management & Orchestration, Operator infrastructures in 5G will be programmable
to dynamically create typically virtualized network architectures over the same physical
infrastructure. NFV (Network Functions Virtualization) refers to the process of
virtualizing i.e. implementing network services in software form using standardized
servers and so uncoupling of network hardware and software. This enables network
functions to be run on traditional IT servers instead of dedicated hardware. The NFV
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Infrastructure (NFVI) is the totality of the hardware and software components which
build up the environment in which VNFs are deployed.


5G control plane, 5G System Physical and Virtualized control network functions (PNF
and VNF). SDN architecture decouples the network control and forwarding functions,
the network become directly programmable and the underlying infrastructure is
abstracted for applications and network services. SDN Controller is at the heart of the
architecture. It is the intelligent entity that controls resources to deliver services.



5G data plane, Data Layer functional block and includes: 5G System Physical and
Virtualized data plane network functions (PNF and VNF). Communication services make
usage of user plane network functions along different network segments (radio, CN and
service cloud) to transfer user data. Simultaneous UE user plane services can be
obtained via multiple, separate network slices providing UE with data services from
different Data Networks.



5G physical infrastructure, 5G physical network elements: Radio, Transmission,
Networking, Clouds

Figure 6: 5G main system components

3.1. 5G Physical & Cyber Attacks
5G physical and cyber-attacks are assessed and identified through different EU risks reports; risk
that can appear in different 5G risks scenarios according to [18]:






Risk scenarios related to insufficient security measures
o Misconfiguration of networks
o Lack of access controls
Risk scenarios related to 5G supply chain
o Low product quality
o Dependency on any single supplier
Risk scenarios related to modus operandi
o 5G supply chain and exploitation of 5G networks by organized crime
Risk scenarios related to interdependencies between 5G networks and other critical
systems
o Disruption of critical infrastructures or services, massive failure of networks
Risk scenarios related to end user devices
o Exploitation of IoT (Internet of Things), handsets or smart devices
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Figure 7: 5G network function implementation

5G security objectives can be achieved by following and enforcing rules for security design,
deployment and operation, implementing the security standards for products, with the security
aspects described by the 3GPP Service and System Aspects 3 (SA3) for SA architecture as
follows:






Primary authentication: Network and device mutual authentication in 5G is based on
primary authentication, 5G Authentication and Key Agreement (5G-AKA) and Extensible
Authentication Protocol (EAP)-AKA. Primary authentication is radio access technology
independent.
Privacy: Privacy solution is developed that protects the user's subscription permanent
identifier against active attacks.
Service based architecture (SBA): The 5G core network is handling it and is therefore
the main security concern.
Key hierarchy: Overall 5G hierarchy architecture and the trust model using the security
principle of key separation.

Figure 8: 5G SA3 security design
An overview of the security aspects is defined by the multi-level security architecture (Figure 8).
There are several layers of security:
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Network Access Security (I)
Network Domain Security (II)
User Domain Security (III)
Application Domain Security (IV)
SBA Domain Security (V)
Visibility and configurability of security (VI)

Figure 9: EU coordinated risk Threats, assets and vulnerabilities [18]
Several 5G security technical measures have been identified; measures that are applicable in
Telco operator domain could strength the network security. The technical measures identified
could address several aspects: for network design, security principles and standards, physical
infrastructure assurance, strict access control, cloud and virtualization aspects for management
and operation, 5G applications and security and cyber security awareness and training for direct
personnel involved in 5G network deployment. Evaluating the security threats in 5G networks,
as seen in Figure 9, the security is considered to be a looped process, i.e. a process that is
reiterating 5G physical infrastructure, software and NF applications components, by performing
security audits and integrating the relevant 5G system components within performant security
platforms, as proposed by RESISTO.
There are security requirements for the different 5G components and functions:








Physical Infrastructure
Virtualized Infrastructure
5G Network Functions
Authentication and authorization
Requirements on UE, user data and signaling confidentiality and integrity
Secure storage and processing of subscription credentials
Subscriber privacy
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3.2. 5G Physical Infrastructure
5G architecture is based on virtualization that means a physical computing cluster will host
several network functions, as a shared infrastructure, increasing significantly the network and
services impact in case of attacks. 5G has introduced a new network architecture, Service Based,
new security functions (Security Edge Protection Proxy) and a new protocol stack (HTTPv2, TLS
protection layer, RESTful framework APIs) for security reasons.
The key 5G technology components such as virtualization, cloud services, network slicing,
Artificial Intelligence applied in 5G telco operators are supported by the physical infrastructure,
i.e. physical elements such as computing servers, networking routers and switches, firewalls,
PNFs, Radio antennas, transmission networks, technical rooms and operators DCs. In 5G
networks a security breach in physical infrastructure can negatively impact the telecom
operators’ network and services at different and various layers:


Physical room, power, cabling for transmissions, cooling units



Physical network elements (servers, routers, switches, firewalls) for which every physical
attack executed by an attacker can impact the network and services
o



Power off, wiring, cards removal

Network elements access through unauthorized console
o

Configuration changing

Any physical infrastructure security vulnerability impacts the 5G network services and users, as
it has been described in RESISTO WP7 D7.1 [5], D7.2 [1]. By accessing the physical infrastructure
the attacker may have access to the infrastructure carrying several 5G network slicing and
services, affecting the entire pool of communications services and applications passing the
attacked elements in the network (e.g. gNBs, routers). RESISTO mitigates the 5G physical
infrastructure attacks by performing overall functionality monitoring, threats events processing
and vulnerabilities identification, along with correlation of intrusion attempts and service
malfunctions.
As a precondition for RESISTO, all network element components (e.g. RAN, 5G core, transport,
edge) and services, along with 5G Network connectivity are up and running prior to any physical
attack scenario. The physical security considerations already tested and presented in D9.2 [3]
are valid and apply to 5G networks, data center, RAN gNBs, networking, and transport elements.

3.3. 5G Virtualized Infrastructure
5G networks components are deployed over virtualized network infrastructure using different
software tools of virtualization and orchestration [15].
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Figure 10: Virtualization network function framework
5G Virtualized Network Functions (VNFs) can be chained with other Virtual Network Functions
(VNFs) or Container Network Functions (CNFs) and/or Physical Network Functions (PNFs) to
realize a Network Service (NS) further mapped into 5G network services, as described in Figure
11 that can be characterized by:


NFV architectural framework identifies functional blocks and the main reference points
between such blocks. Some of these are already present in current deployments (EM
and OSS/BSS), whilst others (NFV-MANO) will be needed in order to support the
virtualization process and consequent operation



Microservices is an architectural design pattern where the system is composed of small
granularity, highly cohesive and loosely coupled services



Container is a unit of software that packages up code, library and all its dependencies so
the Apps run quickly and reliably from one computing environment to another (Docker;
LXD; Hyper-V..)



Unikernels are single-purpose appliances that are specialized at compile time into
standalone kernels, constructed with the minimal necessary libraries, modularly



Kubernetes standard for container orchestration, a very smart intent-based
orchestration engine, a fact that is overlooked by the current standard approach named
Management and Network Orchestration (MANO)

Figure 11: 5G Virtualization options
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As described in [16], virtualization occurs in an operator's network due to the 5G network
function virtualization process; the NFV architectural framework identifies several functional
blocks considered as main reference points between such blocks:


Virtualized Network Function (VNF)



Element Management System (EMS)



NFV Infrastructure, including:
o

Hardware and virtualized resources,

o

Virtualization Layer



Virtualized Infrastructure Manager(s)



Orchestrator



VNF Manager(s)



Service, VNF and Infrastructure Description



Operations and Business Support Systems (OSS/BSS)

Virtualized network functions allow networks to be agile and capable to respond automatically
to the needs of the traffic and services running over it. The goal of NFV is to decouple network
functions from hardware, and virtualized network functions are designed to run in a generic IT
cloud environment. Virtualized implementations of 5G network functions may be instantiated,
terminated and software version updated more rapidly than traditional physical
implementations, for example to support the on-demand nature of network slicing. When a
service instance is to be supported, it may trigger an operation phase of the NSI lifecycle for
activation or modification(s) of an existing NSI, or it may trigger a commissioning phase of the
NSI lifecycle for creation of a new NSI.

Figure 12: ETSI GS NFV 002 reference architectural framework
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The NFV Architecture relevant elements shown in Figure 12 are described as follows:


Physical hardware resources, computing, storage, network routers and switches



OSS/BSS function, providing management and orchestration systems, network
management, service delivery



VNFs, virtualized network function, as all core functions in 5GC systems are subject of
virtualization



EM, the element management responsible for network configuration, fault management
for the network functions, performance, security management



NFVI, the virtualized network infrastructure, hardware and software in which the VNFs
are deployed



Virtualization layer, decoupling the VNFs software from the hardware, abstracting the
software from hardware



Orchestrators, infrastructure and NFV orchestration



Infrastructure manager, resource allocation resources



Management and Orchestration interfaces, Ve-Vnfm-em, Ve-Vnfm-vnf, Os-Ma-nfvo

5G security systems for the virtualized functions are completed by the NFVI security architecture
[15], for security management in NFVI layer, EM functions, security functions on top of NFVI
(firewalls, IDS/IPS), based security functions as security appliance. Security threats associated to
VNFs/NFVI is a combination of threats on physical and upper layer as virtualization and
orchestrators may introduce new complex attacks that could raise the degree of vulnerabilities:


Hypervisor vulnerabilities



Management interfaces/APIs



Northbound APIs interfaces



VNFs/VMs attacks



Control Plane/Data Plane attacks

Virtualization of 5G core brings also vulnerabilities to 5G functions such as for authentication,
user data protection, session management, edge proxy, network exposure functions, APIs and
interfaces, data monitoring of components, operating systems, and end-to-end network slicing.
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3.4. INTEGRATION OF THE 5G NODES WITH THE RESISTO PLATFORM
5G infrastructure attacks can be divided into several main categories (physical, cyber,
physical/virtualized infrastructures) and can be identified as in the next threat table which
represents a security risk map for vulnerabilities by identifying the threats, impacts and possible
affected assets. The key features of the RESISTO system and architecture functions used in
Scenario 3 are: Identification, Protection, Detection, Response, Mitigation, Control loop.
Table 1: Security Threats map, impact evaluation and assets affected
Threats

Impact

1. Physical attacks

Service unavailability

2. Theft

Affected assets
Radio
Transport
Cloud/Virtualization

3. Network configuration

Service unavailability

NFV/Management

4. Routing table poisoning

Network configuration

5. Network configuration, exploitation
of configured data, malicious
functions

Infrastructure

6. Software/hardware exploitation

Service unavailability

Infrastructure

7. Zero days exploits

Cloud, Virtualization

8. Programming interfaces, APIs

Network

9. Denial of services

Service unavailability

NFVI, Cloud,
Network services

10. Malicious software

Service unavailability

Network

11. Malware

Information leak

Cloud, Virtualization
Services

12. Authentication abuse

Service unavailability

Network data and services

13. Unauthorised access activities

Unauthorised access

Network functions

14. Hardware/software

Service unavailability

Virtualization, network
services
Cloud

15. Virtualization mechanism

Service unavailability

NFVI/MANO
Virtualization
Network services
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For sake of clarity, RESISTO architecture used for Scenario 3 is described in D6.1 [9], testbed and
infrastructures, network slicing described in D2.5 [6], the applied STCL and LTCL presented in
WP4 and WP5, respectively WP3 deliverables, connectors described in D4.1 [7] and data
correlator described in D4.5 [8].
The three RESISTO testbeds running in Scenario 3 represent the following use cases:
1. UC5: Protection of Cloud Storage Services: Smart Manufacturing
2. UC8: PPDR Virtual Operator
3. UC9: 5G Network Response to a Security Breach

Figure 13: RESISTO architecture framework

The 1st use case (UC5): validates the RESISTO platform for 5G-enabled SMART MANUFACTURING
vertical applications using Turin/Genova lab, testbed and infrastructure as described in D9.1 [4]
(5G NSA). The 5G security scenario consists in detecting unauthorized changes on 5G network
nodes, i.e. point 13 from Table 1, affecting both infrastructures and user services availability,
whilst RESISTO STCL (detection, reaction and mitigation) being applied in 5G network cloud
environment (affected assets and services).
The 2nd use case (UC8): validates the RESISTO platform for PPDR Virtual Operator (a complete
5G network), as described in D9.1 [4], evaluating the detection phase and mitigation measures
and also KPIs measured during the demonstration.
The 3rd use case (UC9): validates the RESISTO platform for 5G Network Response to a Security
Breach. The implementation and integration are described in D9.2 [3], STCL/LTCL reacting to
physical attacks, deployed over a mobile 5G testbed in 5G SA architecture; network slicing is
applied, following decision/mitigation and performance KPIs as identified in the chapter and
impact evaluation from Table 1.
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4. RESISTO 5G OPERATIONAL VALIDATION
4.1. 5G end-user validation UC5 sub-case2 (Protection of Cloud Storage
Services: Smart Manufacturing)
UC5 subcase2 “Protection of Cloud Storage Services: Smart Manufacturing”, described in D9.1
[4] intends to validate the RESISTO platform in 5G-enabled SMART MANUFACTURING vertical
applications. The Use Case is implemented in two scenarios: the “5G Smart Manufacturing” test
bed located in Turin Comau labs and the “5G Robot Remote Control” implemented with the
cooperation of Istituto Italiano di Tecnologia (IIT) in the indoor test bed located in Genova
Ericsson premises (see Figure 14 and Figure 15 respectively).
In this UC the components that play a key role in the short-term control loop detection phases
are the MIDA Agent and the MIDA Back-end modules provided by Guardtime, that are able to
detect any unauthorized change to the monitored end user data/SW or 5G network nodes.
In addition, the support provided by the Guardtime KSI blockchain infrastructure will guarantee
that the signatures are properly managed in term of security and data integrity.
The combined functions of the MIDA agent that can reside on both the 5G network nodes and
end-user application nodes, and MIDA Backend are able to monitor un-authorized events such
as file changes, directory changes, and processes/resourced usage. These functions implement
an additional detection mechanism against cyber-attacks that can affect the services at both the
5G network and the end-user application levels.

Figure 14: COMAU/TIM/ERICSSON 5G smart manufacturing TEST BED
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Figure 15: IIT/Ericsson 5G Robot Remote driven test bed

Short Term Control Loop and Expected Measured KPIs
The detailed description of the UC and of the related workflows and KPIs are reported in D9.1
[4]. In it both the RESISTO detection functionalities provided by Guardtime, the runtime Short
Term Control Loop (STCL) components and the RESCUE Team communication flow are the main
focus of the use case, with the aims to verify the promptly reacting to cyber-attacks and events
with a potential impact on the 5G Network or end-user operations. The STCL includes three
main stages: detection, reaction, mitigation.
Due to the COVID-19 pandemic restriction related to travels and test bed/office accesses, during
the first loop of the UC implementation/verification the status of the UC is as follow:




The STCL modules set up was performed in the TIM Cloud Environment; the activities
have been limited to the ones that were possible to run remotely.
The flow Cyber/physical Event correlator --> workflow manager --> EWCF has been
tested, it is functionally the same implemented in WP7.
The MIDA Agent and MIDA back end set-up at the end user site premises was not
performed yet: the decision to perform a pre-installation and configuration in an
internal test bed located in the Ericsson premises of Pagani was taken, the final set-up
will be performed during the second run of the validation processes.

The KPIs to be measured in the second run are listed in the following Table 2.
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Table 2: UC5 sub-case2 measured KPIs
KPI number

Title

K2

Number of detected cyber threats

K4

Time to detection

K5

Average decision-making time

K6

Average mitigation time

K7

Human intervention/Automated response

4.2. 5G end-user validation UC8 (PPDR Virtual Operator)
UC8 “PPDR Virtual Operator”, described in D9.1 aims at constructing a complete 5G network in
which we focus on the Network Access Security, Network Domain Security and principally on the
Application Domain Security layers.
The test bed includes:








Physical Infrastructure
Virtualized Infrastructure
5G Network Functions
Authentication and authorization
Requirements on UE, user data and signaling confidentiality and integrity
Secure storage and processing of subscription credentials
Subscriber privacy

Figure 16: UC8 basic technology components
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Some features of 5G have been introduced in the test bed with a direct impact on security and
resilience. Those technology enablers are:





In the network domain, the Network leveraged the virtualization in the use case to
deploy new virtualized resources to replace the compromised network functions.
Slicing to mitigate the attack in terms of service domain
Edge computing to mitigate the attack and reduce the effect only to the local area and
moreover be able to replace virtual resources.
Open RAN allows us detect with the RIC technology the attack while monitoring users,
services etc.

On one hand the detection phase of the use case is being implemented in different steps which
allow us different level of messages in order to increase the correlation phase by means of
physical and cyber correlation.
On the other hand the mitigation aspect once the attack was produced allows us to reduce the
attack not only in terms of physical or network equipment but also in terms of service
availability.
Short Term Control Loop and Measured KPIs (by T9.3)
The detailed description of the UC and of the related workflows and KPIs are reported in D9.1.
The runtime component of the RESISTO platform, known as Short Term Control Loop (STCL),
includes three main stages: detection, reaction, mitigation. The main objective is to promptly
react to cyber-attacks and events with a potential impact on the 5G Network or end-user
service.
In the framework of the first test run of UC8 a number of KPIs were measured. From the point of
view of use case validation, KPIs that are especially relevant:






#1 - Number of detected physical threats
#3 - Sensitivity of the monitoring system sensors
#4: Detection time
#5: Decision-making time--average
#6: Mitigation time--average

The measured values are presented in Table 3:
Table 3: UC8 measured KPIs as reported in D9.2
KPI

Use Case 8

#1 - Number of detected physical
threats

2

Detection Time

20 seconds (average
in coarse mode –
multiple scanned
bands)
5 seconds (average in
fine mode – one
scanned band)

Decision-making time – average
Mitigation time – average
#3 - Sensitivity of the monitoring
system sensors
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In the following sections a qualitative evaluation of the use case is provided (from the use case
perspective, the term “user” corresponds to staff in charge of operating and managing the
network infrastructure).

Performance
In the context of the use case, the performance evaluation takes three different aspects into
account:
Detection
As defined in D3.8 [10], this metric expresses the duration between the time instant an attack is
issued and the time instant RESISTO produces an alarm for potential actions in response to the
event.
The detection time is important to guarantee that the mitigation measures are applied in due
time, to minimize the impact of the security incident and avoid a significant degradation of the
service experience by the end user.
Decision-making time:
As defined in D3.8 [10], this metric expresses the duration between the time instant a detection
alert is issued and the time instant RESISTO produces a decision for potential actions in response
to the event.
The decision-making time is crucial to guarantee that the mitigation measures are applied in due
time, to minimize the impact of the security incident and avoid a significant degradation of the
service experience by the end user.
Mitigation time
As defined in D3.8, this metric expresses the duration between the time instant a response
decision is produced and the time instant the mitigation action related to the decision is up and
running.
In the context of UC8, the mitigation time includes the communication with the test bed, the
creation and activation of the virtualized resources in the test bed as part of the mitigation
measures and finally the traffic handover.
Quality of service
It was considered pertinent to assess the impact of the use case mitigation actions on the quality
of service, as experienced by the end user in other words, the capability to apply the mitigation
actions without a noticeable impact on the service quality experienced by the end user.
In UC8, the main challenge is the ability to migrate the virtualized resources from application or
virtual container 1 with concrete IP x.x.x.x to virtual container 2 and perform the respective
traffic handover with minimal service degradation.

Impact
Overall, the impact of RESISTO on operations of communication service providers should be
assessed in the light of challenges and opportunities posed by 5G, especially in relation to
network security and resilience mechanisms. Table 4 summarizes the main expected RESISTO
impacts from a communication service provider perspective.
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Table 4: Potential impacts of RESISTO on 5G networks
5G requirement/challenge

Impact of RESISTO

Resilience of the edge: distributed IT RESISTO can be an effective tool to manage
infrastructure at the edge, which raises Edge Services infrastructure, and particularly
security and resilience concerns.
to efficiently perform risk prediction and
define optimal mitigation measures.
Resilience of network slicing: Network Slicing RESISTO platform is able to effectively define
has not been fully assessed yet.
and orchestrate the best mitigation measures,
taking into account the network slices services
Correlation of physical and virtual resources:
the decoupling of network functions from
network infrastructure requires a new
approach to handle security and resilience.

As demonstrated by UC9, the RESISTO
platform is able to perform a thorough risk
assessment based on a combined analysis of
physical/virtual resources, evaluate possible
cascading effects and orchestrate effective
mitigation actions, including the optimal
placement of virtual resources with a view to
fulfilling target service KPIs and SLAs.

Guaranteed service SLA: in terms of service Minimization of service disruption is possible
availability and reliability,
through early detection of cyber/physical
correlation and mitigation actions.
Automation to operate network:

Shown that fully automated operation
procedures can be effectively used,
particularly in relation to cyber/physical
security incidents or network malfunctions.

Effectiveness
In the context of UC8 effectiveness should be understood as the degree to which the system is
able to detect the security incident, apply the relevant mitigation actions in a timely way, thus
avoiding a significant impact on the communication service and on the risk on attack
propagation on the network.

Usability
In the first test run, the RESISTO platform was mainly operated by Leonardo and RM3. A proper
usability evaluation will be performed in the second test run.

Long Term Control Loop and Measured KPIs (by T9.3)
As described in D9.2 [3]

4.3. 5G end-user validation UC9 (5G Network Response to a Security Breach)
UC9 “Network Response to a Security Breach”, described in D9.1 [4], is aimed at demonstrating
and validating the use of RESISTO in a 5G environment. It should be noted that in UC9 the
RESISTO platform is augmented with two external components that play a key role in the
detection and mitigation phases, respectively – a machine learning platform running a predictive
model and a MANO orchestration platform based on SONATA [11] managing the lifecycle of the
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virtualized resources of the 5G testbed, as illustrated in Figure 17. Therefore, the evaluation
should cover the full end-to-end path.

Figure 17: UC9 basic technology components
Generally speaking, 5G changes the paradigm of network management by introducing a number
of disruptive technology enablers, with a direct impact on security and resilience. Three of these
technology enablers are:





Network programmability – leveraged in the use case to adapt the traffic flows
according to the dynamic instantiation of new resources
Network virtualisation and network slicing – leveraged in the use case to deploy new
virtualized resources to replace the compromised network functions. The use case
storyline is based on the automated migration of network resources between two edge
network points of presence.
Artificial intelligence / machine learning – used in the use case to enable an early
detection of the security breach, which allows to anticipate the application of
preparatory measures, thus minimizing the impact of the mitigation actions.

When compared with other RESISTO use cases, UC9 can be differentiated by a number a unique
features. Perhaps most significantly, the detection phase of the use case is supported by an
external machine learning platform (supposed to represent a key component in future 5G
network infrastructures), which shows the flexibility of RESISTO to be integrated with diverse
technological environments.

Short Term Control Loop and Measured KPIs (by T9.3)
The implementation and testing of the use case are reported in D9.2 [3]. The runtime
component of the RESISTO platform, known as Short Term Control Loop (STCL), which is aimed
at promptly reacting to cyber/physical attacks and events with a potential impact on the system
operation, is the main focus of the use case. The STCL includes three main stages: detection,
reaction, mitigation.
In the framework of the first test run of UC9 (and reported in D9.2), a number of KPIs were
measured. From the point of view of use case validation, two KPIs are especially relevant:



#5: Decision-making time--average (described in section 3.2.2 of D3.8 [10])
#6: Mitigation time--average (described in section 3.2.3 of D3.8)
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The measured values are presented in Table 5. In addition, tests were performed to measure the
impact on the data plane, as reported in D9.2 [3].
Table 5 UC9 measured KPIs as reported in D9.2
KPI

Use case 9

Decision-making time – average

1321 ms
(average)

Mitigation time – average

5000 ms
(average)

In the following sections a user-centric qualitative evaluation of the use case is provided (from
the use case perspective, the term “user” corresponds to staff in charge of operating and
managing the network infrastructure). Since Altice Labs, as partner responsible for this use case,
is affiliated to a communication service provider, the evaluation is mainly oriented to the
deployment of the RESISTO solution in future 5G operational environments.

Performance
In the context of the use case, the performance evaluation takes three different aspects into
account:
Decision-making time:
As defined in D3.8 [10], this metric expresses the duration between the time instant a detection
alert is issued and the time instant RESISTO produces a decision for potential actions in response
to the event. The decision-making time is crucial to guarantee that the mitigation measures are
applied in due time, to minimize the impact of the security incident and avoid a significant
degradation of the service experience by the end user. The measured time (1321 ms) can be
considered in line with the expectations and considered appropriate for most security incidents
in the edge infrastructure of a communication service provider. A detailed analysis, considering
the requirements of specific security incident types, is outside the scope of this document.
Mitigation time
As defined in D3.8 [10], this metric expresses the duration between the time instant a response
decision is produced and the time instant RESISTO suggests a mitigation action related to the
decision. In the context of UC9, the mitigation time includes not only the internal workflow in
the RESISTO platform (Workflow manager -> Orchestration controller) but also the
communication with SONATA [11], the creation and activation of the virtualized resources as
part of the mitigation measures and finally the traffic handover.
It should be noted that the use case has been designed to minimize the mitigation process by
defining three different actuation stages, according to the perceived risk, measured by a
probability. This means that the most time-consuming parts of the mitigation process (typically
the instantiation of the backup virtual resources) can take place before the traffic handover, so
that the perceived impact on the communication service is minimal.
Data plane performance
Although performance loss was not included in the final KPI list defined in D3.8, in the case of
UC9 it was considered pertinent to assess the impact of the use case mitigation actions on the
quality of service, as experienced by the end user (in this specific context, the term “end user”
should be understood as the communication service subscriber), in other words, the capability
to apply the mitigation actions without a noticeable impact on the service quality experienced
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by the end user. In UC9, the main challenge is the ability to migrate the virtualized resources
from edge PoP 1 to edge PoP 2 and perform the respective traffic handover with minimal service
degradation.
As reported in D9.2, the evaluation of the impact caused by the traffic handover was measured
through ICMP ping to the 5G core Internet gateway, which represents the last hop before the
traffic reaches the public Internet. The result was a temporary (during 1 to 2 seconds) increase
of the round trip delay, without packet loss. Although the test executed in the first run was quite
straightforward, it was possible to conclude that the impact is not expected to be troublesome
for most communication services, with the possible exception of mission-critical services, strictly
dependent on very low latency and jitter.

Impact
Overall, the impact of RESISTO on operations of communication service providers should be
assessed in the light of challenges and opportunities posed by 5G, especially in relation to
network security and resilience mechanisms. Table 6 summarizes the main expected RESISTO
impacts from a communication service provider perspective.
Table 6: Potential impacts of RESISTO on 5G networks
5G requirement/challenge

Impact of RESISTO

Resilience of the edge: 5G will require
massive deployment of highly distributed IT
infrastructure at the edge, which raises
security and resilience concerns.

UC9 has provided evidence that the
centralized real time vision of the network
resources by RESISTO can be an effective tool
to manage a highly distributed infrastructure,
and particularly to efficiently perform risk
prediction and define optimal mitigation
measures.

Integration of network slicing: Network
Slicing is set to be a key feature of 5G to
allow connectivity and data processing
tailored to specific customers’ requirements.
However, the impact on the resilience of real
operational environments has not been fully
assessed yet.

UC9 has confirmed that the slice-aware
RESISTO platform is able to effectively define
and orchestrate the best mitigation measures,
taking into account the network slices and
network slice components used as building
blocks of the communication service provided
to customers.

ML/5G convergence: The complexity of
automation and virtualization of 5G
networks often require the intervention of
machine learning concepts and algorithms.
However, the integration of ML in
operational
telecom
environments
(including 5G) is still in a relatively early
maturity stage.

UC9 has shown the interoperation of RESISTO
with an external ML platform, thus
demonstrating the adaptability of the RESISTO
platform to be used in multiple diverse
technological environments.

Correlation of physical and virtual resources:
the decoupling of network functions from
network infrastructure requires a new
approach to handle security and resilience.

As demonstrated by UC9, the RESISTO
platform is able to perform a thorough risk
assessment based on a combined analysis of
physical/virtual resources, evaluate possible
cascading effects and orchestrate effective
mitigation actions, including the optimal
placement of virtual resources with a view to
fulfilling target service KPIs and SLAs.
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Guaranteed service KPIs: 5G is expected to
provide much more stringent service KPIs,
namely in terms of service availability and
reliability, when compared to traditional
network services.

UC9 has shown that minimization of service
disruption is possible through early detection
of cyber/physical security threats and preemptive implementation of mitigation actions.

Reduction of human intervention required
to operate and maintain 5G network
infrastructures:
network
virtualization
introduces an additional layer of complexity,
which requires automated M&O procedures.

UC9 has shown that fully automated
operation procedures can be effectively used,
particularly in relation to cyber/physical
security incidents or network malfunctions.

Effectiveness
In the context of UC9, from a communications service provider perspective, effectiveness should
be understood as the degree to which the system is able to detect the security incident, apply
the relevant mitigation actions in a timely way, thus avoiding a significant impact on the
communication service. Although UC9 alone cannot provide irrevocable evidence of the
effectiveness of the RESISTO platform (which would require the repetition of the use case under
multiple varying conditions), the use case demonstrated the effectiveness of the RESISTO
platform in a specific use case scenario.

Usability
In the first test run, the RESISTO platform was mainly operated by Leonardo and RM3. A proper
usability evaluation will be performed in the second test run.

Long Term Control Loop and STCL Comparison
To determine how to better model the use case in the LTCL, the LTCL was compared with the
STCL. This comparison included the analysis of the testbed topology, the final results of the QoS
performance and the nodal level operativeness values.
The testbed design for each of the loops was slightly different, due to the different
interpretation of information provided by the end users. The two flow diagrams can be seen
below in Figure 18. The STCL (left) has more nodes and node types than the LTCL, however both
have the same general shape, with two paths connecting the user to the service. The LTCL was
adjusted to fit the more defined STCL.

Figure 18: The original UC9 network set up for the STCL (left) and the LTCL (right).
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The new LTCL testbed design can be seen in Figure 19. Each colour corresponds to a node type,
which are defined in Table 7. The green connections indicate the main path for information flow,
with the grey connections marking the redundant path used when an attack or failure occurs in
the main path. The connection between node 16 and 17 and node 16 and 18 is green even
though it is located on the redundant path because of the assumption that nodes 8, 17, 18 and
19 (grey nodes) are nodes primarily used for measurement purposes.
Table 7: Information of the types of nodes in the testbed.
Type

Nodes

Color

MTTR (in minutes)

Mobile/User

0

Green

15

Antenna

1,2,11

Cyan

300

ONU

12,3

Light Blue

180

Splitter

13,4

Purple

120

OLT

14,5

Orange

180

Core router/Edge PoP

6, 7, 9, 15, 16

Pink

90

ASR

8, 17, 18, 19

Grey

30

5G Core

10

Yellow

300

Figure 19: The new testbed design for the LTCL analysis in UC9.
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Long Term Control Loop Rerun
With this new testbed, the resilience analysis of UC9 was rerun. The same assumptions and use
case set up was used as in the initial run (see D9.2 for details). The node failure probability was
again used as the indicator to determine when the switch to the redundant path should be
made. When the node probability is less than 35% the testbed is set up as normal, such as in
Figure 19 above. When the probability raises above 35% but less than 50%, the redundant path
is activated but the flow continues through the main path. This change is seen in Figure 20 with
the redundant path turning black.

Figure 20: The network testbed when the node failure probability is between 35% and 50%.
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Finally, when the indicator passes 50%, the switch to the redundant path occurs. This switch can
be seen in Figure 21, with the redundant path going green and the main path turning red.

Figure 21: The network testbed when the indicator reaches above 50% and
the flow switches from the main path to the redundant path.
To create resilience indicators and resilience curves, the STCL results were utilized in this rerun.
The STCL outputs the operativeness of each component. A heat map of the averages throughout
the disruptive event can be seen in Figure 22. The disruptive event lasted about an hour and a
half, with 17 measurements taken. More information on the STCL simulation for use case 9 can
be found in D9.2. As the operativeness decreases, the color of the nodes shifts to orange and
red. The lowest dip in performance is 60%.

Figure 22: A heat map of the operativeness of the nodes throughout the
disruptive event deduced from recordings of the STCL. The lowest value is 60%.
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The assumption was made that the probability of failure per node can be calculated with the
following equation, utilizing the output of the STCL:
𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝑜𝑓 𝐹𝑎𝑖𝑙𝑢𝑟𝑒 = 1 − 𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑣𝑒𝑛𝑒𝑠𝑠
Therefore, these values from the STCL were added to the LTCL probabilistic runs. Each node was
assigned the probability of failure based on the nodes average operativeness, as seen in the
heat map above. In previous runs of the LTCL, the probability of failure for the nodes was based
on assumptions made from discussions with the end user operators. Utilizing the operativeness
and the STCL, the default probability of failures assumed in the first runs can be replaced with
more accurate probability of failures for all of the nodes in the simulation and therefore, more
accurate results overall. Depending on these values, different nodes will fail, at the initial time
point of the disruptive event. The results of which are in Figure 23. The solid black line is the
average of 100 simulations.

Figure 23: The performance of the testbed with the probability of failure
measured by the STCL implemented. The solid black line indicates the mean of
the 100 runs and the gray areas are the uncertainty bands with the deviation of
the mean in dark gray and the best- and worst-case scenarios in light grey.
Another way to incorporate the STCL results into the LTCL is with the QoS values defined in the
STCL and in D9.2 [3]. These QoS are based on the operativeness of the nodes, so the same
assumption as earlier applies, that subtracting the QoS values from 1 gives the probability of
failure. The four QoS that were utilized for this exercise were the service, redundancy, routing
and switching QoS. As these QoS are specific to types of services, they are only applicable to
certain nodes. For example, the switching QoS is only applicable to the nodes that are switches.
This also applies to the Routing QoS. The service QoS is applied to the first 4 nodes and the
redundancy QoS for the nodes in the two paths. The table below identifies the nodes that were
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assigned the probability of failure based on the specific QoS. The only QoS that was manually
defined was the redundancy QoS because for this use case, the STCL defined it as always equal
to 1.
Table 8: The probability of failure for each QoS and the nodes that the probability of failure is
assigned to.
Type of QoS

Nodes

Probability of Failure

Service QoS

[0, 1, 2, 11]

13%

Redundancy QoS

[3, 4, 5, 6, 11, 12, 13, 14, 15, 16]

5%

Routing QoS

[6, 8, 9, 15, 17, 18, 19]

7%

Switching QoS

[7,16]

8%

With the probability of failure defined for each of these nodes, the simulations are run again,
the average results of which are shown in Figure 24. The performance functions utilized in this
simulation are the same as the first runs in D9.2: the working nodes and working arcs. The QoS
functions were used to determine the probability of failure of the nodes and not new
performance functions. This is because of the way the LTCL defines the recovery of nodes. The
STCL has a continuous recovery of nodes, while the LTCL is binary with the nodes considered
fully failed until the mean time to repair has passed and then the nodes are fully recovered and
fully functioning.
The redundancy QoS has the worst performance even though it has the smallest probability of
failure. This is likely due to the fact that the redundancy QoS defines the probability of failure for
10 nodes (all of the nodes on the two paths). The service QoS performance is the next worst,

Figure 24: The average (of 100 simulations) performance curve for the scenarios based on
different probability of failures from the different types of QoS.
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due to the higher probability of failure (13%). The approaches have varying recovery times, as
the MTTR is defined for node types, as seen in Table 7.
The results of each of these approaches can be summarized by resilience indicators as well.
These are provided in Figure 25. The resilience indicators are defined in more detail in D7.2 [1]
and D8.2 [2]. The redundancy QoS has the worst RI1 and RI4 while the service QoS has the worst

Figure 25: Resilience Indicators for the different QoS based probabilities of failure derived
from the data of the STCL.
RI2.
Another way of presenting the results is by utilizing the probability of failure with the same
method as described above, but incorporating the same performance functions that are used in
the STCL (the different QoS functions). The LTCL loop implemented these functions and plotted
the simulation with the probability of failure for the nodes with 100 simulations. The results of
which are in Figure 26 (Routing QoS), Figure 27 (Switching QoS), and Figure 28 (Service QoS).
The defined performance functions were plugged into the simulation. From the comparison as
shown in the figures, it can be seen that the mean drop in respective QoS performance over 100
simulations approximately matches the mean of QoS results as measured in STCL. The difference
that results from STCL have more drops than the simulation results can be attributed to the
difference in method of measurement and simulation. The measurement uses some form of
sensors to evaluate performance in real time, whereas in the simulation, once the nodes are
damaged, they take a fixed time (defined as mean time to repair) to recover.
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Figure 26: The comparison of the STCL and LTCL for the Routing QoS performance functions.
The left (A) is the STCL results and the right (B) is the LTCL average of 100 simulations.
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Figure 27: The comparison of the STCL and LTCL for the Switching QoS performance functions.
The left (A) is the STCL results and the right (B) is the LTCL average of 100 simulations.
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Figure 28: The comparison of the STCL and LTCL for the Service QoS performance functions.
The left (A) is the STCL results and the right (B) is the LTCL average of 100 simulations.
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4.4. RESISTO framework for 5G-PPP security validation
The EC through 5G-PPP encourages the research activities for 5G development, use cases
integration and secured network and services framework, correlation with the already
mentioned standards (3GPP) and recommendations for implementation.
5G networks leverage on several key elements, as mentioned (virtualization, programmability,
orchestration, network slicing) and the security is very important from the network perspective.
The security can be achieved by following the standards (SA3) for the security and privacy and
the relevant design architecture rules, as described in the deliverable.
A continuous threat, vulnerabilities and risk analysis process is performed with the scope of
mitigating the security issues or to reduce the network or services security impact, enabling a
security intelligent closed loop.
The deliverable use cases scenario analysis and RESISTO evaluation in the 5G context is
evaluating the platform security outputs correlated with security standards, ENISA 5G security
recommendations and 5G architectures and design. The deliverable not only resumes, based on
STCL/LTCL outputs, the RESISTO platform benefits and impact in 5G networks, but also it is
supporting the 5G-PPP Security Working Group and Network Management & QoS Working
Group to address key security areas for 5G, network resilience, network intrusion and attacks.

Date: 23-07-2021

Approval status: APPROVED

Page 48/51

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D9.4_210723_01

5. CONCLUSION
5G is a very hot topic today, due to network evolution and transformation, network services
capabilities and new business cases and applications that already started to be deployed,
estimating an important business impact by 2025.
Security and cyber security aspects in 5G networks are evaluated as vulnerability and the risk
addressed by operators, 5G users and applications, by accessing the 5G networks, possible to be
exposed to several fundamentals’ malicious cyber-attacks.
The current document describes, based on the three UCs and testbeds, the 5G analysis on
Scenario 3, following several steps:







Identification and motivation for 5G networks and related networks capabilities
5G network architectures and security vulnerabilities domains (physical, network
functions, virtualization, management, orchestration)
Types of attacks that can be mapped to the 5G networks
Security and cyber-security main threats and impact in 5G networks
RESISTO platform applicability in 5G, degree of integration, control loop, detection,
response and mitigation
RESISTO 5G operational validation

The three use cases have been evaluated from the 5G security perspective, on different threats
and 5G network domains:




UC5 sub-case2, protection of cloud storage services, agents residing on 5G networks
nodes or users’ applications, monitoring unauthorized events access, STCL/LTCL
modules being applied and use case KPIs measured
UC8 use case, PPDR Virtual Operator, STCL/LTCL, RESISTO impact evaluation for 5G
communication services in terms of 5G resilience at edge, network slicing and sliceaware concept, correlation of different types of resources, services KPIs
UC9 use case, 5G Network Response to a Security Breach, detection and mitigation, ML
predictive models, STCL/LTCL, network resilience, ML/5G convergence, human
intervention

It has been performed an analysis for RESISTO 5G effectiveness to detect security issues,
usability, control loop, resilience indicators and it can be concluded that for 5G implementations
RESISTO can be an effective tool to manage a highly distributed infrastructure (physical,
virtualized, software network, automation), efficiently performing risk prediction and defining
per-use case evaluation optimal mitigation measures.
Even the current results are based on the first run tests, and some of the use cases were not
properly measured (UC5 and UC8), it can be concluded that the outputs of this deliverable are
indicting, mainly on the UC9 results, promising results and it is indicating the RESISTO
effectiveness, impact and preliminary benefits for the 5G networks. Even though, it is needed
the second run evaluation to validate the RESISTO platform.
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Following the deliverable outputs and Orange 5G network expertise with mobile networks
architecture in general and 5G network implementations, service architecture and security
aspects in particular, the evaluation can conclude that the deliverable is addressing main 5G
security aspects and mitigation responses.

RESISTO platform implementation is answering to this 5G security requirements and is opening
the telco’s operator perspective for implementing security and cyber-security tools. The impact
and benefits in 5G will be strengthened during next evaluation, as at least for two of the use
cases the evaluation will be further improved during the second run.
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