
  

H2020-CIP-01-2016-2017 

CRITICAL INFRASTRUCTURE PROTECTION 

Grant Agreement No. 786409 

 

    

RESISTO – This project has received funding from the European Union’s Horizon 2020 Research and Innovation 
Programme under Grant Agreement No786409 

 

 

 

  RESISTO: 

D7.5 – ANALYSIS ON SCENARIO 1 - 

TEST RESULTS - FINAL 



 ID: RESISTO_D7.5_220215_02 

 

 
Date: 15-02-2022 Approval status: APPROVED Page 2/26 

 
This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be 

 distributed or reproduced without the formal approval of the RESISTO Steering Committee 
 

RESISTO 

D7.5 – ANALYSIS ON SCENARIO 1 - TEST 
RESULTS - FINAL 

 

 

Document Manager:  Jorge CARAPINHA ALB Editor 

 

Project Title: 
RESIlience enhancement and risk control platform  

for communication infraSTructure Operators 

Project Acronym: RESISTO 

Contract Number: 786409 

Project Coordinator: LEONARDO 

WP Leader: OTE 

 

Document ID N°: RESISTO_D7.5_220215_02 Version: 2.0 

Deliverable: D7.5 
Date: 15/02/2022 

Status: APPROVED 

 
 

Document 
classification  

PUblic 

 
 

Approval Status 

Prepared by: Jorge CARAPINHA (ALB) 

Approved by: 
(WP Leader) 

Maria BELESIOTI (OTE) 

Approved by: 
(Coordinator) 

Bruno SACCOMANNO (LDO) 

Advisory Board Validation 
(Advisory Board Coordinator) 

N.A. 

Security Approval 
(Security Advisory Board Leader) 

Paolo DI MICHELE (LDO) 



 ID: RESISTO_D7.5_220215_02 

 

 

Date: 15-02-2022                                    Approval status: APPROVED                                           Page 3/26 

 
This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be 

 distributed or reproduced without the formal approval of the RESISTO Steering Committee 
 

CONTRIBUTING PARTNERS 
 

Name 
 

Company / Organization 
 

Role / Title 
 

Maria Belesioti OTE S.A. 
Research and Development 

Engineer 

Jorge Carapinha ALB R&D Engineer 

Ian Herwono, 
Zhan Cui 

BTC 
Research Specialist, 

Senior Research Manager 

Panos Karaivazoglou, 
Rodoula Makri 

ICCS 
Senior researchers, 

Telecommunication experts 

Chiara Foglietta, 
Stefano Panzieri 

RM3 
Scientific Researcher, 

RESISTO Innovation Manager 

Luca Lionetti, 
Paolo De Lutiis, 

Luigi Gallo, 
Massimo Magliocca, 

Marco Mancini 

TIM 
Cloud computing expert, 

Cyber Security expert 

Giuseppe Celozzi, 
Cosimo Zotti, 

Andrea Fasolino, 
Riccardo Stinca, 
Giacomo Borlizzi, 
Carmine Galotto 

TEI 

Senior System Manager, 
Project Manager, 

Development and Integration 
Experts 

Kushal Srivastava, 
Natalie Miller 

Fraunhofer Scientific Researchers 

Emanuele Aonzo, 
Marco Tortora 

LDO System Engineers 

 
 
 
 
 
 
 
 
 
 
 
 

 



 ID: RESISTO_D7.5_220215_02 

 

 

Date: 15-02-2022                                    Approval status: APPROVED                                           Page 4/26 

 
This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be 

 distributed or reproduced without the formal approval of the RESISTO Steering Committee 
 

DISTRIBUTION LIST 
 

Name 
 

Company / Organization 
 

Role / Title 
 

PMT RESISTO CONSORTIUM NA 

Carla ROCHA GOMES EC DG REA EC Programme Officer 

General Public NA NA 

 
 
 

REVISION TABLE 
 

Version Date 
Modified 

Pages 
Modified Sections Comments 

0.1 28/09/2021 All All ToC structure  

0.2 20/10/2021 All All OTE contributions 

0.3 26/10/2021 All All TIM UC 

0.4 03/11/2021 All All BTC contribution 

0.5 10/11/2021 All All Final version for SAB 

1.0 14/11/2021 All All Final release 

2.0 15/02/2022 

General Comment: deliverable revised in line with the recommendations 
formulated by the experts in the final Project Review Report 

7 Executive Summary  Updated 

13, 19, 23 Sections 3.1, 3.2, 3.4 
Updated the descriptions 
regarding usability and 
efficiency 

All All Minor editorial updates 

  



 ID: RESISTO_D7.5_220215_02 

 

 

Date: 15-02-2022                                    Approval status: APPROVED                                           Page 5/26 

 
This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be 

 distributed or reproduced without the formal approval of the RESISTO Steering Committee 
 

COPYRIGHT STATEMENT 
 

 

© 2018-2021 This document and its content are the property of the RESISTO 
Consortium. All rights relevant to this document are determined by the applicable 
laws. Access to this document does not grant any right or license on the document 
or its contents. This document or its contents are not to be used or treated in any 
manner inconsistent with the rights or interests of the RESISSO Consortium or the 
Partners detriment and are not to be disclosed externally without prior written 
consent from the RESISTO Partners. Each RESISTO Partner may use this 
document in conformity with the RESISTO Consortium Grant Agreement 
provisions. 

The research leading to these results has received funding from the European 
Union’s Horizon 2020 Research and Innovation Program, under the Grant 
Agreement No 786409. 

The views and opinions in this document are solely those of the authors and 
contributors, not those of the European Commission. 

 

 

  

http://images.google.be/imgres?imgurl=http://www.uib.no/bot/bilder/eu-flag.gif&imgrefurl=http://www.uib.no/bot/mcts/qpalen/&h=349&w=519&sz=4&hl=fr&start=1&tbnid=tIl_Su9kO7IeFM:&tbnh=88&tbnw=131&prev=/images?q=eu+flag&gbv=2&hl=fr


 ID: RESISTO_D7.5_220215_02 

 

 

Date: 15-02-2022                                    Approval status: APPROVED                                           Page 6/26 

 
This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be 

 distributed or reproduced without the formal approval of the RESISTO Steering Committee 
 

PROJECT CONTACT 
 

 

 
LEONARDO 
Via Puccini 2 – Genova (GE) – 16154 – Italy 
Tel.: +39 348 6505565 
E-Mail: bruno.saccomanno@leonardocompany.com 

 

RESISTO PROJECT – PUBLISHABLE EXTENDED ABSTRACT 
 

Communications play a fundamental role in the economic and social well-being of the citizens and on 
operations of most of the CIs. Thus, they are a primary target for criminals having a multiplier effect on 
the power of attacks and providing enormous resonance and gains. Also extreme weather events and 
natural disasters represents a challenge due to their increase in frequency and intensity requiring 
smarter resilience of the Communication CIs, which are extremely vulnerable due to the ever-increasing 
complexity of the architecture also in light of the evolution towards 5G, the extensive use of 
programmable platforms and exponential growth of connected devices. The fact that most enterprises 
still manage physical and cyber security independently represents a further challenge. RESISTO 
platform is an innovative solution for Communication CIs holistic situation awareness and enhanced 
resilience (aligned with ECSO objectives). Based on an Integrated Risk and Resilience analysis 
management and improvement process availing all resilience cycle phases (prepare, prevent, detect, 
absorb, etc.) and technical resilience capabilities (sense, model, infer, act, adopt), RESISTO 
implements an innovative Decision Support System to protect communication infrastructures from 
combined cyber-physical threats exploiting the Software Defined Security model on a suite of state of 
the art cyber/physical security components (Blockchain, Machine Learning, IoT security, Airborne 
threat detection, holistic audio-video analytics) and services (Responsible Disclosure Framework) for 
detection and reaction in presence of attacks or natural disasters. Through RESISTO Communications 
Operators, will be able to implement a set of mitigation actions and countermeasures that significantly 
reduce the impact of negative events in terms of performance losses, social consequences, and 
cascading effects in particular by bouncing efficiently back to original and forward to operational states 
of operation. 
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EXECUTIVE SUMMARY 
 

Based on the results of the second test run, this document provides the final operational end-user 
validation of RESISTO platform in relation to scenario #1 – “(improving of resilience of) Current 
telco Infrastructures”, which is composed of four use cases, namely “Core Network Failure caused 
by Physical & Cyber Attacks to Telecommunication sites” (UC1), “Terrorist Attack and Natural 
Hazards causing network failure and telecommunication congestion” (UC2), “Disruption of major 
sporting event by combined physical & cyber-attack by a terrorist organization” (UC4) and 
“Protection and resilience of the TIM's network nodes” (UC10).  

The present document updates D7.4, which had previously provided the operational end-user 
validation of scenario #1, based on the results of the first test run, and is focused on results 
accomplished since the publication of that deliverable. A similar strategy was followed in the 
second test run, including the validation objectives and methodology, therefore, in the interest of 
avoiding duplication of content, the parts of D7.4 that are fully applicable to D7.5, are not repeated 
here. The reader is advised to refer to D7.4 for more detailed information on validation overview 
and objectives, as well as network security and resilience with RESISTO. 

The validation methodology was focused on the evaluation of end-users’ improvements in terms 
of systems protection, performance, usability and efficiency, based on metrics regarding the 
overall RESISTO solution effectiveness in various combinations of current telecom CIs.  

The four use cases were assessed, measured and validated, with a special focus on system 
protection effectiveness, performance, usability, efficiency, and overall impact. Risk prediction 
was also addressed in relation to these use cases.  

A single centralized instance of the RESISTO platform was deployed for all pilots and use cases, 
mainly due to the constraints imposed by the pandemic outbreak. Although this did not raise 
significant problems in relation to the realization of the use cases as planned, it surely prevented 
a direct evaluation of the platform based on a “hands-on” experience.   

Overall, despite the heterogeneity of the use cases, a few common conclusions can be highlighted 
in relation to the validation of the RESISTO system:  

 In all use cases, the RESISTO system managed to correlate events using data from a wide 
variety of sensors (both cyber and physical) and through complex processing, identify and 
assess potential cascading effects, and suggest appropriate mitigation actions, assisting 
network operators to cope with the scale and complexity of new advanced threats.  

 In relation to performance, the RESISTO platform proved to be able to correlate different 
cyber-physical events timely and with high accuracy. KPI measurements showed that the risk 
predictor and the correlator provided adequate performance in the context of all explored used 
cases. 

 In terms of usability, e.g., alarm visualization, management capabilities, significant 
improvements were implemented in the RESISTO platform between the first and the second 
piloting campaigns. Through the user interface the operators were able to validate the 
identification and correlation of threats by associating events from multiple data sources. 

 Overall, RESISTO proved to be able to provide a reliable solution to enhance network security. 
In particular, the combination of the correlator with the risk predictor is an effective tool to help 
security analysts to mitigate the impact of a wide variety of risks, including environmental and 
terrorist threats. In addition, RESISTO can be seen as a complementary security solution to 
traditional security solutions, particularly for combined cyber-physical attack scenarios. 
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1. INTRODUCTION 

 
This report is the second deliverable of RESISTO task T7.5 “Operational end-user validation of 
RESISTO platform in scenario #1” [1], which addresses the ability of RESISTO to reliably identify, 
characterize and prioritize cyber and physical attacks from realistic data in time for action to be taken, 
as well as to plan and execute appropriate and safe courses of action for scenario #1 “(improving of 
resilience of) Current telco Infrastructures”. This report provides the final results of validation and 
evaluation of the piloting activities, with a special focus on the end-users’ improvements in systems 
protection, performance, usability and efficiency.  

In the framework of Task T7.5 each piloted use case has been evaluated from the end users’ point of 
view regarding RESISTO’s platform performance, usability and efficiency and systems’ protection 
effectiveness. The results of the first piloting phase, documented in Deliverable D7.4 [4], enabled 
preliminary conclusions about the value of the RESISTO platform to enhance resiliency and robustness 
of communication infrastructures under specific cyber-physical threat events for several use cases. 
These results have been further refined and extended in the second piloting phase. Using the results 
documented in D7.4 as starting point and taking the results of the second run of the RESISTO piloting 
activities into account, this document provides the final overall conclusions of Macroscenario #1. 

The present document is closely related to other RESISTO deliverables: 

 D7.1 [2] “Test Plan Definition” provided the test plan definition of scenario 1 use cases. 

 D7.2 [3] “Scenario 1st run integration and setup” describes the execution of the first run of the 
use cases related to Macro Scenario 1, including the equipment used, the procedures followed, 
the connections/ interconnections made and other aspects, such as the testbed structure and 
the relevant key performance indicators. 

 D7.4 “(improving of resilience of) Current telco Infrastructures” [4] provides operational end-user 
validation of RESISTO platform of scenario #1 based on the results of the test first run. The 
present deliverable can be seen as an update of D7.4, taking into account the results of the 
second run. 

 D8.5 [5] and D9.5 [6] can be seen as D7.5 counterparts for macro-scenario 2 “(Improving of 
resilience of) interconnected Cis” and macro-scenario 3 “(Improving of resilience of) future 5G 
telco Infrastructures”, carried out in the framework of tasks T8.5 and T9.5, respectively. 

As the present deliverable is essentially an update of D7.4, its focus is on results accomplished since 
the publication of that deliverable, so that duplication of content is avoided. Therefore, the reader is 
advised to refer to D7.4, especially section 2 “Validation overview and objectives” (of which a short 
update is included in this deliverable) and section 3 “Telecom Networks Security and Resilience with 
RESISTO” (not repeated in the present deliverable), both of which are applicable to this deliverable, 
but are not repeated. 

After this introduction, the structure of this document includes:  

 Section 2, which provides the general objectives and validation overview (more details are 
provided in D7.4);  

 Section 3, which is focused on the validation of macro-scenario #1 use cases (UC1, UC2, UC4, 
UC10);  

 Section 4, which provides overall conclusions and lessons learned. 
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2. OBJECTIVES AND VALIDATION OVERVIEW 

 
The validation process is aimed at verifying that the objectives of the RESISTO project have been 
achieved through the practical deployment of several use cases, under three macro-scenarios. The 
overall goal of RESISTO is to verify the improvement of risk control and resilience of modern 
Communication CIs, against a wide variety of cyber-physical threats, being those malicious attacks, 
natural disasters, or unexpected faults. This includes the verification of timely reporting of attacks, 
assessment of their impact (e.g., loss of system operativity), or the countermeasures aimed at restoring 
operativity of the system as soon as possible. 

For the second run of pilots’ exercise the same strategy followed in the first phase was adopted. 
Therefore, the detailed analysis of the validation objectives and methodology provided in D7.4 [4] in 
relation to the first piloting phase is fully applicable to the second phase and will not be repeated here. 
Readers are suggested to refer to D7.4 for further information. 
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3. MACROSCENARIO #1 OPERATIONAL VALIDATION 

 
All telecom operators participating in Macroscenario #1 apply mechanisms for monitoring, detection 
and prevention of attacks, both cyber and physical, which are mainly derived from the complex and 
dynamic nature of modern infrastructures.  

Nonetheless, the major challenge remains to apply automated responses to cybersecurity incidents in 
a timely and automated manner.  

3.1. UC1: Core Network Failure caused by Physical & Cyber Attacks to 
Telecommunication sites  

 
Systems’ protection effectiveness 

When it comes to Telecommunications Critical Infrastructure, the main goal is the protection of different 
facilities, buildings and computer rooms, assets or equipment against the undesirable consequences 
of possible malevolent cyber-physical attacks caused deliberately by humans. In the case of important 
nodes of telecom critical infrastructure, protection is usually provided by complex cyber-physical 
protection systems combining people, equipment and policy procedures used for protecting assets and 
facilities against malicious attacks. Nevertheless, modern telecommunication systems are very difficult 
to be protected due to their complexity, their huge and diverse number of components, either hardware 
or software and of course the sophisticated attacks. Correlation of events proposed by RESISTO 
ecosystem, can be an extra layer of protection and another tool in the hands of telecommunication 
operators. The integration of RESISTO platform both with provider’s testbed and with physical security 
sensors for the correlation of different types of events form the event correlator was the key innovation 
proposed by RESISTO. Additionally, with the use of Risk Predictor in the 2nd round of pilots, the platform 
managed to evaluate the severity of the attacks and finally to propose to the operator proper mitigation 
measures, very helpful for the business continuity and the avoidance of cascade effects.   

Performance  

Telecom network systems are designed to generate alarms for various incidents (for instance 
unavailability of network devices, congestion etc.) that are monitored by network administrators using 
state of the art network alarm monitoring systems. In this case the RESISTO platform performance is 
directly related with two factors. The first one is its ability to correlate different type of events (cyber and 
physical ones) into a predefined time frame successfully. In both scenarios of Use case#1, Event 
correlator successfully managed to correlate the cyber physical event timely and with great accuracy. 
The second factor is related with network performance. According to LTCL evaluation, when sufficient 
mitigation measures are posed timely, the overall network performance is increased. The ability of the 
Risk Predictor to timely propose to network operators mitigation actions that could take place, and after 
implementing these actions creased the network performance and proved the performance of the 
overall RESISTO ecosystem.  

Usability and efficiency 

UC1, from technical point of view, didn’t require new advanced skills in the technological area and in 
the business one to design and deploy networks and services cooperating with the different actors of 
the innovative scenario.  

The process and life-cycle of receiving, identifying, correlating and at the end proposing mitigation 
measures offered additional knowledge in the field of predictive security and created an on-top layer of 
security for traditional telecommunication networks. 



 ID: RESISTO_D7.5_220215_02 

 

 

Date: 15-02-2022                                    Approval status: APPROVED                                           Page 14/26 

 
This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be 

 distributed or reproduced without the formal approval of the RESISTO Steering Committee 
 

To this end, and due to lack of advanced AI facilities that would be an extra asset in deploying RESISTO 
functionalities some procedures could not be fully automated. For example, mitigation measures were 
only proposed as actions but could not be deployed automatically as in other use cases.  

During the 2nd run of pilots, RESISTO ecosystem managed to offer real-time, and effective threat 
correlation, providing timely, relevant and accurate information to security administrators. But, 
unfortunately the COVID-19 outbreak changed the initial plans according to which each operator would 
actually host a replicate of the RESISTO platform in its own premises. Instead, everything had to be 
changed to remote access, which prevented operators of actually having “hands-on” at RESISTO 
platform and having a full experience of its usage. Of course, all system functions were visible to 
consortium and there was a full understanding of the process and the functions executed each time.  

Moreover, and despite the limited access, operators validated that the system managed successfully 
to identify and to correlate threats by associating events from multiple data sources assisting network 
operators to cope with the ever-growing scale and complexity of new advanced threats.  

RESISTO managed to offer additional and intelligent security mechanisms to the current telecom 
infrastructures, enhancing the proactive protection of the overall telecommunication infrastructure. 

Early detection of security intrusions enforced the situation awareness of the system and the correlation 
of cyber and cyber- physical events consists an additional tool for improving both the resilience and the 
security of the system.  

Overall impact 

Given the criticality of telecom operator control infrastructure, the impact of an attack in their networks 
can be very high and far-reaching. Unfortunately, these malicious attacks, either they are internal or 
external in a telecom organization, are on the rise. Telecommunication service providers use 
autonomous security systems, end-to-end in telecom infrastructures, built into each layer of the network 
and securing all connected things everywhere, all the time. RESISTO ecosystem powered by AI and 
ML functions as well as advanced predictive analytics offers operators the insurance that will be a step 
ahead of the increasingly sophisticated dynamic threat environment.  
Advanced and intelligent security attacks sometimes cannot be adequately handled by the operators, 
especially when it comes to combined physical-cyber attack causing communications network a failure 
to deliver data and to provide services to its customers. RESISTO can act as an additional on-top 
security solution enhancing the overall security of the network. During the first and second round of 
RESISTO pilots of Use Case#1, the event correlator managed to correlate the events received from 
different sources successfully in the predefined time frame in order to be considered as combined cyber 
–physical attack. In addition, during the 2nd round, the risk predictor proposed appropriate mitigation 
measures that should be in place for the enhancement of the resilience of the affected network area, 
which of course can affect, as a cascading effect, a more extended network area. All these features of 
RESISTO platform proposes, namely correlation of cyber and physical events and proposal of 
appropriate countermeasures for the system resilience enhancement, are a complementary measure 
against adverse effects of cyber physical attacks.   
 
Risk prediction – LTCL and STCL comparison 

Figure 1 represents the original testbed for the use case set-up from the STCL and Figure 2 shows the 
equivalent graphical representation of the test bed used in the LTCL. The nodes have been classified 
into routing, switching and service. They have been color-coded based on their classification. Cyan 
nodes represent routing, orange is switching, red is firewall, green are servers, blue is service and grey 
is for the unclassified nodes. The assumption in the simulation is that requests originate from the end 
users and are directed to the servers. End users are nodes 4, 1, 39, 42 and 36 and servers are nodes 
30, 20, 21, and 22. 
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Figure 1: Testbed for OTE as provided by the partners 

 

Figure 2: Graphical representation of the testbed 

From the STCL data received, there is availability of nodes for a short duration of time. In absence of 
any data related to Quality of Service of systems, a different approach has to be applied. The nodewise 
availability data is averaged to generate overall availability of the nodes. This is presented in the form 
of a heat map in Figure 3. In the heat map, the lighter green nodes are the nodes that have reduced 
availability. In this scenario, the worst performing nodes in terms of availability drop to around 60%. 
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Figure 3: Heatmap showing average availability of the nodes in the testbed 

From this data, it is assumed that probability of failure in these nodes is (1 – availability of nodes). The 
results of this are in Table 1. Each node was assigned the probability of failure based on the nodes 
average availability, as seen in the heat map above. In previous runs of the LTCL, the probability of 
failure for the nodes was based on assumptions made from discussions with the end user operators.  
Utilizing the availability and the STCL, the default probability of failures assumed in the first runs can 
be replaced with more accurate probability of failures for all of the nodes in the simulation and therefore, 
more accurate results overall. Depending on these values, different nodes will fail, at the initial time 
point of the disruptive event. As this is a probabilistic simulation, 100 simulation runs are simulated. The 
results are presented in form of resilience curves for the system, in Figure 4. The solid black line is the 
average of 100 simulations, the two grey areas are the uncertainty bands with the deviation of the mean 
in dark grey and the best- and worst-case scenarios in light grey. For this scenario, the nodes all have 
the same recovery time, therefore they recover at the same time. This can be adjusted to a more 
stepwise recovery depending on the end user preference. 
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Table 1: Probability of Failure data from the STCL 

Node-Id Node Name Probability of failure 

1 House-1 5.6666 

2 CPE-1 8.5 

3 DSLAM 8.5 

4 House-2 5.6666 

5 CPE-2 8.5 

6 Huawei-9306-1 8.5 

9 NCS5002 24.25 

13 ASR-9010-2 20 

16 ASR-9010-1 8.5 

19 Switch-3750-2 34.95 

20 CamSec-Server 29.695 

21 5G-Server-2 22.25 

22 PhySec-Server 29.695 

26 Router-7609 20 

31 ASR-7750-2 20 

38 Antenna-2 27.6 

39 Mobile-2 17.6334 

41 Antenna-1 27.6 

42 Mobile-1 17.6334 
 
 

 

Figure 4: The resilience curves for the probability of failure scenario, using STCL data as input, for OTE 
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The worst case for this simulation is when all the nodes with failure probability less than 1 are damaged. 
This is shown separately in the form of a heat-map in Figure 5. As the collective data from nodes is 
averaged to a single value, the STCL result is not presented in graphical form. 
 

 

Figure 5: Heatmap showing worst case scenario with all considered nodes damaged 

3.2. UC2: Terrorist Attack and Natural Hazards causing network failure and 
telecommunication congestion  

Systems’ protection effectiveness 

Use Case #2 deals with the fact that telecom assets and facilities are vulnerable to malicious attacks 
intending their destruction as well as to natural disasters like earthquakes and severe weather 
conditions, with significant direct and indirect consequences. Terrorist attacks or natural disasters 
cannot be predicted in terms of time, place and severity. Similarly to Use Case#1, RESISTO system 
managed to correlate events using data from a diversity of sensors (cyber and physical) and through 
complex processing, identify and assess potential cascading effects, and finally with the assistance of 
Risk Predictor suggesting appropriate mitigation actions to the operators. The integration of the 
RESISTO platform with the information coming from OSINT crawler for the detection of natural events 
affecting the monitored telecom sites, as scenario #2 indicates, and EWCF (Emergency Warning 
Communication function) for the identification of the actual attacks is an innovative intelligence system 
used to enhance the protection of the telecom Critical Infrastructures.  

Performance  

A network alarm monitoring system, such as LIBRE NMS that OTE uses for the testbed monitoring in 
both Use Case#1 and Use Case #2, generates different types of events such as sanity checks, warning 
messages, trouble signs, critical faults, etc. The way these events are treated and analyzed ultimately 
determines how well the network infrastructure and applications operate. System administrator is not 
always able to identify and classify large volume of events, when especially concerns cyber physical 
events coming from diverse sources. With the use of AI and machine learning-based tools similarly to 
Use case #1 event correlator successfully managed to correlate the cyber physical event timely and 
with great accuracy. In addition, according again to LTCL evaluation, the ability of the Risk Predictor to 
timely estimate the situation and propose to network operators’ mitigation actions, increasing thus the 
overall network performance, proved the performance of the overall RESISTO ecosystem.  
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Usability and efficiency 

When it comes to security of critical infrastructures, it is of great importance for the operator to be able 
to detect, isolate, notify, and pose correcting measures in the network, when a cyber-physical attack 
has taken place.  

In Use Case #2 several events from different sources have been successfully correlated providing an 
extra layer of security to telecommunications’ infrastructures. These events were seemly irrelevant, but 
RESISTO managed to correlate them offering operators the ability to interpret the failures in their 
systems and moreover proposed mitigation measures that could be in place in order to prevent the 
expand of the failure. In addition, RESISTO offered knowledge to telecom system administrators and 
provided them the opportunity to reconsider their network planning by putting in place additional 
protection measures for avoiding the same failures in the future.  

Although the access to the RESISTO platform was remote, operators verified that the system managed 
to successfully identify and correlate threats by associating events from multiple data sources. 

Overall impact 

Critical Infrastructures Operators, such as telecom operators, face a wide variety of risks, including 
environmental and terrorist threats. Such kind of threats can cause service interruptions and a severe 
impact on the network performance. It is a fact that many of core network components operate in remote 
locations such as small Greek islands, so physical monitoring access to these facilities and equipment 
is mission critical almost for all operators.  

RESISTO platform during both the 1st and the 2nd round of pilots was able to collect information from 
the operator’s monitoring systems and the physical threats detectors, timely correlate and analyse their 
dependencies characterizing the attack as cyber-physical. This evolved network security RESISTO has 
to offer can act as the pioneer of a simpler yet more robust era of telecom security. As far as resilience 
is concerned, the ability of Risk predictor to suggest appropriate mitigation measures for each scenario 
of the use case, enhancing the network performance, render RESISTO solution as a high end, on-top 
security system ideal for the increasingly complex telecom infrastructures.   

Risk prediction – LTCL and STCL comparison 

See analysis on section 3.1, based on OTE testbed. 

  

3.3. UC4: Disruption of major sporting event by combined physical & cyber-attack by a 
terrorist organization  

 
Use Case 4 is used to evaluate and validate RESISTO in responding to combined physical and 
cyberattacks on a telecommunication infrastructure for delivering live IPTV streaming services to end-
users. During the first piloting round the basic capability of RESISTO has been validated and discussed 
in Deliverable D7.4 [4]. This included receiving event messages from the relevant physical and cyber 
sensors (installed in the testbed), correlating them and raising the associated alarms. Further RESISTO 
capabilities such as the STCL risk prediction (using Risk Predictor tool) have since been tested and 
evaluated during the second piloting round, the outcomes of which will be analysed next. 

In addition to the works done on the RESISTO platform side (e.g., Risk Predictor, Workflow Manager, 
etc.) the UC4 testbed has been extended with new components to emulate the distribution of IPTV 
contents to next generation (5G) mobile network users via unicast transmission. The extension 
distribution network was implemented using SDN/NFV technologies consisting of one SDN controller 
and a number of virtual switches. The unicast IPTV service is delivered by means of Multi-access Edge 
Computing (MEC) servers that are attached to the existing edge network nodes to a couple of (mobile) 
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IPTV clients. All testbed components are implemented as virtual machines (VM). Figure 6 shows the 
architecture of the (extended) testbed that is connected to the RESISTO platform via secure VPN 
tunnel. In the extended testbed there is a now a reverse message flow from RESISTO platform (i.e., its 
Workflow Manager) to the testbed’s Controller to run a mitigation action. Further details about the 
testbed and the associated test scenarios and pilot execution can be found in Deliverable D7.3 [7]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Use Case 4 testbed integrated with RESISTO platform (STCL) 

Systems protection effectiveness 

The first piloting round has already shown that RESISTO could receive and correlate event messages 
from different types of sensors (i.e., physical and cyber sensors) in an efficient manner in order to 
provide a more holistic view of a concerted attack, which otherwise may take longer time to detect (or 
not be detected at all). This has proven as one of the strongest capabilities of RESISTO as also 
confirmed in other use cases. The second round was primarily focussed on RESISTO’s risk prediction 
capability which should allow network operators quickly respond to a potential security breach or/and 
service disruption and mitigate the impact. 

In all the three test cases performed during the piloting session the Risk Predictor could be successfully 
informed/alerted about the related cyber/physical events by the RESISTO’s Correlator module. Any 
impact on the relevant Risk Predictor’s QoS metrics (i.e., gauges) could be observed on the RESISTO 
cockpit. The Workflow Manager then allowed the RESISTO operator to directly perform a “What-If” 
analysis to assess the impact of any mitigation option/countermeasures, e.g., rerouting via different 
network path. Such risk and impact analysis could be especially observed during the execution of the 
third test case (Test Case 3 – DDoS attack on a critical network node). While the risk level to a service 
or network disruption could also be evaluated in the other two test cases, but due to the nature of the 
detected threats no meaningful (short-term) countermeasures could be taken to restrict the effect of the 
event; for example, during the second test case (physical security breach) the recommended measures 
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was to send security guard/staff to the affected site to check for break-in. Nevertheless, the risk and 
impact assessment results provided by the Risk Predictor will be very useful for end-users (i.e., 
operators) to make a quick and informed decision on what action to take next in case of potential 
security breach. During the piloting session all the results could be presented promptly on the RESISTO 
cockpit without noticeable delays. 

The third test case also allowed the possibility to run a mitigation action immediately on the testbed. 
This was successfully demonstrated by the RESISTO’s Workflow Manager which allowed the operator 
to choose a mitigation action (after consulting the Risk Predictor) and execute it on the testbed. The 
“rerouting” action was chosen to programmatically change the traffic flow rules on the relevant virtual 
SDN switches. 

Performance 

A number of KPIs have been measured during the second piloting rounds. The results (i.e. KPI 
measurements) for all use cases in the second piloting round are consolidated in Deliverable D10.5. 
The performance of Risk Predictor—in terms of processing times—is important for Use Case 4 to allow 
swift mitigation action in order to avoid or minimise any service disruptions. On average the Risk 
Predictor took around 20 seconds to perform the evaluation of risk levels at first attack impact and 
during What-If analysis. During the execution of the DDoS attack test case RESISTO took less than 5s 
to correlate the received events and raised an alarm1. Overall, the performance is acceptable; in case 
of such DDoS attack it is of utmost importance to be able to detect the attack indicator, such as a surge 
in inbound traffic, as early as possible. This could be achieved by RESISTO by adjusting its correlation 
parameters accordingly which was demonstrated during the test case execution. 

Furthermore, the Risk Predictor’s processing time will depend on the dimension of the exploited model. 
In practice there will also be further delays induced by the human analyst to perform each task that was 
recommended by the RESISTO’s Workflow Manager, e.g., to analyse the attack impact using Risk 
Predictor and perform a What-If analysis prior to making decision on the appropriate mitigation 
measures. This will depend on the type and complexity of the threats. The time required to complete a 
mitigation action was not relevant for the Use Case 4 piloting since it could not be controlled by 
RESISTO. A mitigation action such as network re-routing might be completed faster if it can be fully 
automated without human intervention. The dynamic rerouting of the SDN network that was 
demonstrated during the execution of the third test case was an example of a fully automated routing 
that could be completed instantly within a couple of seconds. Such on-demand instant rerouting strategy 
might give the edge over a threshold-based strategy (e.g., based on packet loss rate threshold) in 
response to threats that can degrade service quality significantly. 

Usability and efficiency 

The RESISTO cockpit was used to visualise and manage the alarms. Each alarm was raised together 
with a loud audible alert and the location of the affected node/site visualised on the cockpit’s geographic 
map. This is a very good improvement compared to the first round (where only audible alert was 
produced). The details of the alarm were then presented on the cockpit’s user interface. Once the user 
(RESISTO analyst) has muted the alarm it was also quite clear what actions the user could take next, 
i.e. manage the alarm, assign the alarm or write a report about the alarm. During the piloting session 
the option to manage the alarm was chosen which then triggered the Workflow Manager to lead the 
user in performing the necessary tasks step-by-step, i.e., to see the attack impact using Risk Predictor 
(and perform a What-If analysis if applicable) and take the recommended (mitigation) measures. The 
Risk Predictor user interface could be directly accessed/viewed within the cockpit’s window frame which 
facilitated the What-If analysis task. In particular, during the execution of the third test case the user 
was presented with three mitigation options. The chosen mitigation action (i.e. rerouting) could then be 

                                                

1 based on subjective observation during the use case execution 
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executed by RESISTO on the testbed successfully. The related system events (such as “alarm 
generated”) and the subsequently confirmed user actions were recorded and presented chronologically 
as a workflow on the cockpit. Only after the user has confirmed or acknowledged all the recommended 
tasks the alarm could be closed, and the user may then work on the next alarm. 

The overall impression of the RESISTO cockpit was very positive. The audible alert and the alarm’s 
geographic map were very effective instruments to get user’s/analyst’s attention quickly. The step-by-
step instructions to perform the recommended tasks for managing the alarm—akin to a playbook—were 
very useful to help the analysts get things done quickly and improve productivity. The Risk Predictor 
provides a lot of information about the impact of the attack on the network infrastructure as well as the 
predicted recovery through specific mitigation action (i.e. What-If analysis) which can seem quite 
overwhelming to the untrained eye. Hence it is very important that the analysts have the necessary 
training in using the Risk Predictor tool and understanding its results in order to get the most benefit of 
RESISTO. 

Risk prediction – LTCL and STCL comparison 

The Short Term Control Loop (STCL) risk evaluation was carried out as part of the test cases execution 
as described above (using the Risk Predictor tool). The Long Term Control Loop (LTCL) risk evaluation 
was based on attack simulations using a representative network model and carried out separately. In 
the first piloting round an up-scaled setup of the testbed was used to simulate the cyber-physical attack 
scenarios on the infrastructure at a larger scale. In the second piloting round a new network model was 
used in order to resemble the actual BTC testbed setup and allow comparison with the Risk Predictor. 
The LTCL-STCL comparison focuses the attention on the third test case where a DDoS attack 
happened. The LTCL has two main approaches: deterministic and probabilistic knockout. 

The deterministic knockout analyses the impact of DDoS attack on the nodes of the network. The 
analysis simulates what happens in the event of single or multiple nodes attacks. The probabilistic 
approach studies the strategic attacks, where several nodes are threatened with certain probabilities at 
the same or different times. Both the approaches can consider the mitigation measures. These 
mitigation measures are of different types with respect to the one implemented in the STCL. Examples 
of LTCL mitigation measure are: 

 The use of redundant node 

 The use of firewall 

 The use of different vendors 

The deterministic approach was used by LTCL to simulate the DDoS attack on a specific node in the 
network. Data from Risk Predictor’s evaluation related to the availability of the impacted node was 
extracted and compared with the LTCL results. The comparison concluded that the node recovery time 
calculated by LTCL tool was much higher than the STCL one. This is due to the fact that the results 
from STCL was measured in real-time and mitigation action could be completed instantly (during the 
test case execution); in contrast to that the LTCL assumed that damage to the attacked node would 
take approx. 180 minutes to repair. Further adjustments on the simulation parameters would be needed 
to better align their results. Nevertheless, both LTCL and STCL risk evaluation showed that the DDoS 
attack on that particular node has slightly reduced the resilience level of the whole system/network, i.e. 
a reduction in service QoS metrics could be observed on the STCL/Risk Predictor while the LTCL 
simulation tool showed a reduction of percentage of working nodes and arcs. 

Overall impact 

The second piloting round completed the evaluation and validation of the RESISTO platform in relation 
to Use Case 4 scenarios. The RESISTO platform showed its strength in collecting heterogeneous 
information (i.e. event messages) from different sources or sensors and eventually correlating those 
information to generate alarms and enhance situation awareness in the case of potential security 
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threats. The combination with the Risk Predictor tool proved to be quite powerful in helping the security 
analysts make informed decision to mitigate the attack impact effectively. The performance in terms of 
system latency was acceptable during the execution of the test scenarios. Due to the complexity of the 
systems, it is eventually down to the skills of the analysts to make the most of the RESISTO platform, 
especially regarding its risk prediction capability. The success of a RESISTO deployment will depend 
on the richness and adaptability of the associated correlation rules as well as the accuracy of the 
network models used by its Risk Predictor and the LTCL simulation tool. 

3.4. UC10: Protection and resilience of the TIM's network nodes  

 
The piloting of both the first run and the second run confirmed the good performance of the RESISTO 
platform in the context of the UC10 (protection of network nodes). 

Systems’ protection effectiveness 

Telco Customer network elements are difficult to protect due to various reasons: number of elements, 
heterogeneity of the technologies involved (considering both: hardware and software platforms), 
number of vulnerabilities discovered and, last but not least, the continuous increasing of malware and 
hacking activities.  Threat Intelligence can actually solve many issues, mainly identifying the most 
dangerous threats to be mitigated first and at the same time reducing the false positives. The piloting 
of both first and second run demonstrated such capability. The integration of the RESISTO with the 
information coming from open sources (OSINT) for the identification of the actual threats, the usage of 
ML capabilities in order to reduce the false positive, and the support of the Event Correlator and Risk 
predictor to evaluate the cyber-threat severity level and propose the most appropriate countermeasure 
to the Telecom operator/Rescue Team are actually able to identify the customers devices and their 
positions that deserve immediate intervention from the security operational people. Specifically, in the 
second run of the Use Case it has been verified the RESISTO ability to select and suggest the most 
appropriate countermeasure related to the level/score of the identified threat and to provide detailed 
information on the discovered cyber-threat. 

Performance  

In this context the term performance is more related to the number of identified true positive and less in 
the time to detect. Different tests have been defined in order to verify the identification of the true positive 
and the false positive. RESISTO identified the most relevant threats by gathering from the web the 
evolution of the real attacks and the spreading of malware. In summary RESISTO have demonstrated 
a good performance in threat detection (although zero-days detection were not tested). 

Usability and efficiency 

Currently the management of the security aspect of both: Telco infrastructure and the customer 
elements are managed by the Telco Security Operation Center or SOC. SOC uses several tools, 
ranging from SIEM, IDS and firewall console, Threat Intelligence platforms and so on. Since the 
complexity of the environment, the usability and efficiency of RESISTO are paramount. Unfortunately, 
these aspects have not been tested due to the complexity to set up a (real) SOC in a lab scenario 
environment. 

During the tests conducted remotely, it was possible to highlight how RESISTO was able to correlate 
the events received from different sources in order to detect vulnerable systems and provide indications 
on countermeasure actions. 

Overall impact 

RESISTO is actually a platform able to collect information from different parts of the infrastructure and 
analyse their interconnections and dependencies in order to assess the risk caused by combined cyber 
and physical threats and the associated impacts. Moreover, RESISTO, among the other source of 
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information, can use OSINT and Threat Intelligence for the identification in a timely fashion of new 
attacks. Finally, RESISTO ability to also suggest (and in particular case also automatize) specific and 
appropriate countermeasures commiserated to the risk level, make it a complete tool for the protection 
of complex and large network environments.  

Risk prediction – LTCL and STCL comparison 

Please refer to the analysis of use case 5, included in deliverable D8.5 [5]. 
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4. CONCLUSIONS  

 
Based on the results of the second test run of Macroscenario #1 “Operational validation scenario #1: 
(improving of resilience of) Current telco Infrastructures”, the present deliverable provides the final 
overall evaluation of the RESISTO pilot activities, performed in the framework of RESISTO Task T7.5, 
based on use cases 1, 2, 4 and 10.  

The results of the first use cases test run had provided preliminary results (available in D7.4 [4]) about 
the value and effectiveness of the RESISTO platform to enhance resilience and robustness of 
communication infrastructures under specific cyber-physical incidents and threat events. Based on the 
lessons learned and the feedback received during the first test run, the tests performed in the second 
run allowed this evaluation to be further extended and refined. 

In the second run of Macroscenario #1 use cases, the RESISTO ability to select and suggest the most 
appropriate countermeasures for each Use Case has been verified. This was the key advancement of 
RESISTO platform between the first and the second run. The piloted use cases have been evaluated 
from the end users’ point of view, with a focus on platform performance, usability and systems’ 
protection effectiveness.  

Overall, it was demonstrated that the RESISTO platform is able to collect heterogeneous information 
from the operator’s monitoring systems, video/audio analytics sensors and sensors on a UAV, timely 
analyze them and correlate accurately their dependencies and finally suggest adequate mitigation 
measures for each use case scenario, thus representing an effective solution to optimize resilience and 
performance of increasingly complex telecom infrastructures. The Risk Predictor was demonstrated to 
be a powerful tool to help security analysts make informed decisions to mitigate the attack impacts 
effectively, therefore a key component to guarantee the success of RESISTO deployments. 

Furthermore, in the second run, the risk predictor proposed appropriate mitigation measures to be in 
place for the enhancement of the resilience of the affected network area and potentially a more 
extended network area as a result of cascading effects.  

As a conclusion, we could say that after two pilot runs and especially after the second one, RESISTO 
proved to be able to provide an effective complementary security solution to traditional security 
solutions, particularly for combined cyber-physical attack scenarios. Thus, it could be used as an on top 
security system, offering extra protection to current telco Critical Infrastructures.  
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