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RESISTO PROJECT – PUBLISHABLE EXTENDED ABSTRACT
Communications play a fundamental role in the economic and social well-being of the citizens and on
operations of most of the CIs. Thus they are a primary target for criminals having a multiplier effect on the
power of attacks and providing enormous resonance and gains. Also extreme weather events and natural
disasters represents a challenge due to their increase in frequency and intensity requiring smarter resilience of
the Communication CIs, which are extremely vulnerable due to the ever-increasing complexity of the
architecture also in light of the evolution towards 5G, the extensive use of programmable platforms and
exponential growth of connected devices. The fact that most enterprises still manage physical and cyber
security independently represents a further challenge. RESISTO platform is an innovative solution for
Communication CIs holistic situation awareness and enhanced resilience (aligned with ECSO objectives). Based
on an Integrated Risk and Resilience analysis management and improvement process availing all resilience
cycle phases (prepare, prevent, detect, absorb, etc.) and technical resilience capabilities (sense, model, infer,
act, adopt), RESISTO implements an innovative Decision Support System to protect communication
infrastructures from combined cyber-physical threats exploiting the Software Defined Security model on a
suite of state of the art cyber/physical security components (Blockchain, Machine Learning, IoT security,
Airborne threat detection, holistic audio-video analytics) and services (Responsible Disclosure Framework) for
detection and reaction in presence of attacks or natural disasters. Through RESISTO Communications
Operators, will be able to implement a set of mitigation actions and countermeasures that significantly reduce
the impact of negative events in terms of performance losses, social consequences, and cascading effects in
particular by bouncing efficiently back to original and forward to operational states of operation.
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EXECUTIVE SUMMARY

Based on the results of the test first run, this document provides operational end-user
validation of RESISTO platform of scenario #1 – “(improving of resilience of) Current telco
Infrastructures”, composed of four use cases, namely “Core Network Failure caused by
Physical & Cyber Attacks to Telecommunication sites”, “Terrorist Attack and Natural Hazards
causing network failure and telecommunication congestion”, “Disruption of major sporting
event by combined physical & cyber-attack by a terrorist organization” and “Protection and
resilience of the TIM's network nodes”. The relevant methodology is focused on evaluating the
end-users’ improvements in systems protection, performance, usability and efficiency, based
on metrics regarding the overall RESISTO solution effectiveness in various combinations of
current telecom CIs. The above mentioned use cases are assessed, measured and validated,
with a special focus on system protection effectiveness, performance, usability, efficiency, and
overall impact. Risk prediction is also addressed in relation to these use cases.
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ABBREVIATIONS
2G, 3G, 4G

Second, third and fourth generation of mobile phone systems

API

Application Programming Interface

APN

Access Point Name

ASIC

Application Specific Integrated Circuit

B2B

Back-to-Back gateway

CCA

Critical Communication Application

CCS

Critical Communications System

CI

Critical Infrastructure

DMO

Direct Mode Operations

ETSI

European Telecommunications Standard Institute

EU

European Union

GGSN

Gateway GPRS Support Node

GSM

Global System for Mobile communications

GSSI

Group Short Subscriber Identity

HW

HardWare

ISI

Inter System Interface

ISITEP

Inter System Interfaces for TETRA-TETRAPOL Networks

ISSI

Individual Short Subscriber Identity

ITSI

Individual TETRA subscriber Identity

LTCL

Long Term Control Loop

LTE

Long Term Evolution (= 4G)

MNO

Mobile Network Operator

NOC

Network Operations Centre

NRR

Network Resilience and Recovery

PC

Personal Computer

PPDR

Public Protection and Disaster Relief

PTT

Push To Talk

QoS

Quality of Service
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SOC

Security Operations Centre

STCL

Short Term Control Loop

SW

SoftWare

TCCE

TETRA and Critical Communications Evolution

TEA2

TETRA Encryption Algorithm #2

TETRA

TErrestrial Trunked RAdio

TG

Talk Group

TMO

Trunked Mode Operations

UC

Use Case

UE

User Equipment

VPN

Virtual Private Network

WP

Work Package
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1. INTRODUCTION
This report is the first deliverable of RESISTO task T7.5 “Operational end-user validation of RESISTO platform in
scenario #1”, which addresses the ability of RESISTO to reliably identify, characterize and prioritize cyber and
physical attacks from realistic data in time for action to be taken, as well as to plan and execute appropriate
and safe courses of action for scenario #1 “(improving of resilience of) Current telco Infrastructures”. This
report can be seen as a first attempt at validating and evaluating the 1st phase of the piloting activities, with a
special focus on the end-users’ improvements in systems protection, performance, usability and efficiency.
Deliverable D7.5, to be released at a later stage will provide the final assessment, taking also into account the
2nd phase of the piloting activities.
The present document is closely related to other RESISTO deliverables:





D7.1 [2] “Test Plan Definition” provided the test plan definition of scenario 1 use cases.
D7.2 [3] “Scenario 1st run integration and setup” describes the execution of the first run of the use
cases related to Macro Scenario 1, including the equipment used, the procedures followed, the
connections/ interconnections made and other aspects, such as the testbed structure and the relevant
key performance indicators.
D8.4 [4] and D9.4 [5] can be seen as D7.4 counterparts for macro-scenario 2 “(Improving of resilience
of) interconnected Cis” and macro-scenario 3 “(Improving of resilience of) future 5G telco
Infrastructures”, carried out in the framework of tasks T8.5 and T9.5, respectively.

The structure of the document is as follows:






Section 2 provides an overview of the objectives of the validation process, in the light of the global
RESISTO objectives, and generally describes the validation methodology.
Section 3 addresses the value of the RESISTO Platform to counter the most common types of attacks.
Section 4 is focused on the validation of macro-scenario #1 use cases (UC1, UC2, UC4, UC10).
Finally, Section 5 provides overall conclusions and look forward to next steps (to be documented in
D7.5).
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2. VALIDATION OVERVIEW AND OBJECTIVES
The system validation process was carried out in accordance with the objectives and methodologies
envisaged; in particular, great importance was given to the potential of the system to provide added value to
the user in the possibility of anticipating, where possible, promptly identifying, and effectively managing
threats and attacks of various kinds to communication infrastructures. The threats can be of a physical and
cyber nature, therefore in the validation process the ability to manage these types of threats in a similar and
integrated way was verified.
Appropriate testbeds were prepared, which allowed to test all the foreseen use cases with a single instance of
the platform, so as to be able to receive the reports from the various subsystems and sensors required by the
use cases.
For each use case, we proceeded to carry out one or more test sessions until the planned tests were
completely successful. In the first run not all the functions provided were tested as some were scheduled for
the 2nd run: in particular, the cartography management functions and the final version of the alarm
management workflows. The validation also included the verification phase of the usability and effectiveness
of the human machine interface (HMI).

2.1. Validation Objectives
The validation objectives consist of verifying that the objectives of the RESISTO project have been achieved
and among these the main one is:
To improve risk control and resilience of modern Communication CIs, against a wide variety of cyber-physical
threats, being those malicious attacks, natural disasters or even un-expected faults.
To verify the achievement of this purpose, the various use cases have been carefully tested in order to be sure
that the system's responses are consistent with the requirements, in particular:




quick reporting of an attack
assessment of the impact and therefore of the loss of system operativity
implementing countermeasures aimed at restoring full (or greater) operativity of the system as soon
as possible, thus improving resilience

The RESISTO system also proposes other objectives which are a specialization of the one described above:
OBJ1: Help managers of Communication CIs to guarantee improved business and asset continuity, delivering an
innovative platform for optimized decision support in the face of physical, cyber and combined cyber-physical
threats taking account of critical schemes of infrastructure, functions and services and possible (cascading)
event trajectories
This objective was validated through the analysis of the system's response to a natural attack or disaster. The
reaction of the system was observed and verified regarding the reporting to the operator of the problem
detected and the calculation of the resilience and the cascade impact on the system.
RESISTO provided complete information, as by the requirements, on the nature of the reported problem and
the data associated with the event. It also calculated the cascade impact on the entire system, previously
modeled by the Risk Predictor. In addition, the system calculated the attack resilience curve. In this way the
operator was made aware of the complete real-time state of the critical infrastructure, with the possibility of
applying the appropriate countermeasures.
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OBJ2: Develop an Integrated Risk and Resilience analysis and management tool for improved preparedness and
prevention in the communication domain that takes account of cyber and/or physical threats and disruptions
jointly at the level of telecommunication service functions and performance functions, including systemic
security management
This goal was achieved thanks to the analysis carried out by the Long Term Control Loop which improved the
preparation of the system In the Short Term Control Loop phase. On the other hand, the effectiveness of the
measures taken to protect the system was verified by calculating in real time the resilience of the application
attacks being tested.
OBJ3: Provide, experiment and assess a suite of innovative cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective performances in a
holistic technology framework
For this purpose, the focus was on verifying the platform's ability to respond to cyber-physical threats of
various kinds with an integrated solution. The objective was achieved as the RESISTO platform itself satisfied
the requirements of all the foreseen use cases, which are of a very varied nature.
OBJ4: Support a progressive adoption path for the RESISTO platform and services through extensive validation
in relevant use cases for Communication Infrastructure protection directly involving relevant Communication CI
operators, arising awareness and promoting a joint approach to resilience
This objective was not addressed in the validation phase but during the assessment with the project partners
and then in the dissemination phase.
OBJ5: To contribute to the European Programme for Critical Infrastructure Protection and in particular to the
objectives of the Cybersecurity Strategy of the European Union, providing suitable inputs also to the
Cybersecurity PPP
Not addressed in the validation phase.

2.2. RESISTO validation methodology
The RESISTO platform will provide enhanced security and resilience management to current
telecommunications’ infrastructures based on pre-defined rules driven mainly by the needs and the inputs of
telecom operators but also taking into consideration sensors’ providers’ point of view and technology
availability.
The system validation has been envisioned as a phase divided into two pilot executions. The first pilot, as far as
Macro-scenario #1 is concerned, is described thoroughly in D7.2 [3]. For the second pilot exercise the same
strategy will be adopted.
RESISTO is a complex system made up of many components and subsystems of a different nature, whose
integration was carried out in successive steps. Some of these steps took place at the same time; in fact, when
possible, an attempt was made to parallelize the activities to be carried out.
The first logical integration was between the server platform component and the event correlator. The
RESISTO platform that constitutes the HMI, the business layer, the workflow engine and the GIS is derived
from Leonardo's SC2 product. This part was first integrated with the Events correlator (also provided by
Leonardo). Validation was performed using messages from simulated field sensors. Then we proceeded with
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the development and interaction of the adapters towards the various sensors and subsystems on the field. For
the adapters, standard or widely used protocols were used to reuse the software developed (for example
SNMP, CEF, Kafka and others). Once the adapters were developed, communication tests were carried out from
the source of the event to the RESISTO HMI. The field subsystems have been suitably configured and used to
generate events related to reporting attacks on the system (mostly simulated). The integration between Event
correlator and Risk Predictor has been implemented and validated in order to allow that the alarm is received
and processed correctly by the Risk Predictor and that it correctly assesses its impact based on the models
present in it. The response times of the system were measured, starting from the signaling up to the resolution
of the problem.
All system components have been configured to receive and manage the events/alarms provided for the use
cases. Response time and other parameters are useful to evaluate the system’s KPIs.
Once all the components were ready, the first run of the tests started. One or more sessions were carried out
for each use case in which the tests foreseen by the test plan were carried out. When problems emerged, they
were corrected and the test was repeated until success. For each use case it was verified that the alarm signals
have been correctly displayed on the interface, accompanied by all the required information, that the Risk
Predictor correctly calculates and displays the waterfall impact and draws the resilience curve. The correct
management of the alarm was verified with the relative workflow until the conclusion and closure of the
alarm. The workflows will be reviewed and completed in the 2nd run. The good usability of the interface has
also been verified: it must be clear, easily readable and ready to respond to commands. The interface is fully
dockable and configurable in terms of content and screens. Therefore, for each use case, the correct data
presentation layout was verified.
Each end-user evaluated their use cases and the solution proposed by RESISTO, also indicating possible
improvements in the process and impact on the operational process. These indications may be useful in the
2nd run and also at the end of the project in anticipation of exploitation of the platform on production
scenarios. This also allows you to make estimates on implementation costs and future integrations regarding,
for example, other legacy systems to integrate and new scenarios to manage. All this is part of the perspective
of continuous improvement of the product and process to meet the protection needs of critical infrastructures
in an effective and innovative way.

2.3. Short Term and Long Term Control Loop Comparison
To improve the accuracy of the Long Term Control Loop (LTCL) simulations, the Short Term Control Loop (STCL)
and LTCL are compared. This comparison is based on the topology of the networks and the QoS/performance
measures utilized in both control loops. The first step is to compare the two different topology models used in
the loops. These may differ slightly, depending on the interpretation of the data from the end users. Any
adjustments to the topology of the network in the LTCL are made. Once the networks are similar, the QoS
equations from the STCL can be implemented into the LTCL. These equations vary based on the use case and
are described in further detail in earlier deliverables such as D7.2. With the QoS performance functions
implemented into the LTCL, the use cases can be rerun and new resilience curves can be created. These can
then be directly compared with the STCL. Based on this direct comparison, adjustments to the LTCL can be
made.
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3. TELECOM NETWORKS SECURITY AND RESILIENCE WITH RESISTO
3.1. Telecom Networks Security Aspects
It is a fact that societies become more dependent upon information, and that this information will be
exchanged through communication networks of operators. Economic development is strongly related to the
existence and well-functioning of the telecommunication networks. Communications services guarantee the
smooth transmission of data in this strongly interconnected world by providing the infrastructure for business
services to run. They also play a significant role in many sectors such as national security and emergency
communications. As a result, an outage in telecommunication systems will affect other critical sectors, as well
resulting in severe consequences.
The security of this telecommunication infrastructure and its facilities and assets are essential since
consumption of such information will increasingly rely on telecommunication networks. Communication
services serving the private and professional life of today’s communities, are considered critical due to their
importance and to the impact of cascading effects they might cause to other critical infrastructures, to diverse
industry sectors, thus their operation must continue uninterrupted. Yet, telecommunication networks are
subject to frequent cyber-attacks leading sometimes to service disruptions or outages. Telecom providers’
environments are generally hybrid, comprised of legacy systems in physical datacenters and multiple cloudbased servers and storage. All these assets are stored centralized in well secured and monitored areas. Many
telecom assets though, are located decentralized in remote or isolated areas, creating extra needs in terms of
both physical and cyber security.
When it comes to security attacks, telecommunication networks are a prime target because their critical
infrastructure is used to provide connectivity to a growing number of diverse devices spanning from
telephones to medical equipment, industrial communications and private networks, online games and banking
services etc. Communication networks need to be resilient since they are facing complex cybersecurity threats,
which are increasing exponentially, and sometimes are accompanied by physical threats. The ever growing
volume of data transmissions, legacy technology, and signaling protocols, the increased role of cloud
technologies and “old-fashioned” DNS and DDoS attacks are among the most common “bullets” telcos need to
dodge on a daily basis.
The key factor in resilience lies in prevention and preparation with the precondition that detection of
misconfigurations and system malfunction have taken place before they impact the core systems and the
services provision. RESISTO platform concept, having a holistic approach to Situation Awareness and an
Innovative Risk & Resilience Process Management takes into deep consideration all the path starting from
identification of risks and threats to protection and detection and finally reaction until mitigation.
Telecom infrastructures are an essential part of the overall critical infrastructures supporting modern society.
Systems with vulnerabilities can be easily compromised by motivated attackers, using them as launching
points for more extended attacks targeting both private and public sector partnerships.
Telecommunication infrastructure assets are composed of hardware, software, data content, human experts
and network standards that facilitate serving creation and ubiquitous provisioning. Each of these elements
constitutes a small but critical component which can be easily misused if not properly managed. The increasing
security threats such as disruption or denial of service, corruption and physical intrusions have become truly
global enforcing the need for better-protected systems constitutes a necessity.
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3.2. Types of attacks
Denial of service (DoS) attacks against the core network can be launched utilizing either the control (signaling)
or the data planes. The signaling plane contains all the signals that are necessary for the operation of the
different network services (e.g. call handover, enabling/disabling call forwarding). According to ENISA, Denial
of service attacks involve procedures associated with the reset of a piece of equipment. Thus, their impact is
limited to a part of the network, usually much less than the whole infrastructure. Denial of service attacks may
also affect a specific component, in which case the impact is again limited to a part of the network. Small-scale
denial of services attacks are harder to detect.

Figure 1: Common types of attacks [6]

Nowadays, one of the challenges to face when we talk about security monitoring is the fast and huge growths
in the amount, novelty and complexity that govern cyber-attacks. Consequently, it is crucial for protecting any
infrastructure to have timely and updated threat intelligence information.

3.3. Resilience in Telecom Networks
Telecommunications’ infrastructure role is to ensure the instant exchange of information and the ubiquitous
service provisioning, even in remote areas, constituting a vital part of the social life and economy. The
importance of service provisioning has grown dramatically, making telecom networks part of information
chain delivery not only as far as communication is concerned but also for services related to other sectors such
as government, businesses and emergency situations.
Cyber-attacks and /or cyber-physical attacks can cause severe network malfunction leading to congestion,
service quality degradation or even denial of service. Therefore, it is of high importance to restore
telecommunication infrastructure swiftly, employing every possible means.
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From the viewpoint of network resilience and recovery (NRR), the above two issues are considered
fundamental and crucial. Preventing, mitigating, or circumventing congestion in an emergency situation and
minimizing disruption to communications in the event of infrastructure damage are two major objectives of
NRR. Timely prevention and mitigation are considered fundamental and crucial for the minimization or even
avoidance of service disruption. According to ITU-T, Focus Group on Disaster Relief Systems, Network
Resilience and Recovery [7], the most well-known approaches to achieve Network resilience and recovery can
be summarized as follows.







Redundancy: for equipment and functions that are likely be damaged, extra capacity or capabilities are
prepared in advance and activated as needed, or used in normal operation.
Congestion control: congestion and overloading of the switching equipment can be caused by several
causes. To detect this congestion and control the traffic, some functions must be installed. Mitigating
or circumventing the congestion is also a valid solution.
Repair: systems for switching equipment and transmission facilities, multiple route of transmission
facilities, spare equipment, and materials necessary to restore temporarily (emergency restoration
construction, installation of temporary telecommunications lines, electric power supply) are prepared
to repair the damaged equipment and facilities.
Substitute: damaged equipment and facilities are replaced by newly deployed multi-purpose facilities
or surviving resources originally installed for a different purpose.

Shortly, some of the most important protection measures that telecom operators usually implement span
from the decentralization of important centers such as NOCs, MSCs, BSCs, which are placed in a decentralized
manner and they are always backed up by another center to the creation of alternative routes ready to be
used if need be. In addition, all transmission facilities as well as all the important fiber access facilities are
installed as two routes or are multi-routed, if geographical terrain allows it.
Also, spare telecommunications lines are prepared for the backhauling while the network is constantly
monitored and predefined alarms are in place, informing in real time both systems’ and security
administrators. In this respect, RESISTO has come on top all these systems and measures, aiming to provide an
additional layer of protection to telecommunication systems.
In the implementation of WP7 use cases we have considered, complex attacks, occurring simultaneously at
different levels and geographical locations considering unauthorized entry (physical attack), earthquake and
cyber-attacks. To protect telecom infrastructures against all these attacks it is very important to process,
evaluate and finally correlate security events from a variety of heterogeneous sensors and systems of both
physical and cyber levels. In this respect, RESISTO has come as an integrated approach for security in both
cyber and cyber-physical systems
The novelty RESISTO addressed in this first round of pilots, lies in the development of a new approach for the
security events correlation, which takes into account the events coming from different physical and cyber
security sensors and by implementing correlation techniques, based on predefined rules. These correlations,
as well as their results, can be exploited from telecom operators to enforce their security systems to better
face strategic attacks, avoiding disruptions that could harm degrade the quality of service provisioning and
could possibly create cascading effects affecting the entire ecosystem.
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4. MACROSCENARIO #1 OPERATIONAL VALIDATION
All telecom operators participating in Macroscenario #1 apply mechanisms for monitoring, detection and
prevention of attacks, both cyber and physical, which are mainly derived from the complex and dynamic
nature of modern infrastructures.
Nonetheless, the major challenge remains to apply automated responses to cybersecurity incidents in a timely
and automated manner.

4.1. UC1: Core Network Failure caused by Physical & Cyber Attacks to Telecom sites
Telecommunication networks provide the pipelines through which information and data flow for serving core
part. The success of such flow is dependent upon many factors systems protection effectiveness, in the
context of Use Case #1 we focus on the complicated effects of a cyber-physical attack to a core
telecommunication network.
When it comes to physical security, active threat assessment involves a focused observation of behaviours &
actions. It is a threat assessment methodology by which an observer (such as security officers) systematically
observes their environment, identifies potentially suspicious individuals (also known as a person of interest),
and assesses the extent that person is a threat. As far as physical security is concerned, OTE core lab
infrastructure is protected by a broad range of security measures, as listed below:










Executive and personal protection specialists; (physical)
Uniformed security providing foot and vehicle patrol especially in hours where the buildings are empty
of employees.
Surveillance systems and swipe-card access controls
Security personnel conducting access control or responding to incidents.
Antiviruses and advanced security mechanisms
Continuous monitoring (24/7) of the entire network
Password protection (frequent changes)
Personnel training regarding security measures
Security specialist team for facing cyber-attacks and for implementing mitigation measures in order to
minimize casualties.

OTE’s core lab network operates network traffic analysis to reveal critical threats in real time on any device
within infrastructure. Multiple detection engines provide definitive evidence and pinpoint the specific location
of an infection, enabling company’s security teams to respond efficiently and rapidly so as to reduce dwell
time, and prevent loss, both in terms of services and of data. Core infrastructure, participating in Use Case #1
and Use Case #2, is continually been monitored and of course is protected by the telecom provider’s security
systems for both cyber and physical attacks. (e.g. antivirus, private security). For the purposes of the use case,
we consider that telecom networks and facilities are vulnerable to more sophisticated threats, which are not
directly detected as such; for example physical threats which may enable cyber-attacks while their correlation
is not evident from the beginning.

4.1.1. Sub Use case #1
Digital business models and services remain at the top of the strategic priorities list telecom industry leaders.
For the realization of Sub Use case #1, detection tools and sensors for physical security monitoring and
surveillance have been provided by ICCS. OTE’s testbed, depicted in Figure 2 participating in the pilot is
protected and monitored continually and the company applies a three step strategy regarding security against
threats: Intrusion Prevention, Intrusion Detection and Response, and Intrusion Tolerance.
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Figure 2: Logical Testbed for Use Case #1 and Use Case #2

Systems protection effectiveness
Given the implications that certain reactive approaches may have in the overall service operation and in turn,
telecom operators have mechanisms in place that evaluates certain factors before deciding on which reaction
to take. A basic and static approach is the prioritization of detections based on their categories, or using a
formula to calculate over certain characteristics of the detection (e.g. asset relevance, priority, reliability, etc.
and which can be customized to certain point to align better to customer needs). Some more advanced
systems perform a real-time risk assessment based on a scoring model of the infrastructure assets, which is
configurable by the security administrator, and will determine if a detected security incident should be notified
to the administrator or not. Other approaches cross-correlate security events with vulnerability scans on the
affected assets, to determine if the detected event targets to exploit a particular existing vulnerability and
thus, have a higher probability of success. Finally, there are dynamic approaches that update the risk score
based on pattern matching on the observed activity of assets (i.e. identify actions that raise the risk profile of
assets), and thus adapting to context changes.
In Sub Use case #1 of Use Case 1, we performed detection and correlation of seemingly irrelevant physical and
cyber events. Without RESISTO platform intervention, these two events would not have been possible to be
correlated and system administrators would deal with them as two different, random events. During this first
pilot run, RESISTO applying predefined rules, managed to correlate the interface output alarm namely “the
Interface turned into DOWN state” issued from OTE’s with the “Drone Detection” event from ICCS identifying
the combined cyber physical attack and raising an alarm.
At this point, it should be noted that this first run has acted as an identifying procedure so as to test RESISTO
platform’s functionalities. During the second round more details will be given regarding system’s protection
effectiveness.
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Performance
Network performance is directly related to numerous parameters and metrics that must be analyzed
collectively to assess a given network. When a Telecom operator’s monitor system, governed by specific and
predefined rules, detects a network anomaly that could affect the offered quality of service issues messages,
for timely informing Network Security Operator.
In Sub Use case #1 of the first Use Case, the interface output raises an alarm namely “the Interface turned into
DOWN state” indicating system’s malfunction caused by no obvious reason. At the same time, RESISTO
platform read SNMP messages sent to it, acknowledging this event. When in a time frame of 10 minutes
another event of “Drone Detection” from ICCS sensors, was acknowledged by the platform, RESISTO
correlated the two events identifying thus the combined cyber physical attack. By correlating these two
events, RESISTO assisted in the overall system performance enhancement since besides the initial ‘interface
down’ that caused limited system malfunction, it managed to prevent an extended service disruption and
ensured network quality.
Figure 3 provides a graphical depiction of the network performance metrics during this first round of pilots,
namely the traffic and the packets lost during the attack.

Figure 3: Graphical depiction of LibreNMS network performance metrics

Since it is not easy to model the performance of a network, measurements before, during, and after attacks is
the commonly used method. More details about the network performance related to Sub Use Case #1 will be
provided after the second round.
Usability and efficiency
Telecom providers participating in RESISTO did not have direct access to RESISTO platform during the 1st
round pilots. After the events’ correlation an audio alarm was issued, indicating that the correlation was
successful and had identify a cyber physical attack, that network administrators should mitigate. In the second
round, telecom providers, acting as end users, are expected to have direct access to RESISTO cockpit and have
the required permissions so as to timely control the negative effect of the security incident and avoid its
propagation.
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4.1.2. Sub Use case #2
Sub Use Case #2 is the second part of Use Case #1 “Core Network failure Caused by Physical & Cyber Attacks to
telecommunications Sites” and combines again a cyber-physical attack targeting OTE’s Core lab (Figure 2). For
the purposes of this pilot, we consider that an unauthorized person enters the perimeter around OTE’s Core
lab facilities. In Sub Use Case #2, it is considered that the intruder (a person) is detected by ADITESS'
Audio/Video analytics system and after entering the premises, gains access to an unattended computer in the
lab installing dormant malware that will be activated later on. As in Sub Use Case #1 each of the two events is
detected separately one from ADI sensors and from its consequences on the network, from OTE’s LIBRE NMS.
Systems protection effectiveness
As in previous Sub Use case #1 of Use Case 1, in Sub Use case #2 of Use Case 1, we performed detection and
correlation of seemingly irrelevant physical and cyber events. OTE’s testbed as well as ADI’s audio/ video
analytics system are directly connected to RESISTO platform sending threat detection events and events of
network malfunction to the RESISTO correlator when these occur. In this case as well, RESISTO platform
correlated two irrelevant events, one coming from cyber-attack, with its consequences detected from OTE’s
monitoring system and one coming from physical attack, identified by ADI sensors. RESISTO platform managed
to inform timely Core Network’s monitoring team, giving them the necessary time to offer extra protection to
the rest of its network equipment, avoiding thus any possible cascading effects that may have caused severe
performance degradation.
At this point it should be noted that this first run has acted as an identifying procedure so as to test RESISTO
platform’s functionalities. During the second round more details will be given regarding system’s protection
effectiveness. However, since the implementation of the correlation rules as described in Section 3.3.1 of
RESISTO D7.2 “Scenario 1st run integration and setup” was successful, we can consider that RESISTO platform
correlated combined threat events that seemed unrelated, assisting operators to perform proper actions so as
to prevent the spread of the attack consequences to the rest of the network, avoiding thus services and QoS
degradation.
Performance
When it comes to network performance, early detection of threats is of high importance and has a direct
impact on the network services provisioning and quality. When it comes to performance, one of the main
aspects that should be addressed is system availability. Availability is defined as the percentage of time during
which a specific component of platform (application, server, network function, etc.) is responding to the
requests received from the telecom network with the expected QoS requirements. As networks become ever
more complex, the challenges, dangers and potential complications likewise increase.
During this first pilot run, in Sub Use case #2 of the first Use Case, OTE’s monitoring system, applying
predefined rules raises an alarm namely “Interface output discard exceeded the log threshold” indicating
system’s malfunction caused by no obvious reason. At the same time RESISTO platform read SNMP messages
sent to it, acknowledging this event. When in a time frame of 10 minutes another event of “Perimeter breach”
from ADI sensors, was acknowledged by the platform, RESISTO correlated the two events identifying thus the
combined cyber physical attack. By correlating these two events, RESISTO assisted in the overall system
performance enhancement since besides the initial congestion in the interface that caused limited system
malfunction, it managed to prevent an extended congestion event to more network elements and ensured
network quality
Without RESISTO platform intervention, these two events would not have been possible to be correlated and
system administrators would deal with them as two different, random events which eventually might have
caused augmented traffic to network leading to performance degradation.
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Usability and efficiency
One of the most important and natural reactions to a security incident is to report about it to the entity in
charge of dealing with it. This is a passive attitude that may delay the countermeasure and contribute
positively to threats to spread and succeed in their ultimate malicious objective. As in Use Case #1, Sub Use
Case#1, in Use Case #1, Sub Use Case#2, telecom providers acting as end users, didn’t have direct access to
RESISTO platform and cockpit. They were not informed by a predefined path with specific procedures but with
an audio sound, indicating the successful correlation translated to a cyber physical attack. In the second round
telecom providers, acting as end users, is expected to have direct access to RESISTO cockpit and have the
required permissions so as to timely control the negative effect of the security incident and avoid its
propagation. Of course, operators did not have the required permissions to further intervene, and RESISTO did
not offer any suggestions that would assist operators to take a decision. At this first pilot round RESISTO
cockpit usability, from the side of end users was not as advanced as maybe should have been, something that
is expected to be handled in the second round of piloting.
RESISTO Overall impact for Use Case #1
Both Use Case #1 Sub Use-Cases represent realistic cyber-physical attacks targeting critical telecommunication
infrastructure and which cannot be correlated and analyzed as combination by conventional security systems
already used by telecom providers. In the First Run pilots apart from the Use Cases implementation, RESISTO
partners had the change to test all tools; their integration with the RESISTO platform along with the relevant
connectivity. The main advanced offered from RESISTO platform to Use Case 1 was the advancement of the
above mentioned processes resulting in new additional measures in terms of network security, confronting
threats that would have not been identified without the RESISTO system. The successful and reliable
correlation of the events is the main RESISTO benefit, tested within the RESISTO 1st Run piloting and outlined
here, leading to the enhancement of the resilience of the existing communication infrastructures towards both
physical security and cyber protection. The key advancement of RESISTO is the correlation between the cyber
and physical domain feature which is not implemented by conventional security systems.
These kinds of threats would not be possible to be detected, correlated and identified by the conventional
security systems currently used by telecom operators. Of course, the threats would be identified separately as
only physical or only cyber ones respectively. Implementing sophisticated algorithms and correlation rules
RESISTO facilitated an effective detection of the attacks along with the RESISTO decision making mechanisms
enabling their response and mitigation seen as a combination of threats, acting as an extra level of security to
telecom networks.

4.1.3. Risk Prediction
The Risk Predictor is one of the components of the RESISTO platform, specifically the Short-Term Control Loop
(STCL). The Risk Predictor works directly connected to the field, receiving messages that are the triggers for
starting the execution of the simulator behind the Risk Predictor, i.e., CISIApro 2.0.
The Risk Predictor aims to assess the consequence of different kind of events in an interconnected scenario.
The Risk Predictor receives:



Combined information from the correlator of the RESISTO platform, that is faults and cyber threats
depending on each other
Repairing events from the Workflow manager of the RESISTO platform, that mean the alarm is
terminated.

The Risk Predictor exploits CISIApro 2.0 for the modelling activity realized in MATLAB/Simulink.
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The Risk Predictor assesses the consequences of a negative event in a scenario, where we consider different
infrastructures interconnected one to the other. Each infrastructure is composed of devices, such as routers
and servers, and also services, in terms of aggregated values of some devices.
The Risk Predictor provides a User Interface (UI) to display the results of the execution of CISIApro 2.0. The UI
also improves the situational awareness of the telecommunication operator visualizing which are the
consequences of negative events on the infrastructure. In the Second Run Pilot, the Risk Predictor will also
visualize the consequences of possible mitigation actions following the Workflow Manager.
For both use-cases (Sub Use case #1 and #2), CISIApro 2.0 models the telecommunication infrastructures
subject to four different events:
1.
2.
3.
4.

Interface down on a router
Drone detection
Unauthorised access
Malware spreading

To realise this objective, we model the infrastructure but also the buildings where the server are present.
Once the Risk Predictor has results for the use-cases described, the comparison with the LTCL results,
presented in D7.2 can be completed.

4.2. UC2: Terrorist Attack and Natural Hazards causing network failure and
telecommunication congestion
Use Case #2 examines the vulnerability of telecom infrastructures and systems against malicious attacks but
also against natural disasters like earthquakes and severe weather conditions, which are difficult to be
predicted and may cause great impact to network service provisioning.
Malicious attacks as well as earthquakes are difficult to be predicted in terms of time and place. This
constitutes reaction and response time of great importance for telecom operators in order to protect their
network from the possible consequences, such as service unavailability, that may occur, if the attack spreads
and/or from possible cascading effects, such as network congestion.
Use Case #2 involves 2 Sub Use Cases; both of them deal with extreme network congestion occurred after a
disaster event, namely a terrorist attack and an earthquake. In the context of the first round pilots of Use Case
#2, RESISTO ecosystem was used to provide a faster response in these cases of hazards, in respect to the
conventional security and monitoring systems that telecom operators currently use.

4.2.1. Sub Use case #1
The first Sub Use Case of Use Case #2 dealt with extreme network congestion caused by a Terrorist Attack”.
More specifically in this use case we considered that a hostile UAV approached one mobile telecom mast,
located in an antenna park in a remote area, with coverage cells and transmission links. This mast was
considered as part of the operator’s backhaul network., serving more than itself (central mast). The above
mentioned hostile UAV was detected by the ICCS airborne threat detector, already installed in the park, which
triggered an airborne threat detection event, sent to the RESISTO correlator.
For the purposes of this First-Run testing, the remote location with the antenna pillars was “emulated”
through the antenna pillar already existing at OTE ACADEMY premises in Athens Greece, as it is shown in
Figure 4. So, we considered this location for the Sub Use Case #1 tests, while we constantly monitor the status
of the testbed following specific rules in order internal alarms to be sent when events occur.
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Figure 4: OTE’s mast at OTE academy premises

Systems’ protection effectiveness,
The hostile UAV was used for compromising a critical path in the infrastructure, which eventually causes traffic
congestion to the backbone network. RESISTO platform correlated successfully the drone detection event and
the congestion events issued from the monitoring system and issued a damage inspection command to the
RESISTO UAV platform-based sensor. Following this, a “friendly” UAV took-off, initiating a damage inspection
procedure using onboard cameras in the vicinity of the disaster location. In this respect RESISTO ecosystem
offered an advancement to overall system protection.
Performance
During this first pilot run of Use Case #2, Sub Use case #1 OTE’s network monitoring tool namely LIBRE NMS,
identified that an “Interface output discard exceeded the log threshold” event declaring the traffic congestion
in a specific network interface. RESISTO platform read SNMP messages sent to it, acknowledging this event.
The figure below depicts the interface congestion during pilot.

Figure 5: Interface congestion during pilot

Additionally, the following Network and Performance Metrics were derived from the OTE’s LIBRE NMS
Monitoring System during the execution of the Use Case 2 – Sub Use Case #1 First Run through the OTE’s
testbed. The network and performance metrics collected include the network traffic as well as the processing
and memory usage and are given in Figure 6:
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Figure 6: Network performance metrics for Sub Use Case #1 of Use Case #2

When ICCS’ Airborne Threat Detection System sent to RESISTO platform a “DRONE_DETECTED” event in a time
frame of 10 minutes, RESISTO platform correlated the two events identifying the combined cyber physical
attack. As in Use Case #1 by correlating these two events, RESISTO assisted in the overall system performance
enhancement since besides the initial congestion in the interface that caused limited system malfunction, it
managed to prevent an extended congestion event to more network elements and ensured network quality.
Again, without RESISTO platform intervention, these two events would not have been possible to be
correlated and system administrators would deal with them as two different, random events which eventually
might have caused augmented traffic to network leading to performance degradation.

Usability and efficiency,
As in Use Case #1, Sub Use Case #1 of Use Case #2. telecom providers, acting as end users, didn’t have direct
access to RESISTO platform and cockpit. They were not informed by a predefined path with specific procedures
but with an audio sound, indicating the successful correlation translated to a cyber physical attack. In the
second round of pilots, telecom providers are expected to have direct access to RESISTO cockpit and have the
required permissions so as to timely control the negative effect of the security incident and avoid its
propagation. Of course, operators did not have the required permissions to further intervene, and RESISTO did
not offer any suggestions what would assist operators to take a decision. At this first pilot round of Use Case 2,
Sub Use Case #1, RESISTO cockpit usability, from the side of end users was not as advanced as maybe should
have been, something that is expected to be handled in the second round of piloting.
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4.2.2. Sub Use case #2
Sub Use Case #2 of the second Use Case “Natural Disasters affect telecom assets – network loss and
telecommunication congestion” “, results again in telecommunication congestion in a remote part of OTE’s
network. This time, the telecommunication congestion is caused by a natural disaster that renders a number
of assets of the remote telecom park inoperable.

Systems’ protection effectiveness
The RESISTO platform receives the congestion events from SNMP, identifying that there is an “Interface
output discard exceeded the log threshold” event in the network leading to congestion. At the same time a
natural disaster event from the natural events sensing platform provided by ERICSSON (TEI) which monitors a
number of critical, remote locations on OTE's infrastructure, sent a “NATURAL_HAZARD” event in the area.
This time the time window has been increased to 30 minutes for two reasons. Firstly, the natural disasters
sensing platform needs adequate time so as to process its data and secondly, in order to verify that the
congestion is “an established” event, affecting a wide network area (and not be just an instant or only a shorttime event that could be resolved easily) indicating the severity of the problem.
After correlating the above mentioned events RESISTO issued a command and ADITESS’s “friendly” UAV
platform took-off for damage inspection at the remote location highlighting as well the beginning of a
mitigation action and thus the end of the Use Case conductance
Performance
During this first pilot run, of Use Case #2, Sub Use case #2 we considered that a natural event took place in a
remote area causing augmented and unexplained traffic. We consider that a damaged asset caused this traffic
increase when the weather event and the congestion event happen in reasonable – easy to be correlated time
frames, such as the time frame of 30 minutes.
After the correlation of the weather and the congestion event, a Natural Event Alarm is issued by the RESISTO
platform and a friendly UAV with on-board surveillance sensors (i.e. cameras) is sent directly to the remote
site to estimate the damage and to verify if there is hardware (building and/or asset)failure in the network.
When the inspection is over, the UAV platform sends a “Mission Completed” event indicating the completion
of the inspection mission and RESISTO platform issues a “Drone_Mission_Completed” alarm.
In the first pilot of Use Case #2, Sub Use Case #2, RESISTO did not provide any suggestions and or mitigation
measures that would assist operators to restore their network performance. Thus, no direct relation between
RESISTO platform and network performance, except perhaps the fact that time was saved leading to faster
services revival.
Usability and efficiency
As in Use Case #1, Sub Use Case #2 of Use Case #2. telecom providers acting as end users, didn’t have direct
access to RESISTO platform and cockpit. They were not informed by a predefined path with specific procedures
but with an audio sound, indicating the successful correlation translated to a cyber physical attack. With the
drone inspection order operators could save some time and reduce cost since no multiple visits are needed to
the affected area.
In the second round of RESISTO pilots, telecom providers are expected to have direct access to RESISTO
cockpit and have the required permissions so as to timely control the negative effect of the security incident
and avoid its propagation. Of course, operators did not had the required permissions to further intervene, and
RESISTO did not offer any suggestions what would assist operators to take a decision. At this first pilot round
of Use Case 2, Sub Use Case #2, RESISTO cockpit usability, from the side of end users was not as advanced as
maybe should have been, something that is expected to be handled in the second round of piloting.
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Use Case #2 overall Impact
At this point it should be noted that no major problems were encountered during the First Run piloting of the
Use Case 2. All the messages, from both Use case #1 and Use case #2, sent by the detection and inspection
systems along with the telecom testbed were successfully received and displayed by the RESISTO platform in
the cockpit / web-based GUI (RESISTO dashboard).
Without the correlation, the mitigation measures could have been in place in a later time compared to the
case where the RESISTO system is used to automate and facilitate the whole procedure.
Following the implementation of the First Runs for this Use Case, additional advantages are expected during
the conductance of the Second Run. More experiments and tests will be conducted then in order to increase
the benefits of the RESISTO solutions for similar Use Case scenarios. In addition, in the 2nd round of the pilots,
RESISTO cockpit should provide a highly configurable environment direct access to end users. Finally, maybe
from a list from pre-established counter measures RESISTO will propose mitigation actions, related to its pilot
and use case.

4.2.3. Risk Prediction
As already described in section 4.1.3, the Risk Predictor also in these use cases can assess the consequences of
different types of events. The Risk Predictor, specifically, can visualise the domino effects of different events,
such as:




Drone detection
Natural disaster
Traffic congestion

The Risk Predictor User Interface demonstrates the impact of these events on the devices of the network, but
also on the so-called services, as the summarised value of a set of devices.
In the same way, as the Risk Predictor manages the negative events, it handles positive or mitigation actions.
Therefore, according to the Workflow Manager in the Second Pilot Run, the Risk Predictor can assess the
consequences of reparation or mitigation actions, such as rerouting or service migration to a different server.
The Risk Predictor improves the situational awareness of the operator, but the mitigation actions should be
executed by the operator itself.
Once the Risk Predictor has results for the use-cases, the comparison with the LTCL results, presented in D7.2
can be completed.

4.3. UC4: Disruption of major sporting event by combined physical & cyber-attack by
a terrorist organization
Use Case 4 aims to demonstrate the use of RESISTO platform to improve the resilience of a CI used to deliver
linear TV service over IP to end-users’ homes. The CI is mainly composed of core, metro and edge network
nodes that together form an IP Multicast distribution network to allow for efficient bandwidth utilisation. In
fact, since the same CI or the physical sites hosting the associated network services are also used to provide
other telecommunication services, such as broadband Internet or landline calls, any successful cyber/physical
attacks on the CI could disrupt services to IPTV and non-IPTV users at the same time. Nevertheless, the impact
analysis described in this section is focussed on the IPTV end-users and relevant stakeholders (e.g. IPTV service
providers).
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RESISTO introduced the concepts of Long Term Control Loop (LTCL) and Short Term Control Loop (STCL) to
improve the CI resilience depending on the urgency of the threats and the implementation timescale of any
mitigation measures. A small-scale setup of the IP multicast network (i.e. testbed) is integrated with the
RESISTO platform and used to assess the impact of STCL, while an up-scaled version of it with the numbers of
network nodes closer to the ones in a real operation, is simulated and used for LTCL assessment. Figure 7
shows the setup of the testbed connected to the RESISTO’s STCL components. More details are provided in
D7.2 [3].

Figure 7: Use case 4 testbed integrated with RESISTO platform (STCL)

Systems protection effectiveness
In principle the network health and security states of such IP network infrastructure are being monitored 24/7
by operators and analysts at Network Operations Centre (NOC) and Security Operations Centre (SOC). Any
network faults, traffic fluctuations and inconsistencies are being dealt with by the NOC analysts while the SOC
analysts mainly respond to cyber security incidents. Another security operations team is proactively protecting
and monitoring the assets of the underlying physical infrastructure such as the buildings (e.g. telephone
exchange) hosting the nodes as well as the network equipment, poles and cables (fibre and copper) used to
connect end-users’ homes; those assets may be owned and operated by separate provider. The team mainly
deals with physical security threats such as cable-cuts, vandalisms, burglaries or natural hazards.
The test cases that have been implemented and executed in the first pilot run comprise the detection and
correlation of different types of events, such as physical and cyber events (Test Case 1 and 2), and network and
cyber events (Test Case 3). Each type of event would normally be dealt with separately by different teams.
Correlation between both events would not be directly possible without huge technical and administrative
efforts. The first pilot run showed that the RESISTO platform was capable to receive and correctly recognise
the event messages, correlate them according to pre-defined rules and raised the alarm accordingly in all three
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test cases. However, it has to be noted that this was possible only if all the event messages could be
transmitted to the RESISTO correlator in the specifically supported format. The testbed provides a reference
implementation of how this could be achieved in practice. The first run was executed in a controlled condition
to test the functionality of the components involved in STCL procedure and the Risk Predictor component was
not operationally active yet. Results from the second run should provide better insights into system protection
effectiveness provided by RESISTO.
Performance
From the end-users perspective any impact on performance would reflect in the level of service disruptions
that may be experienced by the end-users (i.e. IPTV service subscribers), e.g. due to successful cyber-physical
attacks on the CI. In particular, this means how long a live video stream might be interrupted while the
network infrastructure is under attack or suffering physical damage and mitigation actions taken to recover
the service. Out of the three test cases that were executed in the first run, only the Test Case 3 is directly
relevant for assessing the performance impact on end-users. The other test cases aimed at reducing the risk of
potential high-impact attacks by proactively searching for anomalous events in the network and its physical
infrastructures. In Test Case 3 a DDoS attack on a critical network node was simulated which may eventually
cause the node being taken down and (multicast) IPTV stream being re-routed to restore the service to
affected end-users. One of the KPI measured during the first run was the “Decision-making time” which is
relevant for assessing the impact on performance, i.e. how much time the RESISTO platform would take to
produce a decision for potential (mitigation) measures after detecting an alert. This decision-making time
should be combined with another KPI that will be measured in the second run, i.e. time to detection, in order
to estimate the average lead time prior to taking any action to successfully mitigate the DDoS attack (i.e. block
the DDoS traffic completely) or re-route the IPTV streams via other network node.
In the first run the measured “Decision-making time” for Test Case 3 was around 1175 ms on average.
Depending on the type and scale of the DDoS attack a very fast mitigation time of around 3-10s could be
achieved by specialist DDoS protection appliances. The current testbed could complete automatic traffic rerouting within around 20s measured from the time instant at which the IPTV stream was interrupted to enduser (i.e. Client). Such re-routing could be completed under 7s with dedicated router hardware1. Experimental
tests with mobile TV apps revealed that live IPTV streams in HD quality could continue for a further approx. 5s
to 20s after the network connection was interrupted (depending on the device type and capability, e.g.
smartphone or tablet). This indicates the typical cache size (i.e. delay) used by the mobile apps to compensate
or overcome any temporary throughput degradations or cut-offs experienced by the end-user devices. Based
on the assumptions describe above the measured decision-making time of 1175ms appears to be in a tolerable
region. However final assessment can only be done after the second pilot run where other factors such as
detection probability and risk prediction procedure may be taken into account in estimating the total lead time
of the STCL process.
Usability and efficiency
In the first pilot run access to the RESISTO user interface (i.e. cockpit) could not be made available directly to
the potential end-users, such as SOC analysts (who will be represented by the testbed owners). So far it could
be validated that each time the RESISTO correlator triggered an alert an audio-visual alarm could be observed
on the cockpit which was quite effective to get immediate attention of the analyst. It was also planned to
directly show/visualise the geo-location of the node where the alert was raised from. This could potentially
improve the efficiency of the system in providing important information about the alert as quick as possible to
the end-user. Basically the usability and efficiency aspects will be evaluated based on how intuitive the user

1

https://www.researchgate.net/publication/3884060_IP_multicast_fault_recovery_in_PIM_over_OSPF
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interface is for showing the information needed by the end-user to make an informed decision and swiftly take
the (recommended) mitigation measure if necessary.
Overall impact
Essentially the main benefit of RESISTO is its capability to act as a common platform to collect information
from different parts of the infrastructure and analyse their interconnections and dependencies in order to
assess the risk caused by combined cyber and physical threats and the associated impacts. Automated
assessments and predictions made by the RESISTO’s STCL and LTCL tools should definitely help the operators
to react faster to threats or review their network design and strategy for long-term resilience. Such
assessments may otherwise need to be made in isolation by different network and security teams or not at all
due to lack of underlying data. The first piloting run has shown that the STCL module was capable to correlate
different types of events and raise alerts within short time, which is the prerequisite for the subsequent
risk/impact prediction in the second piloting run. The results from the LTCL assessment provided some insights
and estimates into how much time the network/infrastructure may take to recover after a cyber or physical
incident and specific mitigation action taken. This will need to be analysed further in conjunction with the final
STCL results in the second run.

4.3.1. Risk Prediction
As already described in section 4.1.3, the Risk Predictor also in this use case assesses the consequences of
different types of events. The Risk Predictor, specifically, can visualize the domino effects of different events,
both cyber and physical events, even if they are correlated in some way.
The Risk Predictor User Interface depicts the impact of these events on network devices, as well as on socalled services, which are the summarised value of a set of devices.
The Risk Predictor handles positive or mitigation activities in the same manner as it treats negative events. As a
result, the Risk Predictor may estimate the repercussions of repair or mitigation activities, such as rerouting or
service relocation to a new server, according to the Workflow Manager in the Second Pilot Run.
The Risk Predictor increases the operator's situational awareness, but the mitigation steps should be carried
out by the operator.
Once the Risk Predictor has results for the use-cases, the comparison with the LTCL results, presented in D7.2
[3] can be completed.

4.4. UC10: Protection and resilience of the TIM's network nodes
One of the main issues current Telco Operator have to face is the protection of network elements hosted in
the customers’ premises. Customers elements are tone of the preferred target for DDos attacks and other
form of malicious activities. As a matter of fact, customers’ elements are the most exposed and easy to select
as a potential victim by hackers because they are “outside” the traditional security perimeter and face directly
the open Internet. Moreover, given the huge number of elements and technologies involved in Telco
customers’ networks, traditional provisioning and assurance processes are under pressure in order to provide
to customers protection against cyber threats. Also state-of-the-art WAN technologies, although integrated
with modern security features, are suffering an ever increasing number of attacks, and Telco Operators, in
case of managed elements, are under huge pressure to protect their services.
UC10 is aimed to verify whether and how effective can be the RESISTO platform for the protection of the
customers’ network nodes, integrating its ability to correlate information also from OSINT sources with the
information related to the configuration of the managed customers network elements. The Use Case scenario
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involving the OSINT functionalities developed by Ericsson and installed in the TIM cloud environment is
depicted in Figure 8.
All the modules of the figure related to the RESISTO platform (both the STCL modules and the additional ones)
have been installed in the TIM Cloud environment but due to the COVID pandemic restriction related to travels
and test bed/office accesses the first run execution has not been performed.
This use case is mainly concerned about the ability of the RESISTO platform in the identification of (all the)
vulnerabilities that deserve immediate attention (i.e. they have to be fixed as soon as possible) because they
can actually be target of cyberattacks. The information the RESISTO platform must elaborate and correlate in
the runtime Short Term Control Loop (STCL) are related to the list of the actual vulnerabilities (e.g. software
bugs, wrong configurations, etc.) found the customer device and the actual threats are arising from the
Internet and obtained through an OSINT investigation. One of the main threats against WAN elements is the
“outdated” or “unpatched” software. In this regard, one of the most important question is existence of zeroday and known vulnerabilities in the firmware and in other its software modules. Those vulnerabilities provide
local facilities and can be exploited by attackers to escalate privileges in the operating system causing any kind
of nefarious effects.
In our case the focus of the tests will be in particular on the number of cyber threats identified, considering
also the time to detection as important. In this case the time to detection should be measured in term of hours
rather than minutes as for other UCs. Furthermore, another measure to be taken into account is the number
of generated messages toward the Secure Operation team to be involve in order to mitigate the vulnerability.
Since the first run of the UC10 has not been performed, this clause is based on the “expectation” rather than
on the functional results of the tests. Such expectations are expressed in terms of a user-centric qualitative
view of the use case foreseen tests, where the term “user” corresponds to the people involved in the security
operations (SOC) in charge to manage the security of the network infrastructure. The expectations have been
summarized in Table 1 below.

Figure 8: TIM/ERICSSON protection of network nodes TEST BED
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Table 1: Expectation on the RESISTO for the protection of customers ‘devices

UC10 requirements/challenge

Expected Impact of RESISTO

Systems
protection
effectiveness:
Telco Customer network elements are
difficult to protect due to various
reasons:
number
of
elements,
heterogeneity of the technologies
involved (considering both hardware
and software platforms), number of
vulnerabilities discovered and last but
not least the continuous increasing of
malware and hacking activities.

RESISTO, integrated with the OSINT for
the identification of the actual threats
and the ML capabilities in order to
reduce the false positive, should be
able to identify the customers devices
that deserve immediate intervention
form the security operational people.
SOC are already overwhelmed by
millions of events to monitor and
manage, and it is needed to reduce
false positive and identify only the true
positive where it is needed to act upon.

Performance: In this UC the term
performance is related to the number
of identified true positive and less in the
time to detect.

Different tests have been defined in
order to verify the identification of the
true positive and the false positive. It is
expected the RESISTO will identify only
the most relevant threats by gathering
from the web evolution of the real
attacks and the spreading of malware.
Also zero-days should be, at least in
part, identified.

Usability and efficiency: this aspect is
related to the integration of the
RESISTO console interface in the already
existing SOC monitoring tools.

Currently the management of the
security aspect of both Telco
infrastructure and the customer
elements are managed by the Telco
SOC. SOC uses several tools, ranging
from SIEM, IDS and firewall console,
Threat Intelligence platforms and so on.
Since
the
complexity
of
the
environment,
the usability
and
efficiency of the RESISTO are a
paramount.

Overall impact

It is expected that the RESISTO platform
will have a positive and important
impact on the identification of
emerging threats from the cyberspace,
in terms of both identification of new
attacks and time to detect (in terms of
hours)
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4.4.1. Risk Prediction
As already described in section 4.1.3, the Risk Predictor also in this use case assesses the consequences of
different types of events. The Risk Predictor, specifically, can visualize the domino effects of different events,
both cyber and physical events, even if they are correlated in some way.
The Risk Predictor User Interface depicts the impact of these events on the network devices. The Risk Predictor
has also some service evaluations, where the service is the mean value of a set of network devices.
The same Risk Predictor handles reparations and mitigation actions, as done for the negative events. In the
Second Pilot Run, the Risk Predictor estimates the consequences of the mitigation actions on the different
network devices. The mitigation actions are those provided by the Workflow Manager.
Similarly to the other use cases described in D7.2, the LTCL will investigate the effects of various cyber-attacks
on the TIM nodes, including DDOS or malware attacks. These results can then be compared with the STCL
results.
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5. CONCLUSIONS AND NEXT STEPS
Assessing the ability of the RESISTO system to reliably identify, characterize and prioritize cyber and physical
attacks from realistic data in time for action to be taken is a major objective of Task 7.5, of which current
document (D7.4) is the first outcome. D7.4 outlines the first iteration of the evaluation of RESISTO project
piloting activities performed in each Use Case (UC) of Macroscenario #1, previously defined in Deliverable
D7.2. In D7.2 a detailed description of the infrastructure used, experimentation steps performed and
correlation rules implemented were provided.
In the framework of Task T7.5 each piloted use case has been evaluated from the end users’ point of view
regarding RESISTO’s platform performance, usability and efficiency and systems’ protection effectiveness.
Based on the results of the use cases first run, it is already possible to derive preliminary conclusions to
evaluate the value of the RESISTO platform to enhance resiliency and robustness of communication
infrastructures under specific cyber-physical threat events.
These results will be further extended and refined in the second test run. The second run will build on the
feedback gathered during the first test run and recommendations for the second iteration of the project in the
form of expectations from the end users to the partners that develop RESISTO platform.
The content of this deliverable will be updated by D7.5, which will provide the evaluation of the second run of
the RESISTO pilot activities, and the final overall conclusions based on Macroscenario #1 test results.
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