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RESISTO PROJECT i PUBLISHABLE EXTENDED ABSTRACT

Communications play a fundamental role in the economic and sociabwigly) of the citizens

and on operations of most of the Cls. Thus they are a primary target for criminals having a
multiplier effect on the powerof attacks and providing enormous resonance and gains. Also
extreme weather events and natural disasters represents a challenge due to their increase in
frequency and intensity requiring smarter resilience of the Communication Cls, which are
extremely vuherable due to the eveincreasing complexity of the architecture also in light of

the evolution towards 5G, the extensive use of programmable platforms and exponential
growth of connected devices. The fact that most enterprises still manage physicalybed c
security independently represents a further challenge. RESISTO platform is an innovative
solution for Communication Cls holistic situation awareness and enhanced resilience (aligned
with ECSO objectives). Based on an Integrated Risk and Resilietgsisam@anagement and
improvement process availing all resilience cycle phases (prepare, prevent, detect, absorb, etc.)
and technical resilience capabilities (sense, model, infer, act, adopt), RESISTO implements an
innovative Decision Support System to it communication infrastructures from combined
cyberphysical threats exploiting the Software Defined Security model on a suite of state of the
art cyber/physical security components (Blockchain, Machine Learning, I0T security, Airborne
threat detection, holistic audievideo analytics) and services (Responsible Disclosure
Framework) for detection and reaction in presence of attacks or natural disasters. Through
RESISTO Communications Operators, will be able to implement a set of mitigation actions and
courtermeasures that significantly reduce the impact of negative events in terms of
performance losses, social consequences, and cascading effects in particular by bouncing
efficiently back to original and forward to operational states of operation.
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EXECUTIVE SUMMARY

The present document is a deliverable of tlRESIST@roject (Grant Agreement No. 786499
Fundedd @ G KS 9dzNRLISIY [/ 2Gevealdo RezeArchdandsifnd@&iamoe NI § S
its Horizon 2020 Research and innovation programme (H2020)

RESSTOconceptis an innovative solution for Communicatid@ritical Infrastructures GI3
holistic situation awareness and enhanced resiligpeaviding holistic (cyber/physical) situatign
awareness and enhanced resilienagainst cybephysical attacks andishsters RESISTO will
help Communications Infrastructures Operators to take the best countermeasures and reactive
actions exploiting the combined use of risk and resilience preparatory analyses, detection and
reaction technologies, applications and proses in the physical and cyber domains.

Deliverable7.2 includesa detailed description ofhe pilot scenarios and use casée first run
of which has beerimplemented Eachpilot will be executed according to a twghasec¢ two
run- approach. The firstun results,will allow us to target early flaws and challenges, which will

be addressed in a sanitization period between the two piloting phases. In the second phase, a
more mature and more stable version of the pilots will be tested

Thisdocument detas the execution of thdirst run of theuse caseseferred to MacroScenario
1: dProtection and resilience of the Current / existing Telecommunication Crijtical
Infrastructureg including the equipment used, the procedures followed, tlmnnections/
interconnections made and other aspects like the testbeds strucamdthe key performance
indicatorsthat will erhance the success of the pilot.

There arethree pilot sites provided by the partners of the projecOTE, BTC and TIM. Also a
flavor is given intis deliverable regarding OT&®ROinterconnected testbedgthe relateduse
case will be thoroughly presented in DB.Zhe results of the first run will be anabd in the
subsequent delierable(D7.3).
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1. INTRODUCTION

Protection and resilience ofriical Infrastructuregds) hasbecomemajor issue especially in the
last two decades.Many economic, social, politicand of coursetechnological reasons have
caused a rapid change in tladl aspects ofds, namelyorganizational, operational and technical

In the past infrastructures thatcould be considered as autonomous vertically integrated
systems with very fewor possibly nongoints of contact with other infrastructures are now
tightly cowpled with many dependencies Consequently, e risk to society due to inadvertent
and deliberate Cl disruptions has largely increased due to interrelation, complexity, and
dependencies of these infrastructures.

The increasd use of information and telecomunication technologies (ICT) to suppdzi
functionalitieshas played a major rol® this. The need of providingervices without disruption
especially when accidental or malicious events otas become top priority all over the world

The present déberable aims toprovide a detailed description othe designed test
environments(pilots), their integration with RESISTO platform afidally a description of the
first run of the use cases and their respective results.

1.1. Scope

This document is dedicated detailing the pilot scenarios and use cases to be implemented and
executed. Specifically, the purpose of this document is threefold:

1 The document develops and formally specifies the technical use cases required for
realizing the intended pilots. Theak, the technologieghat will be usedare described
in detailand also the pilot architecture and itstegration with theRESIST@latform is
described.

1 Furthermore, it defines a clear description of how the different pilots will be executed
and how useswill interact with the modules of the platform.

1 Finally, the document provides means to verify the success of the different pilots. For
this, eachpilot takes into consideratiothe Key Performancentlicators (KPIsys these
have already been describehd analyzed in detaih D3.43] along with evaluation
criteria and measureable success critesiad metrics The results of this step will be
used in the evaluation phase (D7.3)

1.2. Relation to Other Deliverables within RESISTO

This document has incoming and outgoing dependencies with theaodpother deliverables
of the RESIST@roject
1 D2.82]: This document contained a detailed specificationtloé use cases and the
multiple possible scenarios foour pilots. In the document at hand, we refine the
selected use cases by describing the technical aspects of the integration between pilot
specific technologies angESISTO pfarm.
1 D3.93]: This document contained a detailespecificatiorof KPIs, quantities anahetrics
for cyberphysicakisk andreslience of telecom CI (first arfahal versions)
T D6.15]: RESISTO SW architecture definition

T D7.16]: Starting detailediescription of the plan for the piloting of the use cases
executed in the context of the Macigcenario 1
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1.3. Document outline
The deliverable is organized as follows;

Section2 presents the methodology we used with respect to the use cases specificatidhend
pilots executioras well asa brief overniew of the RESISTO architecture and keégments of the
platform that play a vital role in the pilots execution.

The core of this document is given Bgctions3, 5, 6 and 7where we describe in detail the

pil2 (i éx&ution of WP7 use caseghile inSection 4a highlight of the interconnected scenario
0SG6SSY he¢9 YR hwhQa (G(SaG06SR A& 3IELDSpflodis ¢ KA A aC
described by considering its scope, the required technologdigs execution procedure, the

expected results, as well &s KPIsind evaluation criteria,

Finally, we briefly conclude Bection8.
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2. METHODOLOGY

2.1. From Macro-Scenario #1 Use Cases to Pilots Execution

Accordingo the DoW1], specific main Use cases have beengasted for each Macr&cenario.

WP7 will create the baseline for federated actions against a miscellany of evolving physical and
cyber threats,addressing real operating conditions, affecting the telecom-esers andalso
situations concerning the impact on the general public.

2.2. Macro-Scenario 1: Protection and resilience of the Current / existing
Telecommunication Critical Infrastructures

Macro-Scenario 1 is meant to be examined in the framework of WP7.

The aim of tis macrescenario is to jointly activate all the necessary assets, infrastructangs,
people of network providers so as toalidate the telco Infrastructures protection agat
physical and cyber threats, exploiting the capabilities of RESISTO plafftone. specifically it
aims:

1 To deploy piloting of a large humber of Use Cases addressingfiibets of cyber and
physical threatsequirements of existing facilities and infrastructures

1 Toimplement an innovative integrated platform and tools for proi@ctactions against real
world, known or potentially provisioned@ombined physical and cyber threats based on the
sofar relevant experience

1 To specify the architecture of the various té®ids and to pave the way for federation of
facilities and joint atbions

1 To mobilize assets, key personnel and networks, engaging thesard to actively organize
and execute the pilots

1 To encounter technological challenges within existing telecommubicasystems and
criticalinfrastructures

1 To plan, facilitate, demairate and provide tangible feedback and evaluation in existing
premises and infrastructures.

This macrescenario creates the baseline for federated actions against a miscellany of evolving
physical and cyber threats, addressing real operating condiindsnfrastructuresaffecting the
telecom endusers and also situations concerning the impact on the general public. Thus, setting
the basis for the logical interconnections of the Scenario pilots to achieve federation adpects
this first macro-scenaricthe following use cases will haken into consideration:

0 Use Case 1:Core Network Failure caused by Physical & Cyber Attacks to
Telecommunication sites (lead by OTE)

U Use Case ZTelecommunications congestion caused by natural (Earthquake) or man
made (i.e Multiple Terrorist Attackd)azards in Athens (lead by OTE)

U Use Case:Disruption of major sporting event by combined physical & cttack by
a terrorist orgaruation (lead by BTC)

U Use Case 1@®rotection and resilience of the TIM's network nodlesd by TIM)
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RESISTO use cases described in this deliverable are not static; instead they will evolve during the
project in order to best prove the RESISTO functionalitiesg the pilot phase of the project.
Therefore, some of thattributes from the general description and structure given hereimy

be adjusted and differentiatech later stageshrough the validation framework iterations

2.3. Pilot Integration and Execution

Regarding the integration and testing/piloting, a twhased approach will be appd for each
of the pilots during theiexecution, for WPFENVP8WP9, according to the following picture.

FPilot execution split in two run.

4--"""-’-—-_-_

P~

[x.4

[x.3
< Pilit "I"'IFIlEF"IE Aatian and 1esl |:> “llat IIT'r.‘lE"I'IEI'I[ﬁ[IEI"I and test
"‘\-,_____--_ Frsl run s fin

— ————

Tx.5
Cperational end-wzer validation of RESISTO platform in scenario#x

—_

e :

y . . timne
Indipendent evaluation of pilot
trials and results

In case of WP the first run is covered in the task 7.3, the second run in the task 7.4

The mapping among Tasks andiderables is representebelow:

Te3 a4
Hllst implementation and estirgi ; Filot imalzmentation and test sacond run
1
i
1
Piled selup ard fesl E Filot Use Cases =x=cuticn ! Filnt seiup anr test | Pilod Use Cases =xecubcn
i
|
i
T
i
Jj'}c. 9
Caeralional snd-user va lJiLlil.lI':i.'-rEE_ ST plalform in sceralio fs
i
L 3

.2 Seenano=<x=, 1" run imegrabon ard setip |

L 4 Analysle on Scenario<xs eete reaults (1% run)

A 4
| .3 Scerario<x=, 279 mun integratior and stup

k'
Lv. o Angiysls on Seerano-s> test resuts - final

In case of WP7, the first deliverable is DWRich is the present document.
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The methodology for the integration and testing is an aggisting approach as depicted in
Figure 1 Briefly, this methodology considers testing and BESIplatfom developmentas two
closelyintertwined phasesWith respect to the practical, separate, and integrated modarel
testbed testing, we opted for amapproach proposed by Myers et [d3] shows a generic
perspective of the integttion, testing, and validation processeashich will be adopted by the
RESISTO WRam.

Figurel: RESISTO testing methodology
According to this generic methodology, our plan is composed of the following major steps:
1.

Individualunits connected with RESISTO platforfor eachUse caseanore details will

be specified in the related sectisnMore specifically information about the connectors,

the data formatsthat are used (e.g.. REST with JSON) and data ingestion parameters
(e.g: which use case data from which testbed is ingested by RESISTO at which time
interval) will be given separately for each pilot.

RESISTO platform individual testiwith each unit (e.g&d Sy & 2 NE RehdSriJ G 2 NA Q
Monitoring Systems (NMJsto ensuretheir proper operation before testing begins.
Integrationwith RESISTO platform for each pilot components and subsequent testing of
the individual units to ensure their correct operation.

Integration and integration testing of theRESIST(latform with the diffeent
environments fromeach piloting use case.

A first pilot phase of the different pilots integrated with tRRESISTO platforwill allow

us to target early flaws and challenges.

Feedback from the first pilot phase is given tmth operators and RESISTO
administratorsand corrective measures are implemented whenever necessary in this
sanitization period.If needed individual unitsill be re-tested against the reported
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problems similar to Steps 1 andlI@.the first run and in some cases in the secomn as
well, the physical sensors will be simulated due to access restrictions on premises
accessibility as a result of the current pandemic.

6. Integration of new individual unit modules addressing feedback from the first piloting
phase

7. Similar to Step 4, thiully integrated pilots will be tested internally.

The second phase of the pilot will be used to collect feedback for evaluating the success of the
different RESISTQllots according to the criteria definad D3.8[3].

2.4. Pilot Verification

While all the deliverables and past work main purpose was to derive the RESISTO architecture
and give an understanding what the pilots want to achieve and how it could be technically done,
it has still to be defined how the pilots are executmtt how to determine if they have success.

We therefore derivedacceptancecriteria based on previously defined key performance
indicators (KPIs)@8) as follow:

9 Each pilot defines expected results ftrexecution. They explain the motivation behind
the execution of the pilot and explain where functional and +ianctional gaps exist
which can be closed by usiRESIST®@chnology. Each expected result is linked to one
or more acceptance criterias. The acceptance criterias will be diseilg theevaluation
phase to determine the succes$ the pilot and analyze the results and if thegd a
positive impact oncritical infrastructure what prevened the success, or what was
missing during the ecution as part of the lessons learned.

1 In order to quantif the expected results each pilbas alreadydefined their respected
key perfomance indicatord-or each KPI, this deliverable will present how it will be
measuredand which values or thresholds indicate a success or positive KPI.

2.5. Key Features of the RESISTO System

The RESISTO system architecture is extensively described in detail within fi&3 &1@®2.79]

as well as D6[%] Deliverables. Thus, herein the most sigaifitarchitectural aspects that are at
the forefront of addressing the identification and response to both physical and cyber threats
will be highlighted, to enable the description of each Use Case that will follow in the next
Chapters.

RESIST®ill foster an integrated riskresilienceanalysis andissessment of the communication
Cls, detection of threats/attackevenfaster and more coseffective response, so that all these
to result in abetter informed and more efficientdecision makingThe RESISTO plarm is
modular and adaptable to interfacingith the existing infrastructures through the following five
corefunctionsthat represent a full cycle of reactioxamely

U Identification
U Protection

U Detection

U Response

U Mitigation
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Real-time
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Real Time
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Figure2: RESISTO high level Architecture and key elements

Model
simulation

External
Context data

The figure above depicts the high level RESISTO Architecture, which has been analyzed
thoroughly in other deliverableand especially iD2.8[2], D6.15] andD7.1[6]).

Nevertheless, we will briefly mention the elements of the platform that will play a key role in the
pilots as well as their functions.

1. Cyber/PhysicaEver Correlator
The Event correlatolooks br specific patterns, defined as a database of rules, among the
messages it receives or reads from all the testbedbenever a match is foundthe
correlator synthesizes all the relevant information into a single report which sentseto
WFL MGR (Workfle Manager module)as toinform the EWCRndto send alarms to the
Rescue Team.

2. Workflow Manager
The WFL MGRhat is involved in response and mitigation steps of RESISTO, supports the
identification of the specific actions to be carried out when a speeifent occurs. In this UC
it will send a message to the EWCF with the relevant information related to the event and to
the rescue team to be alerted.DO SC2 framework shall be adapted to collect automatic
and manual reaction strategies and interact witommunication infrastructure and
operators. The Workflow Management will interact with the Software Defined Security
System, as automatic reconfiguration of the ICT network, with the Decision Making System,
as guide for supply operations, and with the eybsecurity security response, for cyber
physical incidents will not aim at reducing only the overall risk of cyber, physical or cyber
physical targets being breached, but they will focus on preferentially minimizing the highest
possible damage that can heflicted by adversariesThe RESISTO Workflows are designed
and managed by a Workflow engine based "Business Model Pragddsotation”(BPMN
that is a standard for the modelling of business processes that provides a graphical
representation of the proesses based on flow diagrams similar to the activity diagrams
used in the UMI(Unified Modelling Language)he objective of BPMN is to provide support
to the management of business processes both for "technical" users and end users through
a notation thd is intuitive but also able to represent complex processBse RESISTO
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workflows are based on a series of recurring basic actions in various situations of which we
can distinguish the following cases which are the most frequent:

9 User Taskdo be performal manually: in this case the operator must execute
the task autonomously. In some cases the task involves using tools or interfaces
made available by RESISTO, in others the operator must perform the action with
other means and finally click on the "Doneltton. In this case there is no
control as to whether the operator actually carried out the action but it remains
tracked on the database for subsequent checks so the operator assumes
responsibility for having declared that the action has been carried out.

I Manual user tasks with multiple choiceghe operator must make a choice by
selecting from a combo of predefined values and press "Done". The choice is
registered on the data base. The choice usually selects a branch on the workflow
path.

9 Script Task foAlerting people this type of task usually involves the invocation
of the EWCFomponent that deals with communication with the field in case of
emergency. There may be cases in which the operator must instead call by
phone.

1 Task script for interaction wh Network Orchestrator:this type of task involves
the automatic invocation of the network orchestrator to execute specific
commands. In test beds that provide direct action on the network, we prefer to
act through a network orchestrator. RESISTO haseadt [two tyges: SDN
orchestrator and ETSI 5Grchestrator. In some cases it is not possible to act
directly with a network orchestrator and then proceed manually using an
Orchestrator native User Interface (Embedded into RESISTO HMI if possible) or
by aleting the staff in charge to take those actions.

The detail of RESISTO workflow manager component is descriflelivierableD5.310].

3. Knowledge Base
The Knowledge Base is the repository storing set of infoonatabout test bed
configuration and test results L (i Q & byrGodyld DriveAskr8de, based on Google cloud,
to:
1 keep all work in one place
1 manage multiple file formats
9 access files from any device
Examples ofdider types and file types are listeélow:
9 Test becconfiguration: provided by each Operator involved
T Matrix of RIs
A Estimated Resilience Indicators measured offline (Long Term Control Loop):
onematrix for each test bed
A Expected Resilience Indicators measured offline (Long Term Control)Loop
taking into account the specific attacks and the specific countermeasures
involved in each use casene matrix for each use case
1 Matrix of RIs Real (Resilience Indicators measured during the Pilots, Short Term
Control Loop)

1 Expected KBI
1 Measured KR
1 Compared (DELTA RIs, DELTA KPIs)
9 Direct Measures collected in the field before and after theigpaition is applied
(eventually)
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4. Emergency Warning Communicatidtunction (EWCF)
The EWCF module is needed to manage the notification of the possible thgsatsiathe
monitored network elements. The notification will be sent to the Security Operation team
by means of a dedicated app to be installed on a mobile phone. The EWCF is interconnected
to the Event Correlator and Workflow manager of the RESISTO rpiatfo

5. Rescue Team Apps
The Rescue Team App consists of an App to be installed on the mobile phone of the security
personnel in charge to monitor and manage the security aspects of the customer
networks/elements

2.6. Long Term Control Loop

The Long Term Conird.oop (LTCL) includes the nine step resilience management process as
described in D3.9. Included in this process are simulation steps (step 6 and step 8). The tool used
for these simulations is the CaESA& [7].

For the simiation, the test bed has been modelled using nodes and arcs in a graph, where in
the network components like routers, repeaters, servers are modelled as nodes, while their
connectivity is modelled using arcs. Arcs can represent both physical connedt®ROlicables

or copper cables and wireless connectivity.

In order to simulate thebehaviorsand capture different scenarios, nodes are assigned
attributes: for example,different component manufacturerspr cyber component name (e.g.
router-repeaters, daabase etq. Every component in this modalsohas a mearime to repair,
capacity,and aflow rate which capture other physical aspects of the infrastructure and
information flow.

The parametermean time to repag 0 a i& Gsedito recover componentster they have

failed as a consequence of attack or cascade after attack on another component. Once the
nodes are attacked, thdowntime of the component is measured/tracked until it reaches the
MTTR value. After reaching its MTTR the node or arc i $&stactive (repaired) state.

The threats are modelled with probabilities of attack, node failure and arc failures. A multitude
of combinations is possible with the generic threat modelling approach applied. This includes
attack on the grid by gelmcation, shapes, percentage, count, component ids, component
attributes,and cascadegooth definitive and probabilistic) based on attributes and connectivity.

The modelling technique is starting point towards a more detailed simulation strategy, wherein
user ould equip these cybephysical components with more detailed mathematical/equivalent
models to simulate them as agents with more complicated-h@sed functionalities.

As a starting point, assumptions like @iaé probabilities for nodes and arcs cougleiith threat
proportional MTTRare employed tanalyzempacts of some prelefined threats (guided by the

use cases). These are categorized as cyber and physical at@ghksrattacks include
Distributed denial of service, Malwares, bmtt attacks, rounhg table poisoning and so on.
Physical attacks are more generic example terrorist attacks causing infrastructure damage,
physical intrusions, natural disasters and cable cuts. Velilberattacksare specific to test beds

and components involved, physicalttacks are rather generic and modelled using above
mentioned probabilities.

Table 1 highlights the MTTR assumptions. MTTR is assunmebte the same for all affected
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components in each casBor most of these akt O a =

ID: RESISTO_D7.2_210513 01

iKS @I tdSa 6SNBE Gl 1Sy

estimates. More accurate assumptions will be used in the later runs, with the feedback from the
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accurate assumptionsill be used in the later runs, with the feedback from the STCL.

Tablel: The mean time to repair (MTTR) for the different attacks tested in WP7

Attack Mean time to repair
DDOS 180 min

Malware 300 min

Physical damage 1500 min

Arc damages 900 min

A small variation with different combinations of the mentioned probabilities, component
attributes and MTTRalready gives an interesting insight of the test beds. The results and

analysisare presented in the following section.

The performance functions selected for the results include pkecentage ofworking nodes
(normalized by the initial fully functioning networlgndthe percentage otworking arcsFuture
runs may add additional performance functions

2.6.1. Estimated Resilience Indicators (RIs) Description

The resilience indicators were introduced earlier in the RESISTO projecfuantfy various
aspects of the resilience curveghe 3 Rls used in these simulations are RI1, the maximum
performanceloss, RI3full duration of dfect (Start of event until full recovery), and RI4, the total
performance loss. The ideal solution would be to have low values for all RIs.

These RIs as well as the resiliesoeveswill be used during the comparison of the Lehgrm

Control Loop (LTEland ShoHTerm Control Loop (STCL). Other data besides the RIs and the
recorded resilience curves will be shared from the STCL to the LTCL to improve the simulations
in the LTCL. This includes the threat impacts, such as the sequence of failures tamal therst

state, and the immediate drop in damage. The repair or replace time for the total system will
also be provided. This data will be implemented into the LTCL in order to improve the accuracy
of the simulations. All of this information will be stal in the Knowledge Base, as discussed in a
previous deliverable (D2.7). Further details and results of this comparison will be available in

future deliverables (D7.3, D8.3 and D9.3).

2.7. OSINT and Machine Learning (ML) based Physical and Cyber Threat

Detector

To identify potential threats (both cyber and/or physical ones) surrounding a telecom network

or a specific sector, RESISTO makes use of open source intelligence (OSINT) techniques crawling

and learning from publicly available sources in order to penfarR S LJG K & ¢ KNBF G Ly G St
analysis of both internal and external threats. Threat Intelligence attempts to defend against
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both zereday threats, exploits and Advanced Persistent Threats (APTs). OSINT & ML Threat
Intelligence functionalities are caged out by the RESISTO modules described below.

Telecom
Network

OSINT Source
(Cyber,

RESCUE TEAM
APPS

r

EWCF
Service

SOSI,NT | Event I]
ervices
Correlator

Weather,
FDSN)

Figure3: OSINT/ML based Physical and Cyber Threat Detector

1 OSINT Crawler Module
The OSINT crawler (OC) module includes the crawlers able to collect the threat events
related to: Common Cyber Vulnerability Exposure Threats (TIA: Threat Information
Analyzer crawler), Weather events (WFC crawler) and Earthquake events (EQC crawler).
In addition, the TIA module manages the information received by the IGW and with the
support of TWR module (ML platform identifies the events to be reported to the Event
Correlator module.

1 IVRE(IGWIVRE Gateway and IVRE Platform) Module
This module performs the scanning of the telecom network to protect in order to
identify its nodes and their HVénd SW characteristics. It includes the IGW (IVRE
expanded Client needed to interface the OSINT Service Module and the IVRE
Framework, able to scan the telecom network.

9 OSINT Service (TIS: Threat Information Service) Madule
This module manages the infoation collected by the TIA, preparing the threat
description (completing them with additional info gathered from CIRCL organization
site) in order to prepare and send a threat alarm message to the Event Correlator using
the Kafka Broker Queue. In casepbiysical events (weather or earthquake) this module
is bypassed and the message is sent to the Event correlator by the WFC and EQC
crawlers.

T TWR (ML Platform) Module

! https:/ivre.rocks/
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The TWR provide the ML based functionalities that support the analysis of the cyber
threats in order to identify the relevant ones that have to be reported to the Event
Correlator.

91 Event Correlator
See section 2.5 for description

1 Workflow Manager
See section 2.5 for description

1 Emergency Warning Communication Function
See section 2.%®r description

1 Rescue Team Apps
See section 2.5 for description

Date: 1305-2021 Approval statusAPPROVED Page32/ 149
This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee



R ES I ST(@) ID: RESISTO_D7.2_210513 01

RESllience enhancement and risk control platform
for communication infraSTructure Operators

3. UC1: CORE NETWORK FAILURE CAUSED BY PHYSICAL & CYBER
ATTACKS TO TELECOMMUNICATION SITES (OTE, ICCS, ADI)

3.1. Introduction and Brief description

All RESISTO use cases are thoroughlyzewlin5 H ®FabledTop Read Teaming Results of
wO{L{¢h ! NOKAGSOGdzNH2].{ OSYylINAR24a IyR ! aS /Il aSa¢

Use Case 1 refers to the complicated effects of a cpbgsical attack targeting core
telecommunication network, which is contially been monitored and additionally is protected

08 GKS GStS02Y LINPGARSNRA aSOdzNA G eUsai@agelilSYa F2N
addresses the fact thatelecom assets and facilities are vulnerable nmre sophisticated

threats, not directlydetected as such; physical threats may enable cyiercks while their

correlation isnot evident from the beginning.

For the piloting purposes we consider thhe LINE A RSN & Tl OAft AGASE SELISNR
protection from RESISTO platformdaits respective functionalities.

The Use Case 1 will again be implemented by OTE as the main telecom operator with the
assistance of modern detection tools offered by the partners ICCS and ADI.

Two relevant subcases are envisionedthe context of Us€ase 1hoth of them deal basically
with cyberattacks enabled by different types of physical threats (either UAV or intruders)

Their testing findings will be of major assistance in proving RESISTO added value to the telecom
LINE A RSND A& ab8tGhazpaitfdrds thaovidacks as &véll in order to upgrade it for the
second round of pilots.

Thus both scenarios have certain similarities but also present certain differences on the tools
involved as well as on the impact they create. To this end, dthiagilot execution of the First

Run we emphasized in testing these different aspects so that to highlight all the various
dimensions and components invotveather than repeating the same type of experiments. And
this emphasis iaddressedn the pilot executiondescriptionthat followswhere we highlight the

most important testing parameters for each of the two Use Claseb use case
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3.1.1. Pilot Preparation, Integration with RESISTO platform and Initial Setup

All the conducted preparatory actions foretpilot implementation of Use Case 1 (as well as all

rasS /rasSa Ay@22t gAy3a (GKS he9Qa (SaRo8%& Case)Sd | 4 S
are provided in the following:

h ¢ 9T@sibed Description

For the needs of alh ¢ 93& @seswithin RESIST@amelyUseCase 1, Use Case 2 and the
impacted UseCase between OTE and QR@ following logical testbed has been deployed.

As far as service functions are concerned; 9 Qa  ysSising padidet networking andost
services are provided through apmtion servers, using AAA mechanisms for activation of each
service, but served over the same network. The differentiation of services is achieved by
applying various network policies on the virtual circuits (VLANs, VPNs, etc.) that are formed,
mostly basd on the profile of each customer (e.g. Bronze, Silver, Gold) and the SLAs
accompanying it.

172.27.200.96/27

Resisto VPN Network Topology

Figure4: h¢9Qa [ 23A0Ft ¢SAaU0SR dzaSR FT2NJ It

I 2NB f1F0Qa&d AYUSNFI OSa | NB Y Fhyré 8 a taafficgenkerstdt mD 0 2 (
which is Spirent test Center and has direct/physical connedtiarther components with cable
(fiber for data and copper for management)

All metro Ethernet Switches (distributors) are Huawei connected vii#lyer 2 and L3 VPN
connections to distant sites while locally are connected throogble (both fiber and copper).

All BNG Routers are CISCO and are considered core network. They have connections to other
components with cable (fiber and copper) and indirect connections ttterocomponents
located in other sites through Layer 2 and L3 VPN connections. Regarding security the lab has
firewalls enabled through ACLs (Access Control Lists)

a4 AG Aa RSLAOGSR Ay (GUKS FAIdz2NBE 0SSt 2@eateh ¢9Qa &S
Ay ¢LaQd LINBYA&ASaE Ay LaGalrtexr +ra ¢Sttt Fa G2 GKS h

IP Sec VPN Tunnelling.
Test Components:

Concerning theh ¢ 9 Qa (S a G o StRe falladvivid_Jabje fresénts the most important
equipment that consist the testbed.
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Component Name Description Requirements

DELL OPTIPLEX 9320| 4 Physicaknd 4 virtual coresCPU Model] Cloud Controller
1xi54570 CPU@3.20GHz, RAM:DDR8tdJ
32 GB, Disk: 500GB SSD

HPE DL380 Genl0 8SH 44 Physical and 88 virtual cor€3?U Model] Compute Node
2xIntel(R) Xeon(R) Gold 6152 CPU@2.10
RAM: DDR4, Disk: 6 disks, Sata/SAS

CISCO ASR 9912 P Router, high speed transport (cor
network, OSI Layer( 2,3), Subscribers
traffic: 100 GBps

CISCO ASR 9010 BNG/PE RouteQSI Lay€r2,3), Subscriber
or traffic: 16000 users
CISCO NCS 5002 SWITCHASR location extension Subscrib

or traffic: 16000 users

ALCATELUCENT 7750| BNG/PE Routers, OSI Layer( 2,3), Subscr
or traffic: 16000 users

CISCO 7609 Router, Layer( 2,3), Subytbers or traffic: 40
GBps
Huawei 9306 Switch
SPIRENT 32K users/ 40GBps ,-420SI Layer Traffic generator

Description of Risk Predictor Interface for OTE use cases

In the figure below, the User Interface of the Risk Predictor is depicted.
(l) DD YIS =  Dashooard | OTE Testbed / Fisk Wiap Q'S]Aﬁf‘.a: = 9 }

EDUNDANCY QOS MPLS Netwonk QoS
& Dashboard

100 100
me  ALB Testbed o 100 0 100

¢ BTC Testbed

InFo

SPLITTER STATE
= OperaTIVE LEVEL:
00000000000000000000
000000000000000CQOOO

000000
00000000000000000

®

N AN N

Figure 5. The User Interface of the Risk Predictor for the OTE use cases
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The User Interface is divided into four parts:

1. The central map with the topology of the telecommunication network under
investigation.

The upper bar containing gauges representing the indicators of the model outputs.

3. A graphical chart at the righop side of the screen for understanding the changes of
three main indicators, i.e., Global, Building and MPLS network Quality of Services.

4. At the rightdownside of he screen, the detailed information of each device of the map.

The indicators that are present in the User Interface of the Risk Predictor are exploited for
understanding which are the type of devices that are affected by the ongoing events

For each testbe, the Risk Predictor has a set of indicators, to summarize the future state of the
infrastructure, as described in D4.4 and representethénfigure aboveln this case they are:

1 Global QoS (Quality of Service): the ability to properly work of the eentir
telecommunication infrastructure.

Service Qo0S: the ability to properly transmit the services around the network.
Building QoS: the foreseen state of the buildings where the routers are present.

Redundancy QoS: the future level of resilience of the nekwor

= =/ =4 =4

MPLS Network QoS: the possible risk connected to Multiprotocol Label Switching
network.

Routing QoS: the ability to correctly routing packets to the right destination.
Switching QoS: the ability of properly work of the set of switches in the network.
1 Frewall QoS: the foreseen ability of the firewall operations.

The Risk Predictor evaluates these indicators as mean values among set of specific agents in the
model. For instance, the Global QoS is computed as the mean value among Service, Redundancy
and MRS network QoS.

The Service QoS is assessed as the mean value among the antennas, and the houses, that are
producing and consuming some services specifically the stream of the different cameras.

The actual model of the OTE test bed is under refinemenbedoincluded in the RESISTO
platform.

Testbed monitoringand Initial Setup

C2NJ 0KS LlzN1J2asSa 2F (GKS wo{L{¢h LAt208@BE AYy 2NRS
lab testbed we have set up a monitoring system, namely LIBRE2NMBich supports te

automated monitoring of a wide range of network hardware and operating systems including

the ones that will be used in the pilot. In addition, it includes a highly customizable alerting

system utilizing a set of uselefined rules to evaluate the situati of each device, port, service

or any other entity. LIBRE NMS monittine Core lab network as a whole, including devices,

traffic and servers. This helps identify and address potential problems as they occur, preventing

both network issues and cascadieffects.

2 hitps://Iwww.librenms.org/
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For LIBRENMS hosting an OpenStabksed NFV/SDN cloud infrastructure is utilized. The
current setup is based on OpenStack Queens (Ubuntu Server 16.04 hd Sompute consists

of 88 vCPU cores, 256GB RAM and 8TB storage space, while beiognimeted via 10Gbps

fiber links to Core Lab and more specifically to RESISTO topology. The cloud is composed of one
controller and one compute node (interconnected via switches/routers). The whole setup is
behind a Cisco PIX 515 firewall, which providéd Nervices. Additionally, a VPN server has
been set up on the Gateway, which provides access to the OpenStack hosts and the running
VMs

For implementing the pilots dhe RESISTO Use Case 1 and Use Case 2 with their inespelot
use cases, we have diie following alert rules applying horizontally to all network elemeiais
in the ollowingFigurg depicingli KS I £ SNII N3z S&a GKIFG KI @S 0SSy Lz

Alerts » Active alerts | Alert history

Timestamp Rule Hostname

I 2021-03-05 15:35:26 Sensor under lin heck Device Health Settings 192.168.100.111

I 2020-11-17 14:45:27 192.168.100.111

Figure6: Set of a¢rts posed

| 2 YL y&gdessiof & a i I8tagsatdn with the RESISTO platform

Allsensingsystens 6 L/ / { Q& ! AND2NYyS ¢KNBFdGa 5SGdSOGAz2y {ea
analytics sensing system) adirectly connectedto the RESISTO platform through P2P VPN.

Specific and several prepaoay tests have been made between ICCS, ADI and LDO to establish a

secure and reliable connection for that purpose.

A w4 oA

Inasimilarwayh ¢ 9 Q& (S & 00 SR the RESISOR pfaffodrQiiirci§2PVPRI. From

h¢9Qa AARS GKS F2ff2aiAyd ySGs2Nla KFoS 688y dz
VPN IP address: 193.218.96.96

LAN Subnet: 192.168.100.0/24

Also a VMmachine with PfSense installed onfdr implementing aP2P (Lan 2 Lan) VPN
connection in order for the network devices to be reachable filRESIST@latform and OTE
testbed.

Q)¢
(s}

Preparaton tests

Prior to the Use Case 1 First Run implementation several specéjaratory tests were
conducted between the partners ICCS, OTE, ADI and LDO for debugging pap&siésvs:

1. External Connectivity Test & Ay OS GKS L/ /{ IlefRard dréeclyd &Sy
connected to the RESISTO platform, several trials were conducted to test the related
connectivity between the respective components. Furthermanghe same framework,
the@ yySOGAGAGE GSaldAay3a 06SihsSSytookptase@swell S& G606 SR

A

Q)¢
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2. Internal Tests:SI OK aSyaAay3a aedaidsSy o6L//{Qa ! AND2NYyS
ADITESS video and audio analytics sensing system) was tested internally to verify that all
its modules were functioning properblong with their various terfaces Furthermore,
GKS he¢9oQa wo{L{¢h ¢SaitdoSR Ay GUKS /2NB tlo gl
and its connectivity with cloud testbed and Libre NMS has been established.

3. SetUp Validation Validate that both theOTEtestbed infrastructureand the ICCS and
l5LQa &aSyaiy3d aeaiasSvya | NS dand thaytiey axddaf y Ay 3 | f
connected to RESISTO platform

4. Testing the visualization of the pilot trialsThe way that the First Run pilots would be
visualized to the users so thab theck the proper functionalities and appearance was
tested. This was made possible through the appropriateugetand testing of the
RESISTO platform Dashbodittie ¢ w9 { L { ¢ h) widich & théIhainéGUI (Graphical
User Interface) to show the sendingédceiving of the events / messages / alerts. The
RESISTO Dashboard environment is being shown in the following Figure while the
relevant alerts are presented in the RESISTO cockpit:

WEBVIEWER

Figure7: The RESISTO Dashboard environmeytierattack and airborne threat alerts in
Cockpit

3.2.Use Case #1 i Sub Use Case #1: Drone-initiated cyber-attack

This Sub use Casghichis the first part of Use &e 16Core Network failure Caused by Physical
& Cyber Attacks to telecommunications Siées ihplemented by OTE t&lecom operatorwith
the assistance of detection tooded sensorsffered by ICCHn thissubcase:

1 A hostile drone / UAV is supposed to approach OTE's premises, overcome the physical
security and gain unauthorized access to Wé-i located inside a protected buildiniglore
specificallythe protected building is consideredtobe¢ 9 Q& / 2NB f | 0 ®

1 The drone / UAV flies over the fence and approaches the building ignoring the physical
security, i.ethe secure fence.
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v A s oA X 4 oA A

f As it approacheshe building,the RNRYy S «k !!1+ A& RSGSOGSR o6& (GKS
Detection System which issues an airborne threat detection event. ICCS deploys active
(radars) and passive (acoustic) sensors for drone detection (described thoroughly in D4.2
[12]), which are directly connected to the RESISTO platfeemding threat detection events
when these occur. The events are sent to the RESISTO platform correlator.

i Atthe same time, the&lrone / UAV connects to the wireless netwdr&m the exterior of the
building, gaining unauthorized accessa network switch and initiates a cybattacki.e. a
DoS atack, which targets the switcflhis results to an inoperative switch and this event is
Ayahdlryidfte RSGISOGSFRserBd& Y h¢9Qa 0O@06SNJ RSTFSOI
9 For the purposes of the RESISTO pilot, a LIBRE NMS has been set up in order to constantly
monitor the status of the testbed. An analytical overview of this NMS was given earlier.
Specific rules have been enabled by the NMS administrator, in dodedarms to be sent
when events occur. In addition, the operational team detects the messages the switch itself
is set to send to the system administrator when an event, affecting its operational status,
occurs. Subsequently, the DoS attack is detectmod a cybeiattack event is issued by
RESISTO.

The drone detection eveniphysical threat)and the cybesattack event are correlated

identifying the UAMnitiated cyberattack at OTE's infrastructure through thé&compromised

WiFi network targetingCore l&. This physical threat is deliberately meant to enable a security

threat inthe cyberR2 Y Ay 2F (G KS (St Srés2itihg dlidyBtidAik Syidea y S ¢ 2 |
physical threat

3.2.1. Correlation Rules Applied in Use Case 11 Scenario 1

During the pilot executiom of Use Case %, Scenario 1fwo distinct eventsare sent to the

RESISTO correlat(so that thecorrelation engine to correlate the)non top ofthe h LIS NJ (i 2 N &
Security system, provikg the respectivalarm:

I The first eventis derived fromthe L / / Arif@rne Threat Detection System,being a
a5whboy59@ént ¢ 95 ¢

 whilethed L b ¢ 9WEINYS R Ay U 2 evenhdeckaringadyderatBck arriveto the
RESISTO2 NNBf I 6§2NJ FNBRY h¢9Qa (SaioSR®

In order the correlation to be successful and accurate thevoilg conditionshouldapply:

U ¢KS da5whb9y59 ¢ 9 /happen évithiS & S0y tiadins dadmiOTE's premises
where the testbed is located.

U The two eventgan be detectedn any order withinlO minutes

Wdza GAFAOF GA2Y 27T (AtBIs poirt itigimpdridiR ® Nighlight 2hg' BIlbwing:2 v Y

As it will be seen in the following, the Use Cé&sk ¢ Sub Use Casé#Hrst Runs pilotsvere

conducted with the normal sequence of the events, as this is foreseen from the Scenario 1
storytelling; that is,initially the drone is detected when it enters the 50m radius, then the

network monitoring gstem detects the cybeattack. However, in a more general and possibly

realistic case, the sequence of events may not be this one but the opposite; for exangle, th

detection of the cybethreat may precede the drone detection, the drone may already have

already gained acces® h ¢ 9 Q4 2 ACA y S ¢ 2 N4 Dod attedki@fisre it ig R A Y A G A
detected by the ICCS Airborne Threat Detection System. In etbeds, the drone may be

detected by any detection system, for any reason, when it is already deep inside the set limit
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and not only when it has just entered the foresemadius. And that imposes that the sequence
of the events may be the opposite one.

In other words, the correlation rules, due to their naturef being general conditions, should
cover all possible cases and sequences of evienis specific potential threat scenarigor that
reason, for the correlation rules to be checked for compliance in ssmylar situation, it is
irrelevant the exact sequence of events, as long as they caimiedy connected that is, as long
as they can bdetectedwithin a time window, reasonable enough to enable their correlation.

This general formulation of the correlati rules ensures that the RESISTO correlation system
will not be misled by anyone who would like to pose narrow rules so that to drift the correlation
procedure to wrong paths or exclude cases; in its full deployment, the RESISTO system should
have a poobf similar correlation rules for various threat scenarios and in a dynamic process.

Based on all the aboveha description of theset correlation rulesmplemented bythe RESISTO
platform for the firstrun in natural language is as follows

A drone is dtected as it approaches OTE's premises, gaiasithorizedaccess to the WiFi and

initiates acyberattack on a network switch. The drone detection event and tyderattack

event are correlated identifying the UAN(tiated cyberattackon OTE's infrasiicture through

the compromisé WiFi network. ' y £ F N¥ A& N} AaSR ¢4,Ké&gbyh¢9Qa {
RESISTO platformeport one of the interfaces turned into down state andijthin a time

window of 10 minutes, a drone is detected within a-B@ter radis ¥ N2Y h¢ 9 Q& LINBYA A4S
ICCS' Airborne Threaef2ction System

3.2.2. Piloting First Run i Use Case Execution (Test Scenarios - Testing
flow)

Following the Use CaseSub Use Case #tory the respectiveFirst Run was pilotedccording
to the stepsbelow:

1. ICCS Aborne Threats Detection Systemiis standby mode.

The ICCS Airborne Threats Detection Sygtawhar and acoustic sensoris)located within the
perimeter of the OTE premisesidis in standby mode (no target is detected yehe following
figure presens the ICCS Airborne Threats Detection Sy$deisual environment for target
detectionas this appearen the laptop / PC screen of the radar operator (ICCS).

Thisis basically &dluman Machine Interface (HMuising Open Street Maps to depict the whole
areaand surroundings of the place of interest (OTE premises). Thus, this application presents
true (real) coordinates of the relevant places so thad tequired precision in the locatismnd
distances is accomplishetihe radar location coordinates are shown the bottom of the map.

The radar location in OTE's premises is marked by the blue dot marker.
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Figure8: ICCS Airborne Threat Detection Module in standby mode (no target detected). The
radar location in OTE's premises is keat by the blue dot marker

2. ICCS Airborne Threats Detection System detects a hostile drone

The ICCS Airborne Threats Detection System is set to Detection Mode; that is, it is activated and
starts scanning the surrounding areadetectpotential airbornetargets.

In normal operatiormode the detection system (radar sensa@$tablishes connection with the

RESISTO platform and continuously setids sensor data to it; however, there is also the
L2aaArAoAtAde GKIFIG GKS RSOSQ@ywWX0UARYES YO dAILIZNT {I2NJ
sensordatatransmissiongtandalonemode).

When a target is detected, th&CCS Airborne Threats Detection System visual environment
presentsthell  NBESG Q& O22NRAYFGSa of 2y 3AAddzRDA (RABNT dEROSO
from the detection system in meters (its projection on the ground). Although the ICCS Airborne

Threats Detection System can detect targets at higher distances, for the purpose of UsezCase 1

Sub Use Casel#it was set that a target is congicedF & & LJ2 thdStifetifér ithe telécom

infrastructure when it is detectedt a distanced A G KAY | pnY NI RAdzZA FNBY he¢
also represented as a correlation rule for the RESISTO collator as well.

Based on the above during Use Cas&uh Use Casel#the ICCS Airborne Threats Detection

System detects a hostile drom 48.94 m, as shown in the following figure. This hostile drone is

marked in the radar visual environment by the red dot markehe ICCS Airborne Threat

Detection Systenda SY R& | a5whb9y@59¢9/ ¢95¢ S@Syld G2 (GKS we¢
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