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RESISTO PROJECT ï PUBLISHABLE EXTENDED ABSTRACT 
 

Communications play a fundamental role in the economic and social well-being of the citizens 
and on operations of most of the CIs. Thus they are a primary target for criminals having a 
multiplier effect on the power of attacks and providing enormous resonance and gains. Also 
extreme weather events and natural disasters represents a challenge due to their increase in 
frequency and intensity requiring smarter resilience of the Communication CIs, which are 
extremely vulnerable due to the ever-increasing complexity of the architecture also in light of 
the evolution towards 5G, the extensive use of programmable platforms and exponential 
growth of connected devices. The fact that most enterprises still manage physical and cyber 
security independently represents a further challenge. RESISTO platform is an innovative 
solution for Communication CIs holistic situation awareness and enhanced resilience (aligned 
with ECSO objectives). Based on an Integrated Risk and Resilience analysis management and 
improvement process availing all resilience cycle phases (prepare, prevent, detect, absorb, etc.) 
and technical resilience capabilities (sense, model, infer, act, adopt), RESISTO implements an 
innovative Decision Support System to protect communication infrastructures from combined 
cyber-physical threats exploiting the Software Defined Security model on a suite of state of the 
art cyber/physical security components (Blockchain, Machine Learning, IoT security, Airborne 
threat detection, holistic audio-video analytics) and services (Responsible Disclosure 
Framework) for detection and reaction in presence of attacks or natural disasters. Through 
RESISTO Communications Operators, will be able to implement a set of mitigation actions and 
countermeasures that significantly reduce the impact of negative events in terms of 
performance losses, social consequences, and cascading effects in particular by bouncing 
efficiently back to original and forward to operational states of operation. 
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EXECUTIVE SUMMARY  
 

The present document is a deliverable of the RESISTO project (Grant Agreement No. 786409) 
Funded ōȅ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ 5ƛǊŜŎǘƻǊŀǘŜ-General for Research and Innovation under 
its Horizon 2020 Research and innovation programme (H2020). 
 
RESISTO concept is an innovative solution for Communication Critical Infrastructures (CIs) 
holistic situation awareness and enhanced resilience providing holistic (cyber/physical) situation 
awareness and enhanced resilience against cyber-physical attacks and disasters. RESISTO will 
help Communications Infrastructures Operators to take the best countermeasures and reactive 
actions exploiting the combined use of risk and resilience preparatory analyses, detection and 
reaction technologies, applications and processes in the physical and cyber domains. 
 
Deliverable 7.2 includes a detailed description of the pilot scenarios and use cases, the first run 
of which has been implemented. Each pilot will be executed according to a two-phase ς two 
run- approach. The first run results, will allow us to target early flaws and challenges, which will 
be addressed in a sanitization period between the two piloting phases. In the second phase, a 
more mature and more stable version of the pilots will be tested. 
 
This document details the execution of the first run of the use cases referred to Macro Scenario 
1: άProtection and resilience of the Current / existing Telecommunication Critical 
Infrastructuresέ including the equipment used, the procedures followed, the connections/ 
interconnections made and other aspects like the testbeds structure and the key performance 
indicators that will enhance the success of the pilot. 
 
There are three pilot sites provided by the partners of the project:  OTE, BTC and TIM. Also a 

flavor is given in this deliverable regarding OTE/ORO interconnected testbeds (the related use 

case will be thoroughly presented in D8.2). The results of the first run will be analyzed in the 

subsequent deliverable (D7.3). 
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ABBREVIATIONS 

 

2G, 3G, 4G Second, third and fourth generation of mobile phone systems 

ACLs Access Control Lists 

API Application Programming Interface 

APTs Advanced Persistent Threats  

AV Antivirus detection 

B2B Back-to-Back gateway 

BPMN Business Model Process And Notation 

BNG Broadband Network Gateway 

CCTV Closed Circuit TV 

CDN Content Delivery Network 

CI Critical infrastructure 

CPU Central Processing Unit 

DDOS Distributed Denial-Of-Service 

DSLAM Digital Subscriber Line Access Multiplexer 

DoS Denial-of-Service 

CPU Central Processing Unit 

ETSI European Telecommunications Standard Institute 

EWCF Emergency Warning Communication Function 

EU European Union 

FW Firewall 

HMI Human Machine Interface 

HW HardWare 

HTTP HyperText Transfer Protocol 

HTTPS Secure HyperText Transfer Protocol 

ICT Information and Communication Technology 

IDS Intrusion detection systems 

IGMP Internet Group Management Protocol  

IoT Internet of Things 

IPS Intrusion prevention systems 
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IPTV Internet Protocol Television 

KPIs Key Performance Indicators 

LAN Local Area Network 

LTCL Long Term Control Loop  

ML Machine Learning 

MMTR Mean Time To Repair 

MTU Maximum Transmission Unit 

NFV Network Functions Virtualization  

NIC Network Interface Card 

NMS Network Management System 

OSINT Open Source INTelligence 

P2P Pear to Pear 

PC Personal Computer 

QoS Quality of Service 

RAM Random Access Memory 

RI  Resilience Indicator 

SDN Software Defined Networking  

SDS Software Defined Security  

SIP Session Initiation Protocol 

SLA Service Level Agreement 

SNMP Simple Network Management Protocol  

SOC Security Operation Center 

SP Service Provider 

STCL Short-Term Control Loop  

S2S Site-to- Site  

SSH Secure Shell  

SW Software 

TCP/IP Transmission Control Protocol/Internet Protocol (TCP/ IP 

TIS Threat Information Service 

UAV Unmanned Aerial Vehicle 

UML Unified Modelling Language 
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UTC Unix Timestamp 

vLAN Virtual LAN 

VM Virtual machine 

VPN Virtual Private Network 

WFL MGR Workflow Manager module 

WIFI Wireless Fidelity 

WP Work Package 
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1. INTRODUCTION  

Protection and resilience of Critical Infrastructures (CIs) has become major issue especially in the 
last two decades. Many economic, social, political and of course technological reasons have 
caused a rapid change in the all aspects of CIs, namely organizational, operational and technical.  
In the past, infrastructures that could be considered as autonomous vertically integrated 
systems with very few or possibly none points of contact with other infrastructures are now 
tightly coupled with many dependencies. Consequently, the risk to society due to inadvertent 
and deliberate CI disruptions has largely increased due to interrelation, complexity, and 
dependencies of these infrastructures.  

The increased use of information and telecommunication technologies (ICT) to support CI 
functionalities has played a major role to this. The need of providing services without disruption 
especially when accidental or malicious events occur has become top priority all over the world.  

The present deliverable aims to provide a detailed description of the designed test 
environments (pilots), their integration with RESISTO platform and finally a description of the 
first run of the use cases and their respective results.  

1.1. Scope  

This document is dedicated to detailing the pilot scenarios and use cases to be implemented and 
executed. Specifically, the purpose of this document is threefold: 

¶ The document develops and formally specifies the technical use cases required for 

realizing the intended pilots. Therefore, the technologies that will be used are described 

in detail and also the pilot architecture and its integration with the RESISTO platform is 

described. 

¶ Furthermore, it defines a clear description of how the different pilots will be executed 

and how users will interact with the modules of the platform.  

¶ Finally, the document provides means to verify the success of the different pilots. For 

this, each pilot takes into consideration the Key Performance Indicators (KPIs) as these 

have already been described and analyzed in detail in D3.8[3] along with evaluation 

criteria and measureable success criteria and metrics. The results of this step will be 

used in the evaluation phase (D7.3). 

1.2. Relation to Other Deliverables within RESISTO 

This document has incoming and outgoing dependencies with the following other deliverables 
of the RESISTO project. 

¶ D2.8[2]: This document contained a detailed specification of the use cases and the 

multiple possible scenarios for our pilots. In the document at hand, we refine the 

selected use cases by describing the technical aspects of the integration between pilot 

specific technologies and RESISTO platform.  

¶ D3.8[3]: This document contained a detailed specification of KPIs, quantities and metrics 

for cyber physical risk and resilience of telecom CI (first and final versions) 

¶ D6.1[5] : RESISTO SW architecture definition 

¶ D7.1[6]: Starting detailed description of the plan for the piloting of the use cases 
executed in the context of the Macro-scenario 1  
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1.3. Document outline 

The deliverable is organized as follows; 

Section 2 presents the methodology we used with respect to the use cases specification and the 
pilots execution as well as a brief overview of the RESISTO architecture and key  elements of the 
platform that play a vital role in the pilots execution. 

The core of this document is given by Sections 3, 5, 6 and 7, where we describe in detail the 
pilƻǘǎΩ execution of WP7 use cases, while in Section 4 a highlight of the interconnected scenario 
ōŜǘǿŜŜƴ h¢9 ŀƴŘ hwhΩǎ ǘŜǎǘōŜŘ ƛǎ ƎƛǾŜƴΦ ¢Ƙƛǎ ǎŎŜƴŀǊƛƻ ƛǎ ŦǳǊǘƘŜǊ ŀƴŀƭȅȊŜŘ ƛƴ 5уΦнΦ Each pilot is 
described by considering its scope, the required technologies, the execution procedure, the 
expected results, as well as its KPIs and evaluation criteria,  

Finally, we briefly conclude in Section 8. 
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2. METHODOLOGY 

2.1. From Macro-Scenario #1 Use Cases to Pilots Execution  

According to the DoW[1], specific main Use cases have been suggested for each Macro-Scenario. 
WP7 will create the baseline for federated actions against a miscellany of evolving physical and 
cyber threats, addressing real operating conditions, affecting the telecom end-users and also 
situations concerning the impact on the general public.  

2.2. Macro-Scenario 1: Protection and resilience of the Current / existing 
Telecommunication Critical Infrastructures 

Macro-Scenario 1 is meant to be examined in the framework of WP7.  

The aim of this macro-scenario is to jointly activate all the necessary assets, infrastructures, and 
people of network providers so as to validate the telco Infrastructures protection against 
physical and cyber threats, exploiting the capabilities of RESISTO platform.  More specifically it 
aims:  

¶ To deploy piloting of a large number of Use Cases addressing the effects of cyber and 
physical threats requirements of existing facilities and infrastructures 

¶ To implement an innovative integrated platform and tools for protection actions against real 
world, known or potentially provisioned, combined physical and cyber threats based on the 
so-far relevant experience 

¶ To specify the architecture of the various test-beds and to pave the way for federation of 
facilities and joint actions 

¶ To mobilize assets, key personnel and networks, engaging the end-users to actively organize 
and execute the pilots 

¶ To encounter technological challenges within existing telecommunication systems and 
critical infrastructures 

¶ To plan, facilitate, demonstrate and provide tangible feedback and evaluation in existing 
premises and infrastructures. 

This macro-scenario creates the baseline for federated actions against a miscellany of evolving 
physical and cyber threats, addressing real operating conditions and infrastructures affecting the 
telecom end-users and also situations concerning the impact on the general public. Thus, setting 
the basis for the logical interconnections of the Scenario pilots to achieve federation aspects. In 
this first macro-scenario the following use cases will be taken into consideration: 

ü Use Case 1: Core Network Failure caused by Physical & Cyber Attacks to 
Telecommunication sites (lead by OTE) 

ü Use Case 2: Telecommunications congestion caused by natural (Earthquake) or man-
made (i.e. Multiple Terrorist Attacks) hazards in Athens (lead by OTE) 

ü Use Case 4: Disruption of major sporting event by combined physical & cyber-attack by 
a terrorist organization (lead by BTC) 

ü Use Case 10: Protection and resilience of the TIM's network nodes (lead by TIM) 
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RESISTO use cases described in this deliverable are not static; instead they will evolve during the 
project in order to best prove the RESISTO functionalities during the pilot phase of the project. 
Therefore, some of the attributes from the general description and structure given herein may 
be adjusted and differentiated in later stages through the validation framework iterations.  

2.3. Pilot Integration and Execution  

Regarding the integration and testing/piloting, a two-phased approach will be applied for each 
of the pilots during their execution, for WP7-WP8-WP9, according to the following picture.   

 

 

 
In case of WP7, the first run is covered in the task 7.3, the second run in the task 7.4. 

 
The mapping among Tasks and deliverables is represented below: 

 

In case of WP7, the first deliverable is D7.2, which is  the present document. 
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The methodology for the integration and testing is an agile testing approach as depicted in 
Figure 1. Briefly, this methodology considers testing and RESISTO platform development as two 
closely intertwined phases. With respect to the practical, separate, and integrated module and 
testbed testing, we opted for an approach proposed by Myers et al.[13] shows a generic 
perspective of the integration, testing, and validation processes, which will be adopted by the 
RESISTO WP7 team. 

 

 

Figure 1: RESISTO testing methodology  

According to this generic methodology, our plan is composed of the following major steps: 

1. Individual units connected with RESISTO platform.  For each Use case more details will 

be specified in the related sections. More specifically information about the connectors, 

the data formats that are used (e.g.: REST with JSON) and data ingestion parameters 

(e.g.: which use case data from which testbed is ingested by RESISTO at which time 

interval) will be given separately for each pilot. 

2. RESISTO platform individual testing with each unit (e.g. ǎŜƴǎƻǊΣ ƻǇŜǊŀǘƻǊǎΩ Network 

Monitoring Systems (NMSs)) to ensure their proper operation before testing begins. 

Integration with RESISTO platform for each pilot components and subsequent testing of 

the individual units to ensure their correct operation. 

3. Integration and integration testing of the RESISTO platform with the different 

environments from each piloting use case.  

4. A first pilot phase of the different pilots integrated with the RESISTO platform will allow 

us to target early flaws and challenges.  

5. Feedback from the first pilot phase is given to both operators and RESISTO 

administrators and corrective measures are implemented whenever necessary in this 

sanitization period. If needed individual units will be re-tested against the reported 
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problems similar to Steps 1 and 2. In the first run and in some cases in the second run as 

well, the physical sensors will be simulated due to access restrictions on premises 

accessibility as a result of the current pandemic. 

6. Integration of new individual unit modules addressing feedback from the first piloting 

phase  

7. Similar to Step 4, the fully integrated pilots will be tested internally. 

The second phase of the pilot will be used to collect feedback for evaluating the success of the 
different RESISTO pilots according to the criteria defined in D3.8 [3]. 

2.4. Pilot Verification  

While all the deliverables and past work main purpose was to derive the RESISTO architecture 
and give an understanding what the pilots want to achieve and how it could be technically done, 
it has still to be defined how the pilots are executed and how to determine if they have success. 
We therefore derived acceptance criteria based on previously defined key performance 
indicators (KPIs)(D3.8) as follow: 

¶ Each pilot defines expected results for its execution. They explain the motivation behind 

the execution of the pilot and explain where functional and non-functional gaps exist 

which can be closed by using RESISTO  technology. Each expected result is linked to one 

or more acceptance criterias. The acceptance criterias will be used during the evaluation 

phase to determine the success of the pilot and analyze the results and if they had a 

positive impact on critical infrastructure, what prevented the success, or what was 

missing during the execution as part of the lessons learned. 

¶ In order to quantify the expected results each pilot has already defined their respected 

key perfomance indicators. For each KPI, this deliverable will present how it will be 

measured and which values or thresholds indicate a success or positive KPI. 

2.5. Key Features of the RESISTO System 

The RESISTO system architecture is extensively described in detail within the D2.6[8] and D2.7[9] 
as well as D6.1[5] Deliverables. Thus, herein the most significant architectural aspects that are at 
the forefront of addressing the identification and response to both physical and cyber threats 
will be highlighted, to enable the description of each Use Case that will follow in the next 
Chapters.  

RESISTO will foster an integrated risk-resilience analysis and assessment of the communication 
CIs, detection of threats/attacks even faster and more cost-effective response, so that all these 
to result in a better informed and more efficient decision making. The RESISTO platform is 
modular and adaptable to interfacing with the existing infrastructures through the following five 
core functions that represent a full cycle of reaction namely:  

ü Identification  

ü Protection  

ü Detection  

ü Response  

ü Mitigation  



 ID: RESISTO_D7.2_210513_01 

  

 

 
Date: 13-05-2021                           Approval status: APPROVED          Page 27/ 149 

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be  

distributed or reproduced without the formal approval of the RESISTO Steering Committee 

 

Figure 2: RESISTO high level Architecture and key elements 

The figure above depicts the high level RESISTO Architecture, which has been analyzed 
thoroughly in other deliverables and especially in D2.8 [2], D6.1[5] and D7.1[6]). 
Nevertheless, we will briefly mention the elements of the platform that will play a key role in the 
pilots as well as their functions.  
 
1. Cyber/Physical Event Correlator 

The Event correlator looks for specific patterns, defined as a database of rules, among the 
messages it receives or reads from all the testbeds; whenever a match is found, the 
correlator synthesizes all the relevant information into a single report which sends to the 
WFL MGR (Workflow Manager module), as to inform the EWCF and to send alarms to the 
Rescue Team. 
 

2. Workflow Manager 
The WFL MGR, that is involved in response and mitigation steps of RESISTO, supports the 
identification of the specific actions to be carried out when a specific event occurs. In this UC 
it will send a message to the EWCF with the relevant information related to the event and to 
the rescue team to be alerted. LDO SC2 framework shall be adapted to collect automatic 
and manual reaction strategies and interact with communication infrastructure and 
operators. The Workflow Management will interact with the Software Defined Security 
System, as automatic reconfiguration of the ICT network, with the Decision Making System, 
as guide for supply operations, and with the cyber-security security response, for cyber 
physical incidents will not aim at reducing only the overall risk of cyber, physical or cyber-
physical targets being breached, but they will focus on preferentially minimizing the highest 
possible damage that can be inflicted by adversaries. The RESISTO Workflows are designed 
and managed by a Workflow engine based "Business Model Process and Notation" (BPMN) 
that is a standard for the modelling of business processes that provides a graphical 
representation of the processes based on flow diagrams similar to the activity diagrams 
used in the UML (Unified Modelling Language). The objective of BPMN is to provide support 
to the management of business processes both for "technical" users and end users through 
a notation that is intuitive but also able to represent complex processes. The RESISTO 
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workflows are based on a series of recurring basic actions in various situations of which we 
can distinguish the following cases which are the most frequent: 

¶ User Tasks to be performed manually: in this case the operator must execute 
the task autonomously. In some cases the task involves using tools or interfaces 
made available by RESISTO, in others the operator must perform the action with 
other means and finally click on the "Done" button. In this case there is no 
control as to whether the operator actually carried out the action but it remains 
tracked on the database for subsequent checks so the operator assumes 
responsibility for having declared that the action has been carried out. 

¶ Manual user tasks with multiple choices: the operator must make a choice by 
selecting from a combo of predefined values and press "Done". The choice is 
registered on the data base. The choice usually selects a branch on the workflow 
path. 

¶ Script Task for Alerting people: this type of task usually involves the invocation 
of the EWCF component that deals with communication with the field in case of 
emergency. There may be cases in which the operator must instead call by 
phone.  

¶ Task script for interaction with Network Orchestrator: this type of task involves 
the automatic invocation of the network orchestrator to execute specific 
commands. In test beds that provide direct action on the network, we prefer to 
act through a network orchestrator. RESISTO has at least two types: SDN 
orchestrator and ETSI 5G Orchestrator. In some cases it is not possible to act 
directly with a network orchestrator and then proceed manually using an 
Orchestrator native User Interface (Embedded into RESISTO HMI if possible) or 
by alerting the staff in charge to take those actions. 

The detail of RESISTO workflow manager component is described in deliverable D5.3[10]. 
 

3. Knowledge Base 
The Knowledge Base is the repository storing set of information about test bed 
configuration and test resultsΦ LǘΩǎ ŀ ǊŜŀƭƛȊŜŘ by Google Drive service, based on Google cloud, 
to : 

¶ keep all work in one place 

¶ manage multiple file formats 

¶ access files from any device 
Examples of folder types and file types are listed below: 

¶ Test bed configuration: provided by each Operator involved 

¶ Matrix of RIs 
Á Estimated: Resilience Indicators measured offline (Long Term Control Loop): 

one matrix for each test bed 
Á Expected: Resilience Indicators measured offline (Long Term Control Loop), 

taking into account the specific attacks and the specific countermeasures 
involved in each use case: one matrix for each use case  

¶ Matrix of RIs Real (Resilience Indicators measured during the Pilots, Short Term 
Control Loop)  

¶ Expected KPIs 

¶ Measured KPIs 

¶ Compared (DELTA RIs, DELTA KPIs) 

¶ Direct Measures collected in the field before and after the mitigation is applied 
(eventually) 
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4. Emergency Warning Communication Function (EWCF) 
The EWCF module is needed to manage the notification of the possible threats against the 
monitored network elements. The notification will be sent to the Security Operation team 
by means of a dedicated app to be installed on a mobile phone. The EWCF is interconnected 
to the Event Correlator and Workflow manager of the RESISTO platform. 
 

5. Rescue Team Apps 
The Rescue Team App consists of an App to be installed on the mobile phone of the security 
personnel in charge to monitor and manage the security aspects of the customer 
networks/elements 

 

2.6.  Long Term Control Loop  

The Long Term Control Loop (LTCL) includes the nine step resilience management process as 
described in D3.9. Included in this process are simulation steps (step 6 and step 8). The tool used 
for these simulations is the CaESAR tool [7]. 

For the simulation, the test bed has been modelled using nodes and arcs in a graph, where in 
the network components like routers, repeaters, servers are modelled as nodes, while their 
connectivity is modelled using arcs. Arcs can represent both physical connections like FO cables 
or copper cables and wireless connectivity.  

In order to simulate the behaviors and capture different scenarios, nodes are assigned 
attributes: for example, different component manufacturers, or cyber component name (e.g. 
router-repeaters, database etc.). Every component in this model also has a mean time to repair, 
capacity, and a flow rate which capture other physical aspects of the infrastructure and 
information flow.  

The parameter άmean time to repairέ όa¢¢wύ is used to recover components after they have 
failed as a consequence of attack or cascade after attack on another component. Once the 
nodes are attacked, the downtime of the component is measured/tracked until it reaches the 
MTTR value. After reaching its MTTR the node or arc is set to its active (repaired) state. 

The threats are modelled with probabilities of attack, node failure and arc failures. A multitude 
of combinations is possible with the generic threat modelling approach applied. This includes 
attack on the grid by geo-location, shapes, percentage, count, component ids, component 
attributes, and cascades (both definitive and probabilistic) based on attributes and connectivity.  

The modelling technique is starting point towards a more detailed simulation strategy, wherein 
user could equip these cyber-physical components with more detailed mathematical/equivalent 
models to simulate them as agents with more complicated rule-based functionalities.  

As a starting point, assumptions like failure probabilities for nodes and arcs coupled with threat 
proportional MTTR are employed to analyze impacts of some pre-defined threats (guided by the 
use cases). These are categorized as cyber and physical attacks. Cyber-attacks include 
Distributed denial of service, Malwares, bot-net attacks, routing table poisoning and so on. 
Physical attacks are more generic example terrorist attacks causing infrastructure damage, 
physical intrusions, natural disasters and cable cuts. While cyber-attacks are specific to test beds 
and components involved, physical attacks are rather generic and modelled using above 
mentioned probabilities.  

 
Table 1 highlights the MTTR assumptions. MTTR is assumed to be the same for all affected 
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components in each case. For most of these attŀŎƪǎΣ ǘƘŜ ǾŀƭǳŜǎ ǿŜǊŜ ǘŀƪŜƴ ŦǊƻƳ ǘƘŜ ƻǇŜǊŀǘƻǊǎΩ 
estimates. More accurate assumptions will be used in the later runs, with the feedback from the 
STCL. CƻǊ Ƴƻǎǘ ƻŦ ǘƘŜǎŜ ŀǘǘŀŎƪǎΣ ǘƘŜ ǾŀƭǳŜǎ ǿŜǊŜ ǘŀƪŜƴ ŦǊƻƳ ǘƘŜ ƻǇŜǊŀǘƻǊǎΩ ŜǎǘƛƳŀǘŜǎΦ aƻǊŜ 
accurate assumptions will be used in the later runs, with the feedback from the STCL. 

 
Table 1: The mean time to repair (MTTR) for the different attacks tested in WP7 

 

 

 

 

 

 

 

A small variation with different combinations of the mentioned probabilities, component 
attributes and MTTR already gives an interesting insight of the test beds. The results and 
analysis are presented in the following section.  

The performance functions selected for the results include the percentage of working nodes 
(normalized by the initial fully functioning network), and the percentage of working arcs. Future 
runs may add additional performance functions. 

2.6.1. Estimated Resilience Indicators (RIs) Description 

The resilience indicators were introduced earlier in the RESISTO project and quantify various 
aspects of the resilience curves. The 3 RIs used in these simulations are RI1, the maximum 
performance loss, RI3: full duration of affect (Start of event until full recovery), and RI4, the total 
performance loss. The ideal solution would be to have low values for all RIs.   

These RIs as well as the resilience curves will be used during the comparison of the Long-Term 
Control Loop (LTCL) and Short-Term Control Loop (STCL). Other data besides the RIs and the 
recorded resilience curves will be shared from the STCL to the LTCL to improve the simulations 
in the LTCL. This includes the threat impacts, such as the sequence of failures and the final worst 
state, and the immediate drop in damage. The repair or replace time for the total system will 
also be provided. This data will be implemented into the LTCL in order to improve the accuracy 
of the simulations. All of this information will be stored in the Knowledge Base, as discussed in a 
previous deliverable (D2.7). Further details and results of this comparison will be available in 
future deliverables (D7.3, D8.3 and D9.3). 

 

2.7. OSINT and Machine Learning (ML) based Physical and Cyber Threat 
Detector 

To identify potential threats (both cyber and/or physical ones) surrounding a telecom network 
or a specific sector, RESISTO makes use of open source intelligence (OSINT) techniques crawling 
and learning from publicly available sources in order to perform in-ŘŜǇǘƘ ά¢ƘǊŜŀǘ LƴǘŜƭƭƛƎŜƴŎŜέ 
analysis of both internal and external threats. Threat Intelligence attempts to defend against 

Attack Mean time to repair 

DDOS 180 min 

Malware 300 min 

Physical damage 1500 min 

Arc damages 900 min 



 ID: RESISTO_D7.2_210513_01 

  

 

 
Date: 13-05-2021                           Approval status: APPROVED          Page 31/ 149 

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be  

distributed or reproduced without the formal approval of the RESISTO Steering Committee 

both zero-day threats, exploits and Advanced Persistent Threats (APTs). OSINT & ML Threat 
Intelligence functionalities are carried out by the RESISTO modules described below. 
 

 
  

Figure 3:  OSINT/ML based Physical and Cyber Threat Detector 

 

¶ OSINT Crawler Module.  
The OSINT crawler (OC) module includes the crawlers able to collect the threat events 
related to: Common Cyber Vulnerability Exposure Threats (TIA: Threat Information 
Analyzer crawler), Weather events (WFC crawler) and Earthquake events (EQC crawler). 
In addition, the TIA module manages the information received by the IGW and with the 
support of TWR module (ML platform identifies the events to be reported to the Event 
Correlator module.   
 

¶ IVRE1 (IGW-IVRE Gateway and IVRE Platform) Module. 
This module performs the scanning of the telecom network to protect in order to 
identify its nodes and their HW and SW characteristics. It includes the IGW (IVRE 
expanded Client needed to interface the OSINT Service Module and the IVRE 
Framework, able to scan the telecom network. 
 

¶ OSINT Service (TIS: Threat Information Service) Module. 
This module manages the information collected by the TIA, preparing the threat 
description (completing them with additional info gathered from CIRCL organization 
site) in order to prepare and send a threat alarm message to the Event Correlator using 
the Kafka Broker Queue. In case of physical events (weather or earthquake) this module 
is by-passed and the message is sent to the Event correlator by the WFC and EQC 
crawlers. 
 

¶ TWR (ML Platform) Module. 

                                                           
1
 https://ivre.rocks/  

https://ivre.rocks/
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The TWR provide the ML based functionalities that support the analysis of the cyber 
threats in order to identify the relevant ones that have to be reported to the Event 
Correlator.   

¶ Event Correlator 
See section 2.5 for description  
 

¶ Workflow Manager  
See section 2.5 for description  
 

¶ Emergency Warning Communication Function 
See section 2.5 for description  
 

¶ Rescue Team Apps  
See section 2.5 for description  
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3. UC1: CORE NETWORK FAILURE CAUSED BY PHYSICAL & CYBER 
ATTACKS TO TELECOMMUNICATION SITES  (OTE, ICCS, ADI) 

 

3.1. Introduction and Brief description  

 

All RESISTO use cases are thoroughly analyzed in 5нΦу άTable Top Read Teaming Results of 
w9{L{¢h !ǊŎƘƛǘŜŎǘǳǊŜ {ŎŜƴŀǊƛƻǎ ŀƴŘ ¦ǎŜ /ŀǎŜǎέ[2].   

Use Case 1 refers to the complicated effects of a cyber-physical attack targeting core 
telecommunication network, which is continually been monitored and additionally is protected 
ōȅ ǘƘŜ ǘŜƭŜŎƻƳ ǇǊƻǾƛŘŜǊΩǎ ǎŜŎǳǊƛǘȅ ǎȅǎǘŜƳǎ ŦƻǊ ōƻǘƘ ŎȅōŜǊ ŀƴŘ ǇƘȅǎƛŎŀƭ ŀǘǘŀŎƪǎΦ Use Case 1 
addresses the fact that telecom assets and facilities are vulnerable to more sophisticated 
threats, not directly detected as such; physical threats may enable cyber-attacks while their 
correlation is not evident from the beginning.   

For the piloting purposes we consider that the ǇǊƻǾƛŘŜǊΩǎ ŦŀŎƛƭƛǘƛŜǎ ŜȄǇŜǊƛŜƴŎŜ ŀƴ ŜȄǘǊŀ ƻǾŜǊƭŀȅ ƻŦ 
protection from RESISTO platform and its respective functionalities.  

The Use Case 1 will again be implemented by OTE as the main telecom operator with the 
assistance of modern detection tools offered by the partners ICCS and ADI.  

Two relevant subcases are envisioned, in the context of Use Case 1; both of them deal basically 
with cyber-attacks enabled by different types of physical threats (either UAV or intruders).  

Their testing findings will be of major assistance in proving RESISTO added value to the telecom 
ǇǊƻǾƛŘŜǊΩǎ ǎŜŎǳǊƛǘȅ ǎȅǎǘŜƳǎΣ but the platforms throwbacks as well in order to upgrade it for the 
second round of pilots.  

Thus both scenarios have certain similarities but also present certain differences on the tools 
involved as well as on the impact they create. To this end, during the pilot execution of the First 
Run we emphasized in testing these different aspects so that to highlight all the various 
dimensions and components involved rather than repeating the same type of experiments. And 
this emphasis is addressed in the pilot execution description that follows where we highlight the 
most important testing parameters for each of the two Use Case 1 sub use cases.  
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3.1.1. Pilot Preparation, Integration with RESISTO platform and Initial Setup  

All the conducted preparatory actions for the pilot implementation of Use Case 1 (as well as all 
¦ǎŜ /ŀǎŜǎ ƛƴǾƻƭǾƛƴƎ ǘƘŜ h¢9Ωǎ ǘŜǎǘōŜŘ ƛΦŜΦ ¦ǎŜ /ŀǎŜ н ŀƴŘ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ h¢9-ORO Use Case) 
are provided in the following:  

h¢9Ωǎ Testbed Description  

For the needs of all h¢9Ωǎ Use Cases within RESISTO, namely Use Case 1, Use Case 2 and the 
impacted Use Case between OTE and ORO, the following logical testbed has been deployed.  

As far as service functions are concerned, h¢9Ωǎ ƴŜǘǿƻǊƪ is using packet networking and most 
services are provided through application servers, using AAA mechanisms for activation of each 
service, but served over the same network. The differentiation of services is achieved by 
applying various network policies on the virtual circuits (VLANs, VPNs, etc.) that are formed, 
mostly based on the profile of each customer (e.g. Bronze, Silver, Gold) and the SLAs 
accompanying it. 

 

 

 

 

 

 

 

 

 

 

Figure 4:  h¢9Ωǎ [ƻƎƛŎŀƭ ¢ŜǎǘōŜŘ ǳǎŜŘ ŦƻǊ ŀƭƭ w9{L{¢h Ǉƛƭƻǘǎ  

/ƻǊŜ ƭŀōΩǎ ƛƴǘŜǊŦŀŎŜǎ ŀǊŜ Ƴŀƛƴƭȅ млD ŀƴŘ мD ōƻǘƘ ŦƛōŜǊ ŀƴŘ ŎƻǇǇŜǊΦ There is a traffic generator 
which is Spirent test Center and has direct/physical connection to other components with cable 
(fiber for data and copper for management). 

All metro Ethernet Switches (distributors) are Huawei connected with Layer 2 and L3 VPN 
connections to distant sites while locally are connected through cable (both fiber and copper). 
All BNG Routers are CISCO and are considered core network. They have connections to other 
components with cable (fiber and copper) and indirect connections to other components 
located in other sites through Layer 2 and L3 VPN connections.  Regarding security the lab has 
firewalls enabled through ACLs (Access Control Lists). 

!ǎ ƛǘ ƛǎ ŘŜǇƛŎǘŜŘ ƛƴ ǘƘŜ ŦƛƎǳǊŜ ōŜƭƻǿΣ h¢9Ωǎ ǘŜǎǘōŜŘ ƛǎ ŎƻƴƴŜŎǘŜŘ ǘƻ ǘƘŜ w9{L{¢h ǇƭŀǘŦƻǊƳ located 
ƛƴ ¢LaΩǎ ǇǊŜƳƛǎŜǎ ƛƴ LǘŀƭȅΣ ŀǎ ǿŜƭƭ ŀǎ ǘƻ ǘƘŜ hwh ǘŜǎǘōŜŘ ƭƻŎŀǘŜŘ ƛƴ .ǳŎƘŀǊŜǎǘ wƻƳŀƴƛŀΣ ǘƘǊƻǳƎƘ 
IP Sec VPN Tunnelling.  

Test Components: 

Concerning the h¢9Ωǎ ǘŜǎǘōŜŘ ŎƻƳǇƻƴŜƴǘǎ, the following table presents the most important 
equipment that consists the testbed.  
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Component Name Description Requirements 

DELL OPTIPLEX 9020-3 4 Physical and 4 virtual cores, CPU Model: 
1xi5-4570 CPU@3.20GHz, RAM:DDR3, Up to 
32 GB, Disk: 500GB SSD 

Cloud Controller  

HPE DL380 Gen10 8SFF 44 Physical and 88 virtual cores, CPU Model: 
2xIntel(R) Xeon(R) Gold 6152 CPU@2.10GHz, 
RAM: DDR4, Disk: 6 disks, Sata/SAS 

Compute Node 

CISCO ASR 9912 P Router, high speed transport (core) 
network, OSI Layer( 2,3), Subscribers or 
traffic: 100 GBps 

 

CISCO ASR 9010 BNG/PE Router, OSI Layer( 2,3), Subscribers 
or traffic: 16000 users 

 

CISCO NCS 5002 SWITCH-ASR location extension Subscribers 
or traffic: 16000 users 

 

ALCATEL-LUCENT 7750 BNG/PE Routers, OSI Layer( 2,3), Subscribers 
or traffic: 16000 users 

 

CISCO 7609 Router, Layer( 2,3), Subscribers or traffic: 40 
GBps 

 

Huawei 9306 Switch  

SPIRENT  32K users/ 40GBps , L2-4 OSI Layer  Traffic generator 

 

Description of Risk Predictor Interface for OTE use cases  

In the figure below, the User Interface of the Risk Predictor is depicted.  

 

Figure 5:  The User Interface of the Risk Predictor for the OTE use cases 
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The User Interface is divided into four parts: 

1. The central map with the topology of the telecommunication network under 
investigation. 

2. The upper bar containing 8 gauges representing the indicators of the model outputs. 

3. A graphical chart at the right-top side of the screen for understanding the changes of 
three main indicators, i.e., Global, Building and MPLS network Quality of Services. 

4. At the right downside of the screen, the detailed information of each device of the map. 

The indicators that are present in the User Interface of the Risk Predictor are exploited for 
understanding which are the type of devices that are affected by the ongoing events 

For each testbed, the Risk Predictor has a set of indicators, to summarize the future state of the 
infrastructure, as described in D4.4 and represented in the figure above. In this case, they are: 

¶ Global QoS (Quality of Service): the ability to properly work of the entire 
telecommunication infrastructure. 

¶ Service QoS: the ability to properly transmit the services around the network. 

¶ Building QoS: the foreseen state of the buildings where the routers are present. 

¶ Redundancy QoS: the future level of resilience of the network. 

¶ MPLS Network QoS: the possible risk connected to Multiprotocol Label Switching 
network. 

¶ Routing QoS: the ability to correctly routing packets to the right destination. 

¶ Switching QoS: the ability of properly work of the set of switches in the network. 

¶ Firewall QoS: the foreseen ability of the firewall operations. 

The Risk Predictor evaluates these indicators as mean values among set of specific agents in the 
model. For instance, the Global QoS is computed as the mean value among Service, Redundancy 
and MPLS network QoS.  

The Service QoS is assessed as the mean value among the antennas, and the houses, that are 
producing and consuming some services specifically the stream of the different cameras.  

The actual model of the OTE test bed is under refinement to be included in the RESISTO 
platform. 

Testbed monitoring and Initial Setup  

CƻǊ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ǘƘŜ w9{L{¢h ǇƛƭƻǘǎΣ ƛƴ ƻǊŘŜǊ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǇǊƻǇŜǊ ƳƻƴƛǘƻǊƛƴƎ ƻŦ h¢9Ωǎ Core 
lab testbed, we have set up a monitoring system, namely LIBRE NMS2, which supports the 
automated monitoring of a wide range of network hardware and operating systems including 
the ones that will be used in the pilot. In addition, it includes a highly customizable alerting 
system utilizing a set of user-defined rules to evaluate the situation of each device, port, service 
or any other entity. LIBRE NMS monitors the Core lab network as a whole, including devices, 
traffic and servers. This helps identify and address potential problems as they occur, preventing 
both network issues and cascading effects. 

                                                           
2
 https://www.librenms.org/  

https://www.librenms.org/
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For LIBRE NMS hosting an OpenStack-based NFV/SDN cloud infrastructure is utilized. The 
current setup is based on OpenStack Queens (Ubuntu Server 16.04 LTS). The Compute consists 
of 88 vCPU cores, 256GB RAM and 8TB storage space, while being interconnected via 10Gbps 
fiber links to Core Lab and more specifically to RESISTO topology. The cloud is composed of one 
controller and one compute node (interconnected via switches/routers). The whole setup is 
behind a Cisco PIX 515 firewall, which provides NAT services. Additionally, a VPN server has 
been set up on the Gateway, which provides access to the OpenStack hosts and the running 
VMs  

For implementing the pilots of the RESISTO Use Case 1 and Use Case 2 with their respective sub 
use cases, we have set the following alert rules applying horizontally to all network elements, as 
in the following Figure, depicting ǘƘŜ ŀƭŜǊǘ ǊǳƭŜǎ ǘƘŀǘ ƘŀǾŜ ōŜŜƴ ǇƻǎŜŘ ǘƻ ƻƴŜ ƻŦ ǘƘŜ ǊƻǳǘŜǊǎΩΦ  

 

 

Figure 6: Set of alerts posed 

 

/ƻƳǇƻƴŜƴǘǎΩ and sensing ǎȅǎǘŜƳǎΩ Integration with the RESISTO platform: 

All sensing systems όL//{Ωǎ !ƛǊōƻǊƴŜ ¢ƘǊŜŀǘǎ 5ŜǘŜŎǘƛƻƴ {ȅǎǘŜƳ ŀƴŘ !5L¢9{{ ǾƛŘŜƻ ŀƴŘ ŀǳŘƛƻ 
analytics sensing system) are directly connected to the RESISTO platform through P2P VPN. 
Specific and several preparatory tests have been made between ICCS, ADI and LDO to establish a 
secure and reliable connection for that purpose.  

In a similar way, h¢9Ωǎ ǘŜǎǘōŜŘ ǿŀǎ ŎƻƴƴŜŎǘŜŘ ǘƻ the RESISTO platform through P2P VPN. From 
h¢9Ωǎ ǎƛŘŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ƴŜǘǿƻǊƪǎ ƘŀǾŜ ōŜŜƴ ǳǎŜd: 

VPN IP address: 193.218.96.96 

LAN Subnet: 192.168.100.0/24 

Also a VM machine with PfSense installed on it for implementing a P2P (Lan 2 Lan) VPN 
connection in order for the network devices to be reachable from RESISTO platform and OTE 
testbed.  

Preparation tests: 

Prior to the Use Case 1 First Run implementation several specific preparatory tests were 
conducted between the partners ICCS, OTE, ADI and LDO for debugging purposes, as follows: 

1. External Connectivity Tests: ǎƛƴŎŜ ǘƘŜ L//{ ŀƴŘ !5LΩǎ ǎŜƴǎƛƴƎ ǎȅǎǘems are directly 
connected to the RESISTO platform, several trials were conducted to test the related 
connectivity between the respective components. Furthermore, in the same framework, 
the cƻƴƴŜŎǘƛǾƛǘȅ ǘŜǎǘƛƴƎ ōŜǘǿŜŜƴ h¢9Ωǎ ǘŜǎǘōŜŘ ŀƴŘ w9{L{¢h ǇƭŀǘŦƻǊƳ took place as well. 
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2. Internal Tests: ŜŀŎƘ ǎŜƴǎƛƴƎ ǎȅǎǘŜƳ όL//{Ωǎ !ƛǊōƻǊƴŜ ¢ƘǊŜŀǘǎ 5ŜǘŜŎǘƛƻƴ {ȅǎǘŜƳ ŀƴŘ 
ADITESS video and audio analytics sensing system) was tested internally to verify that all 
its modules were functioning properly along with their various interfaces. Furthermore, 
ǘƘŜ h¢9Ωǎ w9{L{¢h ¢ŜǎǘōŜŘ ƛƴ ǘƘŜ /ƻǊŜ ƭŀō ǿŀǎ ǘŜǎǘŜŘ ǘƻ ŎƘŜŎƪ ǘƘŀǘ ƛǘ ƛǎ ǳǇ ŀƴŘ ǊǳƴƴƛƴƎ 
and its connectivity with cloud testbed and Libre NMS has been established. 

3. Set-Up Validation: Validate that both the OTE testbed infrastructure and the ICCS and 
!5LΩǎ ǎŜƴǎƛƴƎ ǎȅǎǘŜƳǎ ŀǊŜ ǳǇ ŀƴŘ ǊǳƴƴƛƴƎ ŀƭǘƻƎŜǘƘŜǊ ŀǎ ŀ ǎŜǘǳǇ and that they are all 
connected to RESISTO platform. 

4. Testing the visualization of the pilot trials: The way that the First Run pilots would be 
visualized to the users so that to check the proper functionalities and appearance was 
tested. This was made possible through the appropriate set-up and testing of the 
RESISTO platform Dashboard (the άw9{L{¢h ŎƻŎƪǇƛǘέ) which is the main GUI (Graphical 
User Interface) to show the sending / receiving of the events / messages / alerts. The 
RESISTO Dashboard environment is being shown in the following Figure while the 
relevant alerts are presented in the RESISTO cockpit:  

 

Figure 7: The RESISTO Dashboard environment: cyber-attack and airborne threat alerts in 
Cockpit 

3.2. Use Case #1 ï Sub Use Case #1: Drone-initiated cyber-attack  

This Sub use Case, which is the first part of Use Case 1 άCore Network failure Caused by Physical 
& Cyber Attacks to telecommunications Sitesέ ƛs implemented by OTE as telecom operator, with 
the assistance of detection tools and sensors offered by ICCS. In this subcase: 

¶ A hostile drone / UAV is supposed to approach OTE's premises, overcome the physical 
security and gain unauthorized access to the WiFi located inside a protected building. More 
specifically the protected building is considered to be h¢9Ωǎ /ƻǊŜ ƭŀōΦ  

¶ The drone / UAV flies over the fence and approaches the building ignoring the physical 
security, i.e. the secure fence. 
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¶ As it approaches the building, the ŘǊƻƴŜ κ ¦!± ƛǎ ŘŜǘŜŎǘŜŘ ōȅ ǘƘŜ L//{Ωǎ !ƛǊōƻǊƴŜ ¢ƘǊŜŀǘ 
Detection System which issues an airborne threat detection event. ICCS deploys active 
(radars) and passive (acoustic) sensors for drone detection (described thoroughly in D4.2 
[12]), which are directly connected to the RESISTO platform, sending threat detection events 
when these occur. The events are sent to the RESISTO platform correlator.  

¶ At the same time, the drone / UAV connects to the wireless network from the exterior of the 
building, gaining unauthorized access to a network switch and initiates a cyber-attack i.e. a 
DoS attack, which targets the switch. This results to an inoperative switch and this event is 
ƛƴǎǘŀƴǘƭȅ ŘŜǘŜŎǘŜŘ ŦǊƻƳ h¢9Ωǎ ŎȅōŜǊ ŘŜŦŜŎǘ sensors.  

¶ For the purposes of the RESISTO pilot, a LIBRE NMS has been set up in order to constantly 
monitor the status of the testbed. An analytical overview of this NMS was given earlier. 
Specific rules have been enabled by the NMS administrator, in order for alarms to be sent 
when events occur. In addition, the operational team detects the messages the switch itself 
is set to send to the system administrator when an event, affecting its operational status, 
occurs. Subsequently, the DoS attack is detected and a cyber-attack event is issued by 
RESISTO. 

The drone detection event (physical threat) and the cyber-attack event are correlated 
identifying the UAV-initiated cyber-attack at OTE's infrastructure through the άcompromisedέ 
WiFi network targeting Core lab. This physical threat is deliberately meant to enable a security 
threat in the cyber ŘƻƳŀƛƴ ƻŦ ǘƘŜ ǘŜƭŜŎƻƳ ǇǊƻǾƛŘŜǊΩǎ ƴŜǘǿƻǊƪ resulting altogether in a cyber-
physical threat.  

3.2.1. Correlation Rules Applied in Use Case 1 ï Scenario 1 
During the pilot execution of Use Case 1 ς Scenario 1, two distinct events are sent to the 
RESISTO correlator (so that the correlation engine to correlate them), on top of the hǇŜǊŀǘƻǊΩǎ 
Security system, providing the respective alarm: 

¶ The first event is derived from the L//{Ω Airborne Threat Detection System, being a 
ά5whb9ψ59¢9/¢95έ event.  

¶ while the άLb¢9wC!/9 ǘǳǊƴŜŘ ƛƴǘƻ 5h²b ǎǘŀǘŜέ event declaring, cyberattack arrives to the 
RESISTO ŎƻǊǊŜƭŀǘƻǊ ŦǊƻƳ h¢9Ωǎ ǘŜǎǘōŜŘΦ  

In order the correlation to be successful and accurate the following conditions should apply: 

ü ¢ƘŜ ά5whb9ψ59¢9/¢95έ ŜǾŜƴǘ Ƴǳǎǘ happen within a 50m radius from OTE's premises 
where the testbed is located. 

ü The two events can be detected in any order within 10 minutes. 

WǳǎǘƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ άŀƴȅ ƻǊŘŜǊέ ŎƻƴŘƛǘƛƻƴΥ At this point it is important to highlight the following: 
As it will be seen in the following, the Use Case # 1 ς Sub Use Case#1 First Runs pilots were 
conducted with the normal sequence of the events, as this is foreseen from the Scenario 1 
storytelling; that is, initially the drone is detected when it enters the 50m radius, then the 
network monitoring system detects the cyber-attack. However, in a more general and possibly 
realistic case, the sequence of events may not be this one but the opposite; for example, the 
detection of the cyber-threat may precede the drone detection, the drone may already have 
already gained access to h¢9Ωǎ ²ƛCƛ ƴŜǘǿƻǊƪ ǎǿƛǘŎƘ ŀƴŘ ƛƴƛǘƛŀǘŜ a DoS attack, before it is 
detected by the ICCS Airborne Threat Detection System. In other words, the drone may be 
detected, by any detection system, for any reason, when it is already deep inside the set limit 
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and not only when it has just entered the foreseen radius. And that imposes that the sequence 
of the events may be the opposite one.  

In other words, the correlation rules, due to their nature of being general conditions, should 
cover all possible cases and sequences of events for a specific potential threat scenario. For that 
reason, for the correlation rules to be checked for compliance in any similar situation, it is 
irrelevant the exact sequence of events, as long as they can be timely connected; that is, as long 
as they can be detected within a time window, reasonable enough to enable their correlation. 

This general formulation of the correlation rules ensures that the RESISTO correlation system 
will not be misled by anyone who would like to pose narrow rules so that to drift the correlation 
procedure to wrong paths or exclude cases; in its full deployment, the RESISTO system should 
have a pool of similar correlation rules for various threat scenarios and in a dynamic process.  

Based on all the above, the description of the set correlation rules implemented by the RESISTO 
platform for the first run in natural language is as follows:  

A drone is detected as it approaches OTE's premises, gains unauthorized access to the WiFi and 
initiates a cyber-attack on a network switch. The drone detection event and the cyber-attack 
event are correlated identifying the UAV-initiated cyber-attack on OTE's infrastructure through 
the compromised WiFi network.  !ƴ ŀƭŀǊƳ ƛǎ ǊŀƛǎŜŘ ǿƘŜƴ h¢9Ωǎ {bat ƳŜǎǎŀƎŜǎ, read by 
RESISTO platform, report one of the interfaces turned into down state and, within a time 
window of 10 minutes, a drone is detected within a 50-meter radius ŦǊƻƳ h¢9Ωǎ ǇǊŜƳƛǎŜǎ ōȅ 
ICCS' Airborne Threat Detection System. 

3.2.2. Piloting First Run ï Use Case Execution (Test Scenarios - Testing 
flow) 

Following the Use Case 1-Sub Use Case #1 story the respective First Run was piloted according 
to the steps below: 

1. ICCS Airborne Threats Detection System is in standby mode. 

The ICCS Airborne Threats Detection System (radar and acoustic sensors) is located within the 
perimeter of the OTE premises and is in standby mode (no target is detected yet). The following 
figure presents the ICCS Airborne Threats Detection SystemΩ visual environment for target 
detection as this appears on the laptop / PC screen of the radar operator (ICCS).  

This is basically a Human Machine Interface (HMI) using Open Street Maps to depict the whole 
area and surroundings of the place of interest (OTE premises). Thus, this application presents 
true (real) coordinates of the relevant places so that the required precision in the locations and 
distances is accomplished. The radar location coordinates are shown in the bottom of the map.  

The radar location in OTE's premises is marked by the blue dot marker. 
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Figure 8: ICCS Airborne Threat Detection Module in standby mode (no target detected). The 
radar location in OTE's premises is marked by the blue dot marker 

 

2. ICCS Airborne Threats Detection System detects a hostile drone. 

The ICCS Airborne Threats Detection System is set to Detection Mode; that is, it is activated and 
starts scanning the surrounding area to detect potential airborne targets.  

In normal operation mode the detection system (radar sensor) establishes connection with the 
RESISTO platform and continuously sends the sensor data to it; however, there is also the 
Ǉƻǎǎƛōƛƭƛǘȅ ǘƘŀǘ ǘƘŜ ŘŜǘŜŎǘƛƻƴ ǎȅǎǘŜƳ ƻǇŜǊŀǘƻǊ ŎƭƛŎƪǎ ƻƴ ǘƘŜ ά/ƻƴƴŜŎǘƛƻƴέ ōǳǘǘƻƴ ǘƻ ŎƻƴǘǊƻƭ ǘƘŜ 
sensor data transmission (standalone mode). 

When a target is detected, the ICCS Airborne Threats Detection System visual environment 
presents the ǘŀǊƎŜǘΩǎ ŎƻƻǊŘƛƴŀǘŜǎ όƭƻƴƎƛǘǳŘŜΣ ƭŀǘƛǘǳŘŜύΣ ƛǘǎ ŀƭǘƛǘǳŘŜ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ǘŀǊƎŜǘΩǎ ŘƛǎǘŀƴŎŜ 
from the detection system in meters (its projection on the ground). Although the ICCS Airborne 
Threats Detection System can detect targets at higher distances, for the purpose of Use Case 1 ς 
Sub Use Case #1, it was set that a target is considered ŀǎ άǇƻǘŜƴǘƛŀƭƭȅ hostileέ for the telecom 
infrastructure when it is detected at a distance ǿƛǘƘƛƴ ŀ рлƳ ǊŀŘƛǳǎ ŦǊƻƳ h¢9Ωǎ ǇǊŜƳƛǎŜǎΦ ¢Ƙƛǎ ƛǎ 
also represented as a correlation rule for the RESISTO collator as well.  

Based on the above during Use Case 1, Sub Use Case #1, the ICCS Airborne Threats Detection 
System detects a hostile drone at 48.94 m, as shown in the following figure. This hostile drone is 
marked in the radar visual environment by the red dot marker. The ICCS Airborne Threat 
Detection System ǎŜƴŘǎ ŀ ά5whb9ψ59¢9/¢95έ ŜǾŜƴǘ ǘƻ ǘƘŜ w9{L{¢h ǇƭŀǘŦƻǊƳΦ 


























































































































































































































