H2020-CIP-01-2016-2017
CRITICAL INFRASTRUCTURE
PROTECTION
Grant Agreement No. 786409

RESISTO
D10.4 – Validation Assessment and
Best Practices - First

RESISTO – This project has received funding from the European Union’s Horizon 2020 Research and Innovation
Programme under Grant Agreement No786409

ID: RESISTO_D10.4_220215_02

RESISTO
D10.4 – VALIDATION ASSESSMENT AND BEST
PRACTICES - FIRST

Document Manager:

Carmen Pătrașcu

Project Title:

RESIlience enhancement and risk control platform
for communication infraSTructure Operators

Project Acronym:

RESISTO

Contract Number:

786409

Project Coordinator:

LEONARDO

WP Leader:

LDO

Document ID N°:

RESISTO_D10.4_220215_02

Deliverable:

D10.4

Document classification

ORO

Editor

Version: 2.0
Date:

15/02/2022

Status:

APPROVED

PUblic

Approval Status
Prepared by:

Ioan CONSTANTIN (ORO)

Approved by:
(WP Leader)

Federico FROSALI (LDO)

Approved by:
(Coordinator)

Bruno SACCOMANNO (LDO)

Security Approval
NA
(Security Advisory Board Leader)

Date: 15-02-2022

Approval status: APPROVED

Page 2/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

CONTRIBUTING PARTNERS
Name

Company / Organization

Role / Title

Ioan Constantin, Marius
Iordache, Carmen Patrascu

ORO

Cyber Security Expert, E2E
Architecture Manager, Project
Manager

Chiara Foglietta

RM3

Senior Researcher

Maria Belesioti

OTE

Telecommunication Expert

Pedro Ruiz

INT

R&D Engineer

Emanuele Aonzo, Marco
Tortora, Valerio di Claudio

LDO

Contributors

Jorge Carapinha

ALB

Researcher/Telecom Expert

Luca Lionetti, Paolo de Lutiis

TIM

Contributors

Ian Herwono, Zhan Chui

BTC

Research Specialist, Senior
Research Manager

Luis Moreno Fraile

RTV

R&D Department

Natalie Miller, Corinna Köpke

EMI

Scientific Researcher

Rodoula Makri,
Panos Karaivazoglou,
Takis Kelefas

ICCS

Senior Researchers,
Telecommunication Experts,
Electrical Engineers

Kristo Klement

GT

Contributor

Michael Skitsas

ADI

Senior Researcher

Andrei Avadanei

BSS

General Manager

DISTRIBUTION LIST
Name

Company / Organization

Role / Title

PMT

RESISTO CONSORTIUM

NA

Carla ROCHA GOMES

EC DG REA

EC Programme Officer

General Public

NA

NA

Date: 15-02-2022

Approval status: APPROVED

Page 3/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

ON SYSTEM MODEL AND INTERFAC
REVISION TABLE
Version

Date

Modified
Pages

Modified Sections

Comments

0.1

08.04.2021

All

All

Draft ToC

0.2

10.07.2021

All

All

ToC update according to new agreed
methodology (GQM) proposed by Ian
Herwono

0.3

28.07.2021

All

All

ORO: Introducing contribution to all
chapters to be revised and updated by
partners; Questionnaire created by Ian
Herwono

0.4

10.08.2021

All

Chapter 2
Chapter 3
Chapter 4.2

Description of the Validation Strategy;
Description
of
GQM
Methodology;
UC4&UC9 description, questions & metrics

0.5

13.08.2021

All

Chapter 4.2

UC1&UC2 description, questions & metrics

0.6

6.09.2021

All

All

Insert ICCS contribution, review of all
chapters

0.7

8.09.2021

All

All

Insert RTV and TIM contributions: UCs 7, 8
and 5 descriptions, questions & metrics

0.8

13.09.2021

All

All

Review on all chapters, insertion of
contribution on chapter 4

0.9

22.09.2021

52-end
of doc

Chapter 4
Chapter 5

Introduction of evaluation results (tables
and graphs and comments on results).
Introduction of conclusions.

0.95

24.09.2021

All

All

Acronyms; tables, figures, references; final
review of doc

1.0

29.09.2021

All

All

Final version

General Comment: deliverable revised in line with the recommendations
formulated by the experts in the final Project Review Report
2.0

7

Executive Summary

Updated

55

Objectives evaluation Additional explanations related to the large
(Table 8)
number of NA answers to some questions

86

Conclusions

15.02.2022

Date: 15-02-2022

Approval status: APPROVED

Page 4/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

COPYRIGHT STATEMENT
© 2018-2021 This document and its content are the property of the RESISTO
Consortium. All rights relevant to this document are determined by the applicable
laws. Access to this document does not grant any right or license on the document
or its contents. This document or its contents are not to be used or treated in any
manner inconsistent with the rights or interests of the RESISSO Consortium or the
Partners detriment and are not to be disclosed externally without prior written
consent from the RESISTO Partners. Each RESISTO Partner may use this document
in conformity with the RESISTO Consortium Grant Agreement provisions.
The research leading to these results has received funding from the European
Union’s Horizon 2020 Research and Innovation Program, under the Grant
Agreement No 786409.
The views and opinions in this document are solely those of the authors and
contributors, not those of the European Commission.

Date: 15-02-2022

Approval status: APPROVED

Page 5/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

PROJECT CONTACT
LEONARDO
Via Puccini 2 – Genova (GE) – 16154 – Italy
Tel.: +39 348 6505565
E-Mail: bruno.saccomanno@leonardocompany.com

RESISTO PROJECT – PUBLISHABLE EXTENDED ABSTRACT
Communications play a fundamental role in the economic and social well-being of the citizens and on
operations of most of the CIs. Thus, they are a primary target for criminals having a multiplier effect on
the power of attacks and providing enormous resonance and gains. Also, extreme weather events and
natural disasters represents a challenge due to their increase in frequency and intensity requiring
smarter resilience of the Communication CIs, which are extremely vulnerable due to the ever-increasing
complexity of the architecture also in light of the evolution towards 5G, the extensive use of
programmable platforms and exponential growth of connected devices. The fact that most enterprises
still manage physical and cyber security independently represents a further challenge. RESISTO platform
is an innovative solution for Communication CIs holistic situation awareness and enhanced resilience
(aligned with ECSO objectives). Based on an Integrated Risk and Resilience analysis management and
improvement process availing all resilience cycle phases (prepare, prevent, detect, absorb, etc.) and
technical resilience capabilities (sense, model, infer, act, adopt), RESISTO implements an innovative
Decision Support System to protect communication infrastructures from combined cyber-physical
threats exploiting the Software Defined Security model on a suite of state of the art cyber/physical
security components (Blockchain, Machine Learning, IoT security, Airborne threat detection, holistic
audio-video analytics) and services (Responsible Disclosure Framework) for detection and reaction in
presence of attacks or natural disasters. Through RESISTO Communications Operators, will be able to
implement a set of mitigation actions and countermeasures that significantly reduce the impact of
negative events in terms of performance losses, social consequences, and cascading effects in particular
by bouncing efficiently back to original and forward to operational states of operation.
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EXECUTIVE SUMMARY
A key task of WP10 is T10.1 Operational validation Final Assessment and Best Practices, since it
evaluates and compares the results that can be achieved through the use of the RESISTO platform
with the reference to the ten pilots conducted in WP7, WP8 and WP9. Deliverable 10.4 is the first
report that summarizes the initial project assessment activities performed in the Task 10.1 and it
complements the 1st RUN pilots’ validation results analysed in D7.4 [6], D8.4 [7] and D9.4 [8]
deliverables.
This document is a validation report on the RESISTO platform capabilities requested at the beginning
of the project in D2.1 deliverable [4], requirements that were evaluated during the Pilots’ First Run.
It outlines the methodology used for Validation of requirements during the piloting of the end-users
Use-Cases, starting from the requirements described in D2.1 [4]. The document describes the
validation strategy and validation methodology used, including the scope, the role and the methods
used for both functional and non-functional validation.
The assessment methodology selected by consortium partners is G-Q-M (Goal-Questions-Metrics),
that allows the collecting of measurements and results in the form of answers to a series of questions,
grouped into a questionnaire, that characterize the goals in a quantifiable way.
The Goals established for the evaluation are those derived from the three principal Objectives
outlined in the Description of Work of the RESISTO Project and are related to the technical
functionalities of the platform. The Questions, included in the questionnaire and used for validation
are based on a group of mandatory requirements from D2.1 [4] related to specific RESISTO
capabilities. Some additional non-mandatory functional/ non-functional requirements have also been
included in the questionnaire, to support the validation, in order to better assess the compliance with
the DoW and defined requirements in the first phase of the project. The Metrics are based on
responses to the questions, two scales being used for their measurement: Likert and Yes/No scale.
The first assessment of RESISTO was based on the responses to the questionnaire provided, after the
1st RUN of use-cases’ piloting, by the use-cases’ owners and most of the technology owners. Based
on collected metrics, the results are presented in the document via summarization tables (acceptance
tests results, number of Not assessable answers per question) and graphs (5-Points Likert Scale
Acceptance Tests Assessment and Yes/No Acceptance Tests Assessment).
Analysing the summarized data collected, that express the end-user perception related to the project
goals implementation, the following findings could be extracted:
-

Questions 1 to 5, belonging to Goal 1 and referring to basic RESISTO capabilities (as alerts
collection, processing and notification, effective detection of physical, cyber and combined
intrusions) received agree and strongly agree marks representing 85% from total number of
responses.

-

Questions 6 to 10, belonging also to Goal 1, and mostly addressing reporting and security
features, received a big percentage of not-assessable answers, the positive answers
representing 40% from total number and the negative answers being 2.5%. The large number
of NA answers are especially due to the fact that security features were not considered in the
1st RUN pilots.

-

Questions 11-12, part of the Goal 2, are assessing two important modules of RESISTO
(Workflow Manager and Risk Predictor) by evaluating the mitigation measures recommended
or orchestrated and the good estimation of threats propagation and impact on the pilot’s
testbed as telecom network. The positive answers represent 48% from total number of
answers, as the mitigation capabilities implementation and demonstration were postponed
for 2nd round of pilots.
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-

Questions 13-16, part of Goal 3, are related to specific modules developed for RESISTO (as
detectors, Vulnerability Disclosure, 5G network recovery orchestration), most of them being
demonstrated only in some use-cases. In this respect only 37% of the answers were positive,
as most of the partners could not evaluate the respective functionality in their pilots.

The document presents at the end, for each question used in the validation questionnaire, the
requirements with their description, the total number of responses received and the percentage
obtained for each answer type in the form of column graphs, in case of Likert scale, and pie charts for
Yes/No scale.
This initial report on the results of the first run piloting will be followed by a new iteration after the
2nd Run of use-cases demonstration, the evaluation results being gathered into deliverable D10.5
Validation Assessment and Best Practices Revised – Final.
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ABBREVIATIONS

5G

Fifth generation of mobile phone systems

ADI

ADITESS

ALB

AlticeLabs

BNG

Broadband Network Gateway

BTC

British Telecom

CI

Critical infrastructure

ETSI

European Telecommunications Standard Institute

EU

European Union

FUN

Functional (requirement)

GQM

Goal Question Metric

JSON

JavaScript Object Notation

ICT

Information and Communication Technology

IMP

Implementation (requirement)

INT

Interface (requirement)

INT

Integrasys

IoT

Internet of Things

KPIs

Key Performance Indicators

HMI

Human-Machine Interface

Likert

Psychometric scale

MANO

Management and Orchestration

ML

Machine Learning

OPR

Operational (requirement)

QoS

Quality of Service

ORO

Orange Romania S.A.

OTE

HELLENIC TELECOMMUNICATIONS ORGANIZATION S.A.

PPDR

Public protection and Disaster Relief
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RVM

Requirements Validation Metric

VQ

Requirements Validation Question

RTV

Retevision I S.A.

SEC

Security (requirement)

SLA

Service Level Agreement

SOC

Security Operation Center

SP

Service Provider

SW

SoftWare

TIM

Telecom Italia

UE

User Equipment

UAV

Unmanned Aerial Vehicle

VM

Virtual machine

VPN

Virtual Private Network

WP

Work Package
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1. INTRODUCTION
The main objective of the RESISTO project is to improve the resilience in communication infrastructures
by developing a platform for an optimized decision support. The RESISTO platform interfaces to existing
communication infrastructures and modularly integrates tools and methods in the integration platform,
which consists of two control loops, the Short Term and the Long-Term control loop. A global scheme of
the architecture of the integration platform is shown in Figure 1.

Figure 1: RESISTO logical architecture
(see Deliverable D6.1 “Software architecture definition architecture” for more information)

The aim of Work Package 10 is to define and implement a coherent dissemination, exploitation and
innovation strategy with a view to maximize the impact of project results among the whole spectrum of
potential audiences and stakeholders. The activities of this WP will be tailored as to safeguard the overall
strategic impact of RESISTO across all business and technical activities by appropriately handling,
disseminating and exploiting knowledge generated in the project. About the technical activities WP10
will also sum-up the core value of pilots WPs (7, 8 and 9) performing final combined evaluation as a clear
Business Driver. This WP will manage the innovation process and related issues starting from the
dissemination and exploitation activities also considering innovation activities related to technical vision
and market expectation.

1.1. Scope
Deliverable 10.4 is a first report that summarizes the initial status of Task 10.1 (T10.1). The goal of this
task is to evaluate and compare the results that can be achieved through the use of the RESISTO platform
with specific reference to the Pilots.
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This document outlines the methodology used for Validation of requirements during the piloting of the
end-users Use-Cases, starting from the requirements described in D2.1. The document describes the
validation strategy and validation methodology used, as well as a first set of measurements gathered
during piloting of the Use-Cases and the results of the validation.
This document is the first iteration of the Validation Assessment and Best Practices Revised Report,
pertaining to the First Run piloting of the RESISTO Platform.

1.2. Relation to Other Deliverables within RESISTO
This document is an initial report on the results of the Pilots First Run and is to be followed by an iteration
after the Piloting 2nd Run – D10.5 – Validation Assessment and Best Practices Revised – Final.
The RESISTO requirements used for validation are outlined in D2.1 – End-User Requirements for
Integrated Cyber-Physical Risk and Resilience Management, Platform and Tools.

1.3. Document outline
The document, which is divided in 6 chapters, as follows:
•

Chapter 1 - Introduction– Describes the objectives and provides a brief description of the
deliverable context.

•

Chapter 2 – Description of the validation Strategy – Describes the scope, the role and the methods
used for Validation Assessment

•

Chapter 3 – Description of the Assessment Methodology – Provides detailed description of the
method and model used for Assessment

•

Chapter 4 – Measurements and Results – Contains detailed description of the Measurements made
during Piloting and the achieved results

•

Chapter 5 – Conclusions – This chapter summarizes this document

•

References

Date: 15-02-2022

Approval status: APPROVED

Page 15/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

2. DESCRIPTION OF THE VALIDATION STRATEGY
In this Chapter the ddescription of the context of the RESISTO project and its principal objectives with a
focus on the objective of validation of results during the First runs piloting implementation is taking
place.

2.1. Scope of the Operational Validation
A testing environment has been setup for each of the three RESISTO macro-scenarios. The testing
scenarios consist of real infrastructure operations and configurations that realistically emulates real-life
use cases. The testing findings will be of major assistance in proving RESISTO added value to the telecom
provider’s security systems.
A detailed description of such operational infrastructure and validation plan has been reported in the
previous deliverables already submitted:
➢ D7.1: Test plan Definition of the scenario 1 namely “Protection and resilience of the Current / existing
Telecommunication Critical Infrastructures” and Users Involvement and Training.
➢ D8.1: Test plan Definition of the scenario 2 namely “Improving of resilience of interconnected CIs”
and Users Involvement and Training.
➢ D9.1: Test plan Definition of the scenario 3 namely “Improving of resilience of future 5G telco
Infrastructures” and Users Involvement and Training
➢ D7.2 and D7.3: Integration and Execution of tests of the scenario 1
➢ D8.2 and D8.3: Integration and Execution of tests of the scenario 2
➢ D9.2 and D9.3: Integration and Execution of tests of the scenario 3

The main scope of the Operational Validation, is to assess the RESISTO platform from the following
perspectives:
❑ Functional validation: It is mainly related with the verification of the system, i.e., to validate the
appropriate and correct operation of the proposed solution and the degree of success in satisfying
the functional requirements.
❑ Non-functional validation: It represents the validation procedure itself since it is more related with
the usability and performance of the system. The difference lies in the fact that a system can satisfy
the functional requirements (i.e. showing that the proposed solution operates correctly), however,
this does not mean that the proposed system is necessarily the appropriate one to satisfy the
requirements that is trying to meet, i.e., to check whether the system satisfies concrete business
needs of users in a feasible way. For this last purpose the KPIs that are related with the initially set
goals, have already been triggered and extracted from the 1st piloting Runs and were presented per
Use Case within the Deliverable D7.2, D8.2 and D9.2.
The above scope is strictly aligned with the validation approach, the Goal Question Metric (GQM) that
is summarized in the next section.
The scope of the operational validation includes the following:

Date: 15-02-2022

Approval status: APPROVED

Page 16/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

▪

It supports the Pilot Integration and Execution, including feedback and refinement to improve the
implementation of the solution

▪

In addition to the functional verification, a number of performance indicators has to be assessed to
realistically analyze the improvements of RESISTO compared to existing solutions

▪

For each use case piloting implementation, a set of key performance indicators (a list of KPI’s) has
been defined to be monitored during the pilot phase and evaluated at the end of each pilot phase,
in order to have quantifiable and quantitative measurements.

▪

The operational validation prepares the infrastructure to perform in an accurate way, while
facilitating the automated testing. Simulation tools, as it is the Long-Term Control Loop (LTCL), are
used to facilitate the validation

▪

It enables the needed setup to identify potential and new threats, through open source intelligence
(OSINT) techniques and Machine Learning

▪

It enables the testing both for deterministic and probabilistic approach to assess the Resilience
indicators. Thus, the operational validation, not only allows the detection of threats, but assesses
the impact of the mitigation measures.

▪

The operational validation makes the basis to assess and evaluate the benefits and added value of
RESISTO for telecom operators. The operational scenarios enable the quantitative and qualitative
assessment also with the help of the KPI measurements.

It is reminded herein that the following KPIs, defined in Deliverable D3.8 [5], have been assessed through
the Operational scenarios within D7.2 [1], D8.2 [2] and D9.2 [3]:
-

Number of detected physical threats

-

Number of detected cyber threats

-

Detection probability

-

Time to Detection (average)

-

Decision-making time (average)

-

Mitigation Time (average)

-

Downtime

-

Number of validated security modules integrated into the RESISTO platform

-

Financial Impact: although it is not a direct result of the testing, the test infrastructure and
executions are being used to assess the economic impact.
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2.2. Validation approach
The validation of the Scenarios aims at collecting indications with respect to the degree of fulfilment of
the main functionalities, in the eyes of the relevant stakeholders. Evaluators with different roles are to
be included that provide different perspective: Developers, end users, security experts, technology
providers and business-related profiles.
The Validation approach incorporates the following aspects:
Validation Assessment methodology
The Validation applies the Goal Question Metric1 approach that is based upon the assumption that for
an organization to measure in a purposeful way it must:
▪

first specify the goals for itself and its projects,

▪

then it must trace those goals to the data that are intended to define those goals operationally,
and

▪

finally provide a framework for interpreting the data with respect to the stated goals.

GQM is a methodology that allows to derive indications about the fulfilment of goals for an experiment
or an experience, guiding the decomposition of each Goal into a set of Questions that investigates on
the different facets of the Goal. Subsequently, in order to provide answers to the Questions, the
methodology helps defining a set of Metrics for each question. By collecting the results of the Metrics,
it is possible to repeat the process backwards to obtain an assessment on the fulfilment of the Goals.
The validation is therefore focused on specific goals, and the measurements should be interpreted based
on characterization and understanding of the organizational context, environment and goals. It means
that measurements are defined in a top-down fashion. They are based on goals and models. A bottomup approach is not selected because there are many observable characteristics (e.g., time, number of
defects, complexity, lines of code, severity of failures, effort, productivity, defect density), but which
metrics one uses and how one interprets them it is not clear without the appropriate models and goals
to define the context.
A GQM model is a hierarchical structure starting with a goal (specifying purpose of measurement, object
to be measured, issue to be measured, and viewpoint from which the measure is taken). The goal is
refined into several questions, such as the one in the example, that usually break down the issue into its
major components. Each question is then refined into metrics, some of them objective such as the one
in the example, some of them subjective. The same metric can be used in order to answer different
questions under the same goal. Several GQM models can also have questions and metrics in common,
making sure that, when the measure is actually taken, the different viewpoints are considered correctly
(i.e., the metric might have different values when taken from different viewpoints).
More details concerning the GQM approach as validation assessment methodology will be provided in
the next Chapter.

1

The Goal Question Metric approach Victor R. Basili, Gianluigi Caldiera, H. Dieter Rombach,
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Integration and testing methodology
The methodology for the integration and testing is an agile testing approach as depicted in the following
picture.

Figure 2: Integration and testing methodology

Briefly, this methodology considers the testing and the RESISTO platform development as two closely
intertwined phases. With respect to the practical, separate, and integrated module and testbed testing,
we opted for an approach that shows a generic perspective of the integration, testing, and validation
processes, which will be adopted by the RESISTO team.
As part of the methodology, the specification of the testing environment is a key element. A testing
environment has been set up for each use case pilot and is described extensively. It is composed by a
number of operator devices connected on a network, as well as sensors, cameras etc. provided by other
partners. As it is extensively described in the Deliverable D4.2 for the various sensors to be used as
physical threats detectors within the RESISTO Use Cases, the deployment of the sensing environment
towards the execution of each use case pilot is done in three phases: (a) the lab tests of the sensing
system for configuration and parametrization to fulfil the technical and user requirements for each case,
(b) an execution/testing phase of the pilots using the sensing system integrating them with the RESISTO
platform and finally, (c) the deployment of the testing environment and integration of the telecom
providers’ testbeds with the RESISTO platform according to the Use Case scenarios.
During the execution of lab tests and configuration of system (in progress phase), the sensors are mainly
deployed in labs (premises owned by sensors owners) and stand-alone tests are under progress. The
second step is the integration of sensors with the RESISTO Platform. This step can be done remotely with
the usage of RESISTO VPN infrastructure. The generated events by the detectors are transferred to the
RESISTO platform using the KAFKA broker in the form of JSON messages. Furthermore, for visualization
purposes, the sensor’s data and alerts are distributed locally as well. For example, video streams will be
available for the HMI media players.
The final execution of pilot is executed using the testing environment and telecom operators’ testbeds
of each use case pilot. Detectors are integrated using the KAFKA broker while the HMI is launched
centrally as a web application.
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By this way, a testing environment is being set up that will guarantee adequate performance and
debugging, along with testing of the various components of the RESISTO system, before the final
execution of the pilots according to the provisions of each Use Case scenarios. Moreover, this enables
us to carry out tests of the hardware integration, as well as testing accessibility issues through the
foreseen iteration steps.
The set of use cases (as in D2.8 [2]) constitutes the specification of the functional features offered by
the platform that must be tested.
Each pilot is described in a way very similar to use cases:
•

Scope: What the user wants from the system

•

Pre-conditions: What is necessary to execute the use case.

•

Post-condition: This is being defined by specific KPI’s measurement.

•

Actors: Users or external systems involved (see D2.8)

•

Workflows: Steps followed in order to get the result he or she expects.

The key information is logged for further analysis, regression tests and conclusions.

Risk Predictor testing
At this point, it is important to clarify certain issues concerning the validation testing of the overall
solution since this greatly depends on the Risk Prediction module testing.
As it is already known the RESISTO platform is mainly composed of a short-term and long-term control
loop. In the short-term control loop one of the components is the Risk Predictor. The Risk Predictor is
tested in two main directions: the quality of the output (i.e., the ability to properly assess the
consequences) and the execution time (i.e., the time needed for the Risk Predictor to execute a
simulation).
For the quality of the output, the Risk Predictor is run on a commercial laptop. Each use case needs a
specific model for the Risk Predictor, and each model is executed, and the output is compared with the
one expected from the description of the use case (at this stage, usually some discussions with the
operator take place). The tuning of all the parameters in the model is a quite long and expensive process.
This goal is usually achieved by evaluating the subjective rating of operator’s satisfaction.
For the execution time, the Risk Predictor is an application that strongly depends on the dimension of
the model behind. A complex model with several hundred agents takes more time to be executed than
a model with few agents. For this reason, the model is reduced to the minimum number of agents to
describe the functionality of the use case. The execution time depends on the features of the VM in
terms of number and speed of processors. We ask to the VM provider (i.e., TIM) to improve the features
of the VM where the Risk Predictor is installed. To test this goal, we trigger the entire RESISTO platform
with fake messages coming from the correlator to test and improving the time performance of the Risk
Predictor.
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3. DESCRIPTION OF THE ASSESSMENT METHODOLOGY
3.1. Description of the Goal-Question-Metric Approach
As already denoted in the previous Chapter, the validation assessment methodology utilized for the
RESISTO platform is the Goal-Question-Metric (GQM) (Basili, Caldiera, & Rombach, unk.).
The Goal Question Metric (GQM) approach starts with specifying the goals, tracing them to the data that
are intended to define those goals operationally, and finally interpreting the data with respect to the
stated goals. Thus, these needs for information can be quantified, and the quantified information can
be analyzed to check whether or not the goals are achieved.
As discussed already, this methodology approach, is based on three aspects: goals, data and
interpretation. The goals of the organization need to be specified as the first step of the approach. Once
the goals have been defined, the data needed to define these goals needs to be traced, and then the
data needs to be interpreted regarding the defined goals (Basili, Caldiera, & Rombach, unk.). The output
of this process is a measurement model or system that is based on issues and rules defined for the data
interpretation.

3.2. Description of the Measurement Model and its Three Levels
The result of the application of the Goal Question Metric approach application is the specification of a
measurement system targeting a particular set of issues and a set of rules for the interpretation of the
measurement data. The resulting measurement model has three levels:
1. Conceptual level (GOAL): This level is where goals are defined. These goals are object defined,
so called objects of measurement, either for products, processes or resources. They can also be
defined for different reasons or including different points of view or be specific for certain
environments (Basili, Caldiera, & Rombach, unk.). Examples of measurement objects include
artifacts, documents, software, or input items.
2. Operational level (QUESTION): This level focuses on the questions. These questions define the
assessments of the goals depending on the model characteristics. The questions should aim to
further define and distinguish the object of measurement (Basili, Caldiera, & Rombach, unk.).
3. Quantitative level (METRIC): This level defines the set of data needed to answer the questions
defined in the operational level, such that a quantitative answer can be given. There are two
different types of data, objective or subjective. Objective data is not influenced by any specific
viewpoint, and only depends on the measurement object. Subjective data is influenced by the
viewpoint and the object.
The structure of the GQM model is hierarchical and can be seen in Figure 3. As seen, the structure starts
with a goal, then questions are defined for each of the goals, and metrics are defined for the questions.
Metrics can be shared between questions and goals can have more than one question defined.

Date: 15-02-2022

Approval status: APPROVED

Page 21/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

Figure 3: The hierarchical structure of the GQM model (Basili, Caldiera, & Rombach, unk.).

3.3. OBJECTIVES Evaluation (Goals) for the RESISTO Platform - specifications,
designs, tests, objects of measurements
According to the GQM approach, the development of a goal is based on three basic sources of
information (Basili, Caldiera, & Rombach, unk.).
The first source is the policy and the strategy of the organization that applies the GQM approach. From
this both the issue and the purpose of the Goal are derived by considering corporate policy statements,
strategic plans or i.e. by interviewing relevant subjects in the organization.
The second source of information is the description of the process and products of the organization, or,
at least, the ones that are within the scope of the measurement to be performed. If, for instance, we
want to assess a process, we need a model of that process and of the component sub processes. Thus,
the goal’s object coordinate is derived i.e. by specifying process and product models, at the best possible
level of formality.
The third source of information is the model of the organization, which provides us with the viewpoint
coordinate of the Goal. Obviously, not all issues and processes are relevant for all viewpoints in an
organization, therefore a relevancy analysis step could be processed before completing a list of goals, in
order to make sure that the goals have the necessary relevancy.
In this way, the specification of these goals considers the structure and the objective of the organization.
In the RESISTO case, the structure and the objective of the project have already been defined even from
the proposal phase. Thus, it can be harmlessly considered that the above sources of information have
already been analyzed throughout the project’s activities during its evolution. Thus, the Goals of the
Evaluation are those derived from the three principal Objectives outlined in the Description of Work of
the RESISTO Project and are related to the capabilities and functionalities of the platform:
•

Goal 1 - Innovative platform for optimized decision support in the face of physical, cyber and
combined cyber-physical threats taking account of critical schemes of infrastructure, functions
and services and possible (cascading) event trajectories. By delivering this innovative platform,
the RESISTO solution can help the managers of the Communication CIs to guarantee improved
business and asset continuity.

•

Goal 2 - Develop an integrated risk and resilience analysis and management tool for improved
preparedness and prevention in the communication domain that takes account of cyber and/or
physical threats and disruptions jointly at the level of telecommunication service functions and
performance functions, including systemic security management.
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•

Goal 3 - Provide, experiment and assess a suite of innovative cyber/physical security solutions
for prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework.

According to the GQM methodology, for each Goal, a series of Questions that characterize that goal in
a quantifiable way are to be derived in the next step.

3.4. PLATFORM Evaluation (Questions and Metrics) for the RESISTO Platform
According to the GQM methodology, from the specification of each goal as defined above, meaningful
questions can be defined that characterize that goal in a quantifiable way. The questions can also be set
in groups. Questions try to characterize the object of measurement (product, process, resource) with
respect to a selected quality issue and to determine its quality from the selected viewpoint.
Once the questions have been developed, the next step is to associate the question with appropriate
metrics. Various factors can be considered in doing so, for example:
•

Amount and quality of the existing data: in this context, attempts to maximize the use of existing
data sources if they are available and reliable can be made

•

Maturity of the objects of measurement: objective measures can be applied to more mature
measurement objects, and while more subjective evaluations can be used when dealing with
informal or unstable objects

•

Learning process: GQM models always need refinement and adaptation, therefore the measures
defined must help in evaluating not only the object of measurement but also the reliability of
the model used to evaluate it.

Considering these ideas, appropriate metrics can be set per question.
In the RESISTO case, for each Goal, a series of Questions were devised for each Use-Case piloted during
the First Run. The evaluation of the RESISTO platform, at an Operational Level is performed by devising
sets of questions used to characterize the way the assessment/achievement of a specific goal is going to
be performed based on some characterizing model. At a Quantitative level, each of the Questions used
for the evaluation of the RESISTO Platform has Metrics associated.
Thus, Tables of the Metrics were derived and in combination with the grouped Questions formulated a
set of questionnaires collected during the First Run piloting implementation. These Tables were
answered by each Use-Case owner and module developer in order to assess the functionalities and
operations of the tools as well as the performance of the 1st Runs of the Use Cases. The Metrics collected
are linked to the Requirements set forward for the RESISTO Platform, as described in the Deliverable
D2.1 – Requirements.
All responders to the set of questionnaires (Use Case owners or module developers) choose only the
applicable metrics for their associated Use Case in order to answer the questions in the Table of the
Metrics. From the processing of the feedback received, specific results are derived through graphical
representation and charts.
The overall Tables of Metrics is given below in order to make evident the connection between the
Tables of Metrics and each set of Use Case Questions (given in the next Chapter per Use Case).
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Table 1. Tables of Metrics
Metric: RVM_001
RES_FUN_0030

Alert events relevant to physical detection are properly received, ( ) Strongly agree
collected and processed.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_0100

Data about non-authorized personnel access inside the telecom ( ) Strongly agree
facility (if provided by operator) could be successfully collected.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_SEC_0650

RESISTO provides good support to users for importing and ( ) Strongly agree
exporting data from other systems in standard formats such as
( ) Agree
CSV, XML, XLS (e.g. “physical security alerts of a selected time
interval”).
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

Metric: RVM_002
RES_FUN_0005

Outcomes of the physical security systems of the TLC ( ) Strongly agree
infrastructures (if existing) could be successfully exploited by
( ) Agree
RESISTO.
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_0006

Physical intrusion is properly detected and processed by RESISTO ( ) Strongly agree
based on interconnection with specific sensors, such as
( ) Agree
audio/video/radar and other passive and active sensors.
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_0020

Data that have been collected from sensors protecting access to ( ) Strongly agree
systems could be successfully processed by RESISTO to perform
( ) Agree
physical threats detection.
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( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible
RES_FUN_0030

Alert events relevant to physical detection are properly received, ( ) Strongly agree
collected and processed.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

Metric: RVM_003
RES_FUN_0005

Outcomes of the cyber security systems of the TLC infrastructures ( ) Strongly agree
(if existing) could be successfully exploited by RESISTO.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

Metric: RVM_004
RES_FUN_0010

Cyber/physical threats (e.g. related to the cloud infrastructure) ( ) Strongly agree
could be successfully detected by RESISTO.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_0050

Cyber/physical events could be successfully correlated to raise ( ) Strongly agree
alarms.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

Metric: RVM_005
RES_FUN_0210

The RESISTO system is able to state the criticality of the detected ( ) Yes
attack.
( ) No
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( ) Assessment not possible
RES_FUN_0220

The operator can be quickly informed by RESISTO on first impact.

( ) Strongly agree
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_INT_0010

The user interface of RESISTO provides a good overview all the ( ) Strongly agree
events occurred on systems, with the ability to drill down a
( ) Agree
particular event to investigate and to have a historical view of
similar events, and review the necessary steps taken to resolve the ( ) Neither agree nor disagree
issue.
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

Metric: RVM_006
RES_FUN_0870

A report was generated for each attack/mitigation action set. This ( ) Strongly agree
report included the duration of the attack, and types of traffic or
( ) Agree
sensors that triggered the attack for security insight, etc.
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_1040

The RESISTO system supports the distribution of human-readable ( ) Yes
reports in industry-standard formats such as .PDF or .HTML.
( ) No
( ) Assessment not possible

Metric: RVM_007
RES_SEC_0105

The integrity of the relevant information sent by the security ( ) Strongly agree
sensors in the system is adequately protected by the RESISTO
( ) Agree
system.
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_SEC_0435

The security services used by RESISTO can provide enough ( ) Strongly agree
protection to the integrity and confidentiality of the data.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
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( ) Strongly disagree
( ) Assessment not possible
RES_SEC_0440

The RESISTO platform transmits all passwords over a secure ( ) Yes
connection.
( ) No
( ) Assessment not possible

Metric: RVM_008
RES_FUN_1105

The RESISTO platform ensures user access authentication ( ) Strongly agree
according to the security requirements.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_1106

All users of the RESISTO platform will be authenticated.

( ) Yes
( ) No
( ) Assessment not possible

RES_SEC_0110

Access to the RESISTO system is granted using the principle of ( ) Yes
“Least Privilege”, meaning that any program, any interface, any
( ) No
debugging and testing console and every user of RESISTO should
operate using the least set of privileges necessary to complete the ( ) Assessment not possible
job.

RES_SEC_0120

Each user is identified by a unique user identity so that users can ( ) Yes
be linked to and take responsibility for their actions.
( ) No
( ) Assessment not possible

RES_SEC_0160

RESISTO supports the User’s user access/ segregation of duty ( ) Yes
requirements i.e. it supports set up of standard and group profiles.
( ) No
( ) Assessment not possible

RES_SEC_0245

RESISTO supports remote login using encrypted protocols, such as ( ) Yes
HTTPS and SSH with only TLSv1.2 or above algorithms.
( ) No
( ) Assessment not possible

RES_SEC_0280

All staff and third parties who are accessing the RESISTO platform ( ) Yes
remotely will be authenticated using the approved remote access
( ) No
authentication mechanism.
( ) Assessment not possible

RES_SEC_0640

Access to confidential, personal and security data is logged.

( ) Yes
( ) No
( ) Assessment not possible

RES_SEC_0720

User and system data are stored in a data store with adequate ( ) Strongly agree
access control measures/policies complying with the GDPR.
( ) Agree
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( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible
RES_SEC_0730

Direct access to the platform’s data store is only allowed to users ( ) Yes
with privileged access rights (such as system administrators).
( ) No
( ) Assessment not possible

Metric: RVM_009
RES_OPR_0125

The system is able to run on OSs and/or Virtualization ( ) Yes
environments offering “snapshot” mechanism in order to provide
( ) No
immediate reverse in case of major fault.
( ) Assessment not possible

Metric: RVM_010
RES_INT_0230

Network interfaces of the Virtual Machines that host RESISTO ( ) Yes
components offer full support for both IPv6 and IPv4 TCP stacks.
( ) No
( ) Assessment not possible

RES_INT_0240

Network interfaces support standardized IEEE 802.3 Ethernet ( ) Yes
technology for interoperability.
( ) No
( ) Assessment not possible

Metric: RVM_011
RES_FUN_0070

RESISTO cockpit can suggest network operator’s mitigation ( ) Strongly agree
measures related to a specific cyber/physical attack so as to
( ) Agree
reduce the cascading effects.
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_0230

RESISTO can send the response and mitigation measures as a ( ) Yes
message to the operator.
( ) No
( ) Assessment not possible

RES_FUN_0260

RESISTO can suggest actions to recover from the attack quickly and ( ) Strongly agree
enhance the overall CI resilience.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
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( ) Assessment not possible
RES_FUN_0550

The Mitigation Module provides automated or semi-automated ( ) Yes
mitigation responses based on pre-defined templates.
( ) No
( ) Assessment not possible

RES_FUN_0585

Mitigation actions are provided at run-time when backup ( ) Yes
resources are not available.
( ) No
( ) Assessment not possible

Metric: RVM_012
RES_FUN_0240

The RESISTO system was able to produce a good estimate on the ( ) Strongly agree
impact propagation of an attack, also to other interconnected CIs.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_0250

The RESISTO system was able to produce a good estimate on the ( ) Strongly agree
remaining time to solve the problem.
( ) Agree
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_0560

A network impact analysis was included in the risk (impact) ( ) Yes
predictor.
( ) No
( ) Assessment not possible

RES_FUN_0570

Network redundancy metrics such as HSRP/VRRP/GLBP are ( ) Yes
considered in RESISTO. IGP, EGP and BGP routes are considered in
( ) No
RESISTO.
( ) Assessment not possible

Metric: RVM_013
RES_FUN_0390

The RESISTO system has a whitelist with all authorized radio ( ) Yes
devices inside the telecom facility.
( ) No
( ) Assessment not possible

RES_FUN_0400

The RESISTO system has a list of all authorized cells or base ( ) Yes
stations and their operating frequency range in a target area.
( ) No
( ) Assessment not possible
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Metric: RVM_014
RES_FUN_0275

The RESISTO system provides audio and visual analytics ( ) Yes
functionalities.
( ) No
( ) Assessment not possible

RES_FUN_0310

If the operation requires spatial-temporal information, the input ( ) Yes
data of the RESISTO system can include desensitized/non( ) No
desensitized spatial-temporal data, depending on the use cases,
e.g. the geo-location information of infected devices.
( ) Assessment not possible

RES_INT_0060

The common user interface components of the RESISTO system
provide visual analytics by geo-location.

( ) Yes
( ) No
( ) Assessment not possible

RES_IMP_0010

The Smart Spectrum Surveillance module is integrated with ( ) Yes
RESISTO cockpit in order to change settings for the composing
( ) No
tools.
( ) Assessment not possible

RES_INT_0120

RESISTO can present the alerts and their severities. Clicking alerts ( ) Yes
allows the user to drill down to details of the alerts, i.e. what
( ) No
triggered the alerts and the data behind (evidence supporting
them).
( ) Assessment not possible

Metric: RVM_015
RES_FUN_0660

The Vulnerability Disclosure Framework is able to authenticate ( ) Yes
users and security researchers.
( ) No
( ) Assessment not possible

RES_FUN_0670

The Vulnerability Disclosure Framework is able to provide users ( ) Yes
with functionalities to define the scope for testing, rewards for
( ) No
different types of threats.
( ) Assessment not possible

RES_FUN_0680

The Vulnerability Disclosure Framework is able to allow Security ( ) Yes
Researchers to submit findings.
( ) No
( ) Assessment not possible

RES_FUN_0690

The Vulnerability Disclosure Framework is able to reward Security ( ) Yes
Researchers based on a matrix of rewards defined by users.
( ) No
( ) Assessment not possible

RES_FUN_0700

The Vulnerability Disclosure Framework is able to help Security ( ) Yes
Researchers and users to monitor vulnerabilities reported through
( ) No
the whole cycle:
( ) Assessment not possible
• report the finding,
• confirm/reject/request additional information from the
security researcher,
• notify the stakeholders,
• patch the finding,
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•
•

confirm from the security researcher that the issue was
fixed,
reward the security researcher, if appropriate.

Metric: RVM_016
RES_FUN_1107

Within the context of 5G networks the RESISTO system is able to ( ) Strongly agree
order a seamless relocation and restoration of virtualized network
( ) Agree
resources in the event of failure or cyber/physical attack if
provided by the operator control system, such that service ( ) Neither agree nor disagree
continuity can be guaranteed.
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible

RES_FUN_1108

Within the context of 5G networks the RESISTO system managed ( ) Strongly agree
to maintain updated information of compute, storage and
( ) Agree
network resources within the relevant infrastructure domain.
( ) Neither agree nor disagree
( ) Disagree
( ) Strongly disagree
( ) Assessment not possible
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4.

MEASUREMENTS AND RESULTS

4.1. Validation measurements – Question Lists for the 1st Run
As discussed previously, a specific list of questions with addressed metrics are to be set following a
specific methodology, in order to provide the validation assessment of the piloting implementation
during the 1st Run. Thus, in this Section, the realization of this specific approach for each Use Case of the
1st runs tests is being presented. This includes two main parts:
•

the first part where the specific questionnaire types are presented per Use Case including the
respective metrics to act as validation measurements of the 1st runs and

•

the second part where the validation assessment results are provided through the processing
for the above metrics / questionnaires

in order to derive the necessary conclusions for the 1st Runs piloting implementation aiming to provide
the necessary feedback as debugging and valuable input for the 2nd Runs. During the “initial testing” of
the 1st Runs parts of the foreseen tests were held, while the most complete and comprehensive tests
will take place for all the Use Cases during the 2nd Runs.

4.1.1. Use-Case 1 – Questions
Use Case 1 “Core Network Failure caused by Physical & Cyber Attacks to Telecommunication sites”
investigates the effects of cyber-physical attacks against core telecommunication networks and
infrastructures and addresses the fact that physical threats/attacks could enable cyber-attacks without
any evident correlation. For the purposes of the use case, we have considered two sub use cases, which
reminded in the following:
•

Drone-initiated cyber-attack: A hostile UAV overcomes the physical security of the operator and
gains access to a network switch located inside a protected building. The UAV is detected by the
ICCS Airborne Threat Detection System, which issues an airborne threat detection event to the
RESISTO platform correlator. In a period near the time of the first detection, OTE’s monitoring
systems detect anomalies to the network performance acknowledging a type of “Interface Down”
state, sending the event again to the RESISTO correlator where the two events are correlated and
the RESISTO platform identifies the DoS attack that took place.

•

Intruder-initiated cyber-attack: In this sub Use Case, again a combined cyber-physical attack is
taking place targeting OTE’s Core lab network. Herein the intruder is an unauthorized person that
breaches the security and he/she is detected by the ADI Audio/Video analytics system. The intruder
manages to activate malware causing network problems. The detection event and the logs of the
OTE’s monitoring system are sent to RESISTO platform where they are correlated following
predefined rules, in order to reveal the actual source of the problem.

In both the abovementioned sub use-cases, a cyber-physical attack is taking place targeting the core
telecommunication network; the detection events along with events from the network status are
correlated at the RESISTO correlator. Risk prediction and (short-term) mitigation measures will be
piloted and implemented and thus assessed during the 2nd piloting round.
Following the validation assesment methodology prsented in the previous Chapter, the List of Questions
with the corresponding set of Metrics posed for the Use Case 1 are given in the following table.
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Table 2. Use-case 1 Questions
Goal#1

Innovative platform for optimised decision support in the face of physical, cyber and combined cyberphysical threats taking account of critical schemes of infrastructure, functions and services and possible
(cascading) event trajectories

Questions
RVQ_001

Metrics
The platform supports various types of cyber RVM1
and physical events

RES_FUN_0030

Use Case owners
developers:

and

5-Likert scale/ Assessment
not possible

RVQ_002

The system is able to detect physical RVM2
intrusions

RVQ_003

The system is able to detect cyber intrusions

RVQ_004

The system can generate reports of different RVM4
types and output format

RVQ_005

RVQ_006

RVM3

There is an adequate security mechanism to RVM5
protect the integrity and confidentiality of
the data transmitted to/from the platform
(e.g. credentials, event messages, etc.)

There is an adequate mechanism to control RVM6
access to the system and stored data

Date: 15-02-2022

RES_FUN_0100

5-Likert scale/ Assessment
not possible

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RES_FUN_0006

5-Likert scale/ Assessment
not possible

RES_FUN_0030

5-Likert scale/ Assessment
not possible

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RES_FUN_870

5-Likert scale/ Assessment
not possible

RES_FUN_1040

5-Likert scale/ Assessment
not possible

RES_SEC_0105

5-Likert scale/ Assessment
not possible

RES_SEC_0435

5-Likert scale/ Assessment
not possible

RES_SEC_0440

5-Likert scale/ Assessment
not possible

RES_FUN_1105

5-Likert scale/ Assessment
not possible

RES_FUN_1106

5-Likert scale/ Assessment
not possible

RES_SEC_0110

5-Likert scale/ Assessment
not possible

RES_SEC_0120

5-Likert scale/ Assessment
not possible

RES_SEC_0160

5-Likert scale/ Assessment
not possible

RES_SEC_0245

5-Likert scale/ Assessment
not possible

RES_SEC_0280

5-Likert scale/ Assessment
not possible
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RES_SEC_0640

5-Likert scale/ Assessment
not possible

RES_SEC_0720

5-Likert scale/ Assessment
not possible

RES_SEC_0730

5-Likert scale/ Assessment
not possible

RVQ_007

The platform supports input data from other RVM7
systems in standard format (e.g. CSV)

RES_SEC_0650

5-Likert scale/ Assessment
not possible

RVQ_008

The system has a fall-back plan in case of RVM8
major fault

RES_OPR_0125

5-Likert scale/ Assessment
not possible

RVQ_009

The platform supports standard networking RVM9
technologies for interoperability

RES_INT_0230

5-Likert scale/ Assessment
not possible

RES_INT_0240

5-Likert scale/ Assessment
not possible

Goal#2

Develop an integrated risk and resilience analysis and management tool for improved preparedness and
prevention in the communication domain that takes account of cyber and/or physical threats and
disruptions jointly at the level of telecommunication service functions and performance functions,
including systemic security management

Questions
RVQ_010

RVQ_011

Goal#3

Metrics
The system can recommend necessary RVM10
mitigation actions in response to a threat

The system can estimate the impact and RVM11
cascading effect of an attack

5-Likert scale/ Assessment
not possible

RES_FUN_0550

5-Likert scale/ Assessment
not possible

RES_FUN_0585

5-Likert scale/ Assessment
not possible

RES_FUN_0560

5-Likert scale/ Assessment
not possible

RES_FUN_0570

5-Likert scale/ Assessment
not possible

Provide, experiment and assess a suite of innovative cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework

Questions
RVQ_013

RES_FUN_0070

Metrics
The system provides an adequate RVM13
Vulnerability Disclosure Framework

Date: 15-02-2022

RES_FUN_0660

5-Likert scale/ Assessment
not possible

RES_FUN_0670

5-Likert scale/ Assessment
not possible

RES_FUN_0680

5-Likert scale/ Assessment
not possible

RES_FUN_0690

5-Likert scale/ Assessment
not possible

RES_FUN_0700

5-Likert scale/ Assessment
not possible
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4.1.2. Use-Case 2 – Questions
Use Case 2 “Terrorist Attack and Natural Hazards causing network failure and telecommunication
congestion” addresses the vulnerability of telecom assets to malicious attacks as well as to natural
disasters. These kinds of actions can be considered unpredicted in terms of time and place thus the
important aspect is such cases is the quick reaction. For Use Case 2 two distinct sub use cases have been
considered.
• Terrorist Attack in telecom asset causes severe network failure: In this sub use case, it is considered
that a hostile UAV is approaching a telecom antenna park aiming to cause damage to physical
network assets that lead, as a cascade effect, to network failure. The hostile UAV is detected, and
with the correlation of the detection event and the network failure events, the RESISTO system issues
a damage inspection command to the RESISTO friendly UAV platform-based sensor, which takes-off
and initiates a damage inspection procedure using onboard cameras in the vicinity of the disaster
location.
• Natural Disasters affect telecom assets – network loss and telecommunication congestion: In this
sub use case it is considered that a natural disaster (e.g. earthquake) damages remote telecom assets
and remote facilities causing network congestion. Here, the RESISTO correlates the congestion events
with the natural disaster event from the RESISTO natural events sensing platform and responds by
issuing a damage inspection command to the RESISTO UAV-based surveillance sensor. The RESISTO
“friendly” UAV initiates a damage inspection procedure using onboard cameras and responds with
an extensive building and asset damage event after detecting extensive damage at the provider’s
telecom assets.
In both sub use-cases of Use Case 2 risk prediction and (short-term) mitigation measures will be piloted
and implemented and thus assessed during the 2nd piloting round.
Following the validation assesment methodology prsented in the previous Chapter, the List of Questions
with the corresponding set of Metrics posed for the Use Case 2 are given in the following table.
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Table 3. Use-case 2 Questions
Goal#1

Innovative platform for optimised decision support in the face of physical, cyber and combined cyberphysical threats taking account of critical schemes of infrastructure, functions and services and possible
(cascading) event trajectories.

Questions
RVQ_001

Metrics
The platform supports various types of cyber RVM1
and physical events

RES_FUN_0030

Use Case owners
developers:

and

5-Likert scale/ Assessment
not possible

RVQ_002

The system is able to detect physical RVM2
intrusions

RVQ_003

The system is able to detect cyber intrusions

RVQ_004

The system can generate reports of different RVM4
types and output format

RVQ_005

RVQ_006

RVM3

There is an adequate security mechanism to RVM5
protect the integrity and confidentiality of
the data transmitted to/from the platform
(e.g. credentials, event messages, etc.)

There is an adequate mechanism to control RVM6
access to the system and stored data

Date: 15-02-2022

RES_FUN_0100

5-Likert scale/ Assessment
not possible

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RES_FUN_0006

5-Likert scale/ Assessment
not possible

RES_FUN_0030

5-Likert scale/ Assessment
not possible

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RES_FUN_870

5-Likert scale/ Assessment
not possible

RES_FUN_1040

5-Likert scale/ Assessment
not possible

RES_SEC_0105

5-Likert scale/ Assessment
not possible

RES_SEC_0435

5-Likert scale/ Assessment
not possible

RES_SEC_0440

5-Likert scale/ Assessment
not possible

RES_FUN_1105

5-Likert scale/ Assessment
not possible

RES_FUN_1106

5-Likert scale/ Assessment
not possible

RES_SEC_0110

5-Likert scale/ Assessment
not possible

RES_SEC_0120

5-Likert scale/ Assessment
not possible

RES_SEC_0160

5-Likert scale/ Assessment
not possible

RES_SEC_0245

5-Likert scale/ Assessment
not possible

RES_SEC_0280

5-Likert scale/ Assessment
not possible
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RES_SEC_0640

5-Likert scale/ Assessment
not possible

RES_SEC_0720

5-Likert scale/ Assessment
not possible

RES_SEC_0730

5-Likert scale/ Assessment
not possible

RVQ_007

The platform supports input data from other RVM7
systems in standard format (e.g. CSV)

RES_SEC_0650

5-Likert scale/ Assessment
not possible

RVQ_008

The system has a fall-back plan in case of RVM8
major fault

RES_OPR_0125

5-Likert scale/ Assessment
not possible

RVQ_009

The platform supports standard networking RVM9
technologies for interoperability

RES_INT_0230

5-Likert scale/ Assessment
not possible

RES_INT_0240

5-Likert scale/ Assessment
not possible

Goal#2

Develop an integrated risk and resilience analysis and management tool for improved preparedness and
prevention in the communication domain that takes account of cyber and/or physical threats and
disruptions jointly at the level of telecommunication service functions and performance functions,
including systemic security management

Questions
RVQ_010

RVQ_011

Goal#3

Metrics
The system can recommend necessary RVM10
mitigation actions in response to a threat

The system can estimate the impact and RVM11
cascading effect of an attack

5-Likert scale/ Assessment
not possible

RES_FUN_0550

5-Likert scale/ Assessment
not possible

RES_FUN_0585

5-Likert scale/ Assessment
not possible

RES_FUN_0560

5-Likert scale/ Assessment
not possible

RES_FUN_0570

5-Likert scale/ Assessment
not possible

Provide, experiment and assess a suite of innovative cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework

Questions
RVQ_013

RES_FUN_0070

Metrics
The system provides an adequate RVM13
Vulnerability Disclosure Framework

Date: 15-02-2022

RES_FUN_0660

5-Likert scale/ Assessment
not possible

RES_FUN_0670

5-Likert scale/ Assessment
not possible

RES_FUN_0680

5-Likert scale/ Assessment
not possible

RES_FUN_0690

5-Likert scale/ Assessment
not possible

RES_FUN_0700

5-Likert scale/ Assessment
not possible
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4.1.3.

Use-Case 4 – Questions

Use Case 4 – “Disruption of major sporting event by combined physical & cyber-attack by a terrorist
organization”, considers a number of scenarios where a combination of physical and cyber-attack
methods is used by an attacker to enter an operator’s network site in order to prepare and launch a
high-impact cyber-attack. Linear IPTV services affecting high number of customers are the main target
of the attack. This Use-Case is piloted by BTC and INT.
Individual event messages related to each (simulated) physical and cyber-attack were sent to RESISTO
platform which in turn correlated the events and raised the associated audio-visual alarms. Risk
prediction and (short-term) mitigation measures will be assessed during the 2nd piloting round.
Following the validation assesment methodology prsented in the previous Chapter, the List of Questions
with the corresponding set of Metrics posed for the Use Case 4 are given in the following table.
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Table 4. Use-case 4 Questions
Goal #1

Innovative platform for optimised decision support in the face of physical, cyber and combined cyberphysical threats taking account of critical schemes of infrastructure, functions and services and possible
(cascading) event trajectories.

Questions
RVQ_001

Metrics
The platform provides a good support of RVM_001
various types of cyber and physical events

RES_FUN_0030

Use Case owners
developers:

and

5-Likert scale/ Assessment
not possible

RVQ_002

The system is able to detect physical RVM_002
intrusions effectively

RES_FUN_0100

5-Likert scale/ Assessment
not possible

RES_SEC_0650

5-Likert scale/ Assessment
not possible

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RES_FUN_0006

5-Likert scale/ Assessment
not possible

RES_FUN_0020

5-Likert scale/ Assessment
not possible

RES_FUN_0030

5-Likert scale/ Assessment
not possible

RVQ_003

The system is able to detect cyber intrusions RVM_003
effectively

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RVQ_004

The system is able to detect combined RVM_004
cyber/physical threats effectively

RES_FUN_0010

5-Likert scale/ Assessment
not possible

RES_FUN_0050

5-Likert scale/ Assessment
not possible

RES_FUN_0210

Y/N/
Assessment
possible

RES_FUN_0220

5-Likert scale/ Assessment
not possible

RES_INT_0010

5-Likert scale/ Assessment
not possible

RVQ_005

The system can efficiently inform the RVM_005
operator about potential or detected
threats

not

RVQ_006

The system can generate reports of RVM_006
different types and output format

RES_FUN_1040

Y/N/
Assessment
possible

RVQ_007

There is an adequate security mechanism to RVM_007
protect the integrity and confidentiality of
the data transmitted to/from the platform
(e.g. credentials, event messages, etc.)

RES_SEC_0105

5-Likert scale/ Assessment
not possible

RES_SEC_0435

5-Likert scale/ Assessment
not possible

RES_SEC_0440

Y/N/
Assessment
possible
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RVQ_008

Goal #3

There is an adequate mechanism to control RVM_008
access to the system and stored data

RVQ_014

Goal #2

5-Likert scale/ Assessment
not possible

RES_FUN_1106

Y/N/
Assessment
possible

not

RES_SEC_0110

Y/N/
Assessment
possible

not

RES_SEC_0120

Y/N/
Assessment
possible

not

RES_SEC_0160

Y/N/
Assessment
possible

not

RES_SEC_0245

Y/N/
Assessment
possible

not

RES_SEC_0280

Y/N/
Assessment
possible

not

RES_SEC_0640

Y/N/
Assessment
possible

not

RES_SEC_0720

5-Likert scale/ Assessment
not possible

RES_SEC_0730

Y/N/
Assessment
possible

not

Provide, experiment and assess a suite of innovative cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework

Questions
RVQ_013

RES_FUN_1105

Metrics
The system provides a suitable mechanism RVM_013
to identify unauthorised radio devices

The system provides a user interface with RVM_014
audio and visual analytics capabilities

RES_FUN_0390

Y/N/
Assessment
possible

not

RES_FUN_0400

Y/N/
Assessment
possible

not

RES_FUN_0275

Y/N/
Assessment
possible

not

RES_FUN_0310

Y/N/
Assessment
possible

not

RES_INT_0060

Y/N/
Assessment
possible

not

RES_IMP_0010

Y/N/
Assessment
possible

not

RES_INT_0120

Y/N/
Assessment
possible

not

Develop an integrated risk and resilience analysis and management tool for improved preparedness and
prevention in the communication domain that takes account of cyber and/or physical threats and
disruptions jointly at the level of telecommunication service functions and performance functions,
including systemic security management

Questions

Metrics
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RVQ_011

RVQ_012

The
system
can
provide
useful RVM_011
recommendations to mitigate the threats

The system can provide good estimates on RVM_012
the impact and cascading effect of an attack

Date: 15-02-2022

RES_FUN_0070

5-Likert scale/ Assessment
not possible

RES_FUN_0230

Y/N/
Assessment
possible

RES_FUN_0260

5-Likert scale/ Assessment
not possible

RES_FUN_0550

Y/N/
Assessment
possible

not

RES_FUN_0585

Y/N/
Assessment
possible

not

RES_FUN_0240

5-Likert scale/ Assessment
not possible

RES_FUN_0250

5-Likert scale/ Assessment
not possible

RES_FUN_0560

Y/N/
Assessment
possible

not

RES_FUN_0570

Y/N/
Assessment
possible

not
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4.1.4. Use-Case 5 – Questions
The main objective of use-case Protection of Cloud Storage Services - Sc1 Health scenario is to simulate
the attack on a system architecture and its storage system, and to use a correlation between physical
and cyber alarms, in order to detect and then mitigate the action performed by a malicious intruder on
the critical infrastructure.
Whenever a cyber and physical attack attempt has been discovered, RESISTO, by correlating all the
messages received from the various sensors, will trigger a notification toward the Security Operation
Center of the telco operator. In this way the security personnel can directly contact the affected
customer to define a remediation plan.
Following the validation assesment methodology prsented in the previous Chapter, the List of Questions
with the corresponding set of Metrics posed for the Use Case 5 are given in the following table.
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Table 5. Use-case 5 Questions
Goal #1

Innovative platform for optimised decision support in the face of physical, cyber and combined cyberphysical threats taking account of critical schemes of infrastructure, functions and services and possible
(cascading) event trajectories.

Questions
RVQ_001

Metrics
The platform provides a good support of RVM_001
various types of cyber and physical events

RES_FUN_0030

Use Case owners
developers:

and

5-Likert scale/ Assessment
not possible

RVQ_002

The system is able to detect physical RVM_002
intrusions effectively

RES_FUN_0100

5-Likert scale/ Assessment
not possible

RES_SEC_0650

5-Likert scale/ Assessment
not possible

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RES_FUN_0006

5-Likert scale/ Assessment
not possible

RES_FUN_0020

5-Likert scale/ Assessment
not possible

RES_FUN_0030

5-Likert scale/ Assessment
not possible

RVQ_003

The system is able to detect cyber intrusions RVM_003
effectively

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RVQ_004

The system is able to detect combined RVM_004
cyber/physical threats effectively

RES_FUN_0010

5-Likert scale/ Assessment
not possible

RES_FUN_0050

5-Likert scale/ Assessment
not possible

RES_FUN_0210

Y/N/
Assessment
possible

RES_FUN_0220

5-Likert scale/ Assessment
not possible

RES_INT_0010

5-Likert scale/ Assessment
not possible

RES_FUN_0870

5-Likert scale/ Assessment
not possible

RES_FUN_1040

Y/N/
Assessment
possible

RES_SEC_0105

5-Likert scale/ Assessment
not possible

RES_SEC_0435

5-Likert scale/ Assessment
not possible

RES_SEC_0440

Y/N/
Assessment
possible

RVQ_005

RVQ_006

RVQ_007

The system can efficiently inform the RVM_005
operator about potential or detected
threats

The system can generate reports of RVM_006
different types and output format

There is an adequate security mechanism to RVM_007
protect the integrity and confidentiality of
the data transmitted to/from the platform
(e.g. credentials, event messages, etc.)
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RVQ_009

The system has a suitable fall-back plan in RVM_009
case of major fault

RES_OPR_0125

Y/N/
Assessment
possible

not

RVQ_010

The platform provides a good network RVM_010
interoperability

RES_INT_0230

Y/N/
Assessment
possible

not

RES_INT_0240

Y/N/
Assessment
possible

not

Goal #3

Provide, experiment and assess a suite of innovative cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework

Questions
RVQ_013

RVQ_014

Goal #2

Metrics
The system provides a suitable mechanism RVM_013
to identify unauthorised radio devices

The system provides a user interface with RVM_014
audio and visual analytics capabilities

Y/N/
Assessment
possible

not

RES_FUN_0400

Y/N/
Assessment
possible

not

RES_FUN_0275

Y/N/
Assessment
possible

not

RES_FUN_0310

Y/N/
Assessment
possible

not

RES_INT_0060

Y/N/
Assessment
possible

not

RES_IMP_0010

Y/N/
Assessment
possible

not

RES_INT_0120

Y/N/
Assessment
possible

not

Develop an integrated risk and resilience analysis and management tool for improved preparedness and
prevention in the communication domain that takes account of cyber and/or physical threats and
disruptions jointly at the level of telecommunication service functions and performance functions,
including systemic security management

Questions
RVQ_011

RES_FUN_0390

Metrics
The
system
can
provide
useful RVM_011
recommendations to mitigate the threats
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RES_FUN_0070

5-Likert scale/ Assessment
not possible

RES_FUN_0230

Y/N/
Assessment
possible

RES_FUN_0260

5-Likert scale/ Assessment
not possible

RES_FUN_0550

Y/N/
Assessment
possible

not

RES_FUN_0585

Y/N/
Assessment
possible

not
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RVQ_012

The system can provide good estimates on RVM_012
the impact and cascading effect of an attack
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RES_FUN_0240

5-Likert scale/ Assessment
not possible

RES_FUN_0250

5-Likert scale/ Assessment
not possible

RES_FUN_0560

Y/N/
Assessment
possible

not

RES_FUN_0570

Y/N/
Assessment
possible

not
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4.1.5.

Use-Case 6 – Questions

Use Case 6 – “Cyber and Physical Protection of Network and Network Elements Mechanisms used by
critical services that impact users”, combines cyber threats and physical threats that can be triggered by
a malicious actor. The critical services that can be impacted by such threats are voice communications
and data communications over 4G, 5G and fixed networks. This Use-Case is piloted by Orange Romania.
During testing, ORO has run attack scenarios combining cybersecurity and physical security threats,
affecting both Fixed Services and 4G/5G Services that impact users. ORO’s detectors for these types of
threats triggered the RESISTO platform that, in turn, has associated the detections collected from OROs
infrastructure with events and correlated those events from both cyber and physical realms.
During the 2nd Run and based on the modelling provided and associated criticality and risk values for the
assets, RESISTO will suggest mitigation actions and measures and initiate a disaster recovery plan.
Following the validation assesment methodology prsented in the previous Chapter, the List of Questions
with the corresponding set of Metrics posed for the Use Case 6 are given in the following table.
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Table 6. Use-case 6 Questions
Goal #1

Innovative platform for optimised decision support in the face of physical, cyber and combined cyberphysical threats taking account of critical schemes of infrastructure, functions and services and possible
(cascading) event trajectories.

Questions
RVQ_001

Metrics
The platform provides a good support of RVM_001
various types of cyber and physical events

RES_FUN_0030

Use Case owners
developers:

and

5-Likert scale/ Assessment
not possible

RVQ_002

The system is able to detect physical RVM_002
intrusions effectively

RES_FUN_0100

5-Likert scale/ Assessment
not possible

RES_SEC_0650

5-Likert scale/ Assessment
not possible

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RES_FUN_0006

5-Likert scale/ Assessment
not possible

RES_FUN_0020

5-Likert scale/ Assessment
not possible

RES_FUN_0030

5-Likert scale/ Assessment
not possible

RVQ_003

The system is able to detect cyber intrusions RVM_003
effectively

RES_FUN_0005

5-Likert scale/ Assessment
not possible

RVQ_004

The system is able to detect combined RVM_004
cyber/physical threats effectively

RES_FUN_0010

5-Likert scale/ Assessment
not possible

RES_FUN_0050

5-Likert scale/ Assessment
not possible

RES_FUN_0210

Y/N/
Assessment
possible

RES_FUN_0220

5-Likert scale/ Assessment
not possible

RES_INT_0010

5-Likert scale/ Assessment
not possible

RES_FUN_0870

5-Likert scale/ Assessment
not possible

RES_FUN_1040

Y/N/
Assessment
possible

RES_SEC_0105

5-Likert scale/ Assessment
not possible

RES_SEC_0435

5-Likert scale/ Assessment
not possible

RES_SEC_0440

Y/N/
Assessment
possible

RVQ_005

RVQ_006

RVQ_007

The system can efficiently inform the RVM_005
operator about potential or detected
threats

The system can generate reports of RVM_006
different types and output format

There is an adequate security mechanism to RVM_007
protect the integrity and confidentiality of
the data transmitted to/from the platform
(e.g. credentials, event messages, etc.)
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RVQ_008

There is an adequate mechanism to control RVM_008
access to the system and stored data

RES_FUN_1105

5-Likert scale/ Assessment
not possible

RES_FUN_1106

Y/N/
Assessment
possible

not

RES_SEC_0110

Y/N/
Assessment
possible

not

RES_SEC_0120

Y/N/
Assessment
possible

not

RES_SEC_0160

Y/N/
Assessment
possible

not

RES_SEC_0245

Y/N/
Assessment
possible

not

RES_SEC_0280

Y/N/
Assessment
possible

not

RES_SEC_0640

Y/N/
Assessment
possible

not

RES_SEC_0720

5-Likert scale/ Assessment
not possible

RES_SEC_0730

Y/N/
Assessment
possible

not

RVQ_009

The system has a suitable fall-back plan in RVM_009
case of major fault

RES_OPR_0125

Y/N/
Assessment
possible

not

RVQ_010

The platform provides a good network RVM_010
interoperability

RES_INT_0230

Y/N/
Assessment
possible

not

RES_INT_0240

Y/N/
Assessment
possible

not

Goal #3

Provide, experiment and assess a suite of innovative cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework

Questions
RVQ_013

RVQ_014

Metrics
The system provides a suitable mechanism RVM_013
to identify unauthorised radio devices

The system provides a user interface with RVM_014
audio and visual analytics capabilities
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RES_FUN_0390

Y/N/
Assessment
possible

not

RES_FUN_0400

Y/N/
Assessment
possible

not

RES_FUN_0275

Y/N/
Assessment
possible

not

RES_FUN_0310

Y/N/
Assessment
possible

not

RES_INT_0060

Y/N/
Assessment
possible

not

RES_IMP_0010

Y/N/
Assessment
possible

not
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RVQ_015

RVQ_016

Goal #2

The system provides an adequate RVM_015
Vulnerability Disclosure Framework

The system supports suitable mitigation RVM_016
action for 5G networks

RVQ_012

Y/N/
Assessment
possible

not

RES_FUN_0660

Y/N/
Assessment
possible

not

RES_FUN_0670

Y/N/
Assessment
possible

not

RES_FUN_0680

Y/N/
Assessment
possible

not

RES_FUN_0690

Y/N/
Assessment
possible

not

RES_FUN_0700

Y/N/
Assessment
possible

not

RES_FUN_1107

5-Likert scale/ Assessment
not possible

RES_FUN_1108

5-Likert scale/ Assessment
not possible

Develop an integrated risk and resilience analysis and management tool for improved preparedness and
prevention in the communication domain that takes account of cyber and/or physical threats and
disruptions jointly at the level of telecommunication service functions and performance functions,
including systemic security management

Questions
RVQ_011

RES_INT_0120

Metrics
The
system
can
provide
useful RVM_011
recommendations to mitigate the threats

The system can provide good estimates on RVM_012
the impact and cascading effect of an attack
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RES_FUN_0070

5-Likert scale/ Assessment
not possible

RES_FUN_0230

Y/N/
Assessment
possible

RES_FUN_0260

5-Likert scale/ Assessment
not possible

RES_FUN_0550

Y/N/
Assessment
possible

not

RES_FUN_0585

Y/N/
Assessment
possible

not

RES_FUN_0240

5-Likert scale/ Assessment
not possible

RES_FUN_0250

5-Likert scale/ Assessment
not possible

RES_FUN_0560

Y/N/
Assessment
possible

not

RES_FUN_0570

Y/N/
Assessment
possible

not
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4.1.6.

Use Case 7 – Questions

The use case 7 Maritime Safety and Emergency Case is focused in protecting a real isolated Maritime
Site from a combined Cyber physical attack. In the use case the main objective is to increase the
correlation between physical and cyber alarms to detect faster the attack. The second objective is to
mitigate the action performed by the malicious intruder.
On one hand, everyone can easily access these isolated sites located in the coast. For this reason, they
are representative examples of physically vulnerable systems. Moreover, alarms systems and more
precisely physical and cyber are not correlated since most of the time physical alarms systems needs a
third-party company with special authorizations
For Use case 7 Maritime communications are particular critical, directly affecting possible maritime
rescue. Maritime communication is critical to react in time in case of disasters such as big petroleum
ships that are near the coast and may suffer an accident. These kinds of sites are normally protected by
a third-party system alarm that are connected to the NOC systems.
The proposed use cases help to identify changes of configuration of equipment or unusual data traffic
in the network that may be suspect of a hacker. The physical sensors implemented help to detect unauthorized access to the CIs site to identify the physical intrusions. Integration between alert of physical
sensors and ICT sensors permits, for example, the RESISTO platform to detect a physical intrusion to the
CI site with the probable cyber-attack and propagation in the network.
Another case where the platform may be useful is the detection of a sabotage of the ICT assets and help
to make the decision to move services to another site, implement others countermeasure or update the
defined threat model, accordingly to the “continuous improvement” paradigm.
The test bed should be using real infrastructure and we have selected 1 site in Vigo for the
demonstration. The complete architecture of a maritime service is the one show as follow while data
and voice communication from maritime service is routed to all the network while at the same time is
monitored in the NOC. The initial architecture was to use the real digital probe in order to detect an
attack or malfunction in the network.
RTV has built the UC testbed in our Laboratory in Madrid. The main objective was to bring the real signal
of the site network to the laboratory in order to be able to manage it and in order to connect the digital
AI probe for monitoring, detection and preventing the cyber-attack.
We have a let´s say a copy of the real traffic without affecting the service. This has been carried out
implementing replicating the IP traffic to another Ethernet point in the router in the laboratory in Madrid
instead of the real signal in Vigo.
The real traffic signal is now available in our laboratory in Juan Esplandiu with:
a)
b)
c)
d)

Infrastructures traffic simulation
Machines hosting various services and roles as per the UC Scenarios description
Active Network Equipment: Routers, BNGs, Switches
AI Digital probe

All connectivity management can be done remotely, by secure VPN
Following the validation assesment methodology presented in the previous Chapter, the List of
Questions with the corresponding set of Metrics posed for the Use Case 7 are the same with those
from Use Case 6 (see Table 6. Use-case 6 Questions).

Date: 15-02-2022

Approval status: APPROVED

Page 50/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

4.1.7.

Use Case 8 – Questions

Infrastructure providers are preparing themselves for the arrival of the first commercial 5G networks.
One of the most innovative aspects of the 5G architecture will be its reliance on 5G network slicing,
which will let operators provide portions of their networks for specific customer uses cases — whether
that use case is the smart home, the Internet of Things (IoT) factory, the connected car, or the smart
energy grid.
Infrastructure providers are basically service providers. The protection of a service is a complex matter
that involves different actors in the chain. Moreover, the infrastructure for the service selected is subject
to physical and cyber-attacks, that include for example in case of physical attacks, unauthorized access
to buildings where they are located, and manipulation of equipment and systems. Cyber-attacks include
for example hacking to servers, changing configuration files, deny attacks and network sniffing.
Use-case PPDR Virtual Operator address the service of PPDR in 5G. PPDR services are dedicated for
critical services such as special police or emergency or for private network. These services needs for an
special quality of service assuring the coverage and availability 100%.
In 5G in order to provide different quality of service the ETSI has defined the slicing as a technological
way of differentiate services. Each network slice is an isolated end-to-end network tailored to fulfil
diverse requirements requested by a particular application. Next generation of Tetra service for example
will rely on this kind of technologies in order to deploy their services. It is assumed that 5G will be
efficient in the way of use of the spectrum and we will not deploy specific wireless networks for specifics
network but on the contrary commercial and critical services will share the spectrum.
Each use case receives a unique set of optimized resources and network topology — covering certain
SLA-specified factors such as connectivity, speed, and capacity — that suit the needs of that application
In this virtualized network scenario, physical components are secondary and logical (software-based)
partitions are paramount, devoting capacity to certain purposes dynamically, according to need. As
needs change, so can the devoted resources. Using common resources such as storage and processors,
network slicing permits the creation of slices devoted to logical, self-contained, and partitioned network
functions.
Following the validation assesment methodology presented in the previous Chapter, the List of
Questions with the corresponding set of Metrics posed for the Use Case 8 are the same with those
from Use Case 6 (see Table 6. Use-case 6 Questions).
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4.1.8.

Use-Case 9 – Questions

UC9 “Network Response to a Security Breach”, is aimed at demonstrating and validating the use of
RESISTO in a 5G environment, in conjunction with emerging concepts such as network slicing and
network automation, to mitigate network resilience and security incidents. The probability of a security
incident at an edge point of presence or gNB1 is assessed, making use of machine learning (ML)
techniques. The use case is based on the execution of different actions depending on the perceived
probability of a certain incident taking place, including the relocation of virtualized network resources.
For this use case, the RESISTO platform is augmented with two external components that play a key role
in the detection and mitigation phases, respectively – a machine learning platform
running a predictive model and a MANO orchestration platform based on SONATA managing the
lifecycle of the virtualized resources of the 5G testbed.
Following the validation assesment methodology prsented in the previous Chapter, the List of Questions
with the corresponding set of Metrics posed for the Use Case 9 are given in the following table.
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Table 7. Use-case 9 Questions
Goal #1

Innovative platform for optimised decision support in the face of physical, cyber and combined cyberphysical threats taking account of critical schemes of infrastructure, functions and services and possible
(cascading) event trajectories.

Questions
RVQ_005

Goal #3

Metrics
The system can efficiently inform the RVM_005
operator about potential or detected
threats

Goal #2

not

RES_FUN_0220

5-Likert scale/ Assessment
not possible

RES_INT_0010

5-Likert scale/ Assessment
not possible

Metrics
The system supports suitable mitigation RVM_016
action for 5G networks

RES_FUN_1107

5-Likert scale/ Assessment
not possible

RES_FUN_1108

5-Likert scale/ Assessment
not possible

Develop an integrated risk and resilience analysis and management tool for improved preparedness and
prevention in the communication domain that takes account of cyber and/or physical threats and
disruptions jointly at the level of telecommunication service functions and performance functions,
including systemic security management

Questions
RVQ_011

Y/N/
Assessment
possible

Provide, experiment and assess a suite of innovative cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework

Questions
RVQ_016

RES_FUN_0210

Metrics
The
system
can
provide
useful RVM_011
recommendations to mitigate the threats
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RES_FUN_0070

5-Likert scale/ Assessment
not possible

RES_FUN_0230

Y/N/
Assessment
possible

RES_FUN_0260

5-Likert scale/ Assessment
not possible

RES_FUN_0550

Y/N/
Assessment
possible

not

RES_FUN_0585

Y/N/
Assessment
possible

not
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4.2. ACCEPTANCE Tests Evaluation results - Metrics collected during the 1st Run
Following the set methodology, tables of the Metrics through the defined questionnaires were collected
after the First Run piloting implementation. These tables comprise answers from each Use-Case owner
and module developer in order to assess the functionalities and operations of the tools as well as the
performance of the 1st Run of the Use Cases demonstrations.
The metrics were further processed following the GQM methodology, so that specific results are derived
and are showed in the following sections through graphical representation and charts.
As detailed in the previous section, the association Goals – Questions – Metrics, elaborated according
to the GQM methodology, can be resumed as follows:
• Goal1: RVQ_1 to RVQ_10
•

Goal2: RVQ_11 to RVQ_12

•

Goal3: RVQ_13 to RVQ_16

The interpretation of results also follows the GQM methodology. The GQM methodology states that in
a first step we should identify the goals for a study. This first part of the process proceeds with the
derivation of a set of questions to investigate on the different aspects of each goal, ending with the
determination of an appropriate set of metrics that will allow to answer to each question.
In the evaluation of RESISTO platform we derived 16 metrics as answers to a questionnaire, linked to
the acceptance tests.
We proposed our questionnaire to 13 partners from the consortium, 6 being telecom operators (as end
users of the RESISTO platform) and 7 being platform owners (as developers of different RESISTO
modules).
The results of the evaluation are illustrated as follows:
•

Synthesis of results at Goal level (main RESISTO Objectives)

•

Detailed analysis for each Metrics (the Acceptance Tests)

4.2.1.

Objectives evaluation (Goals)

One of the first noticeable results of the evaluation is the partial support for some of the RESISTO
platform’s objectives, as anticipated, due to the fact that in first round of demonstrations some features
were not ready, others could not be tested by some or all of use-case owners.
As the number of mandatory requirements that were grouped in specific questions, is different for each
question, the number of NA responses/Assessment not possible is very different from one question to
another, depending of the availability of some RESISTO functions during the first run or of the capability
of the Use-case owners to test the respective function. As an example, the Vulnerability Disclosure
Framework, developed by BSS, is completely implemented with all functionalities mentioned in the
requirements, but in the 1st RUN this module was not tested in the demonstrations as it was not included
in any of the use-cases.
Also, in some use-cases, some RESISTO functions are not applicable, some respondents didn’t exclude
the question and responded with NA, others didn’t respond to the question.
The “Not Applicable/Not Assessable” answers to the questions are listed in the
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Table 8 (to be noted that the response is given per specific requirement and the number of responses
per question was summed up).
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Table 8. Number of responses Not Applicable/Not Assessable per Question
Question ID

No of responses NA/
Assessment not possible

RVQ_001
RVQ_002
RVQ_003
RVQ_004
RVQ_005
RVQ_006
RVQ_007
RVQ_008
RVQ_009
RVQ_010
RVQ_011
RVQ_012
RVQ_013
RVQ_014
RVQ_015
RVQ_016

8
0
1
0
12
14
14
45
6
12
25
13
9
24
34
7

The number of Assessment not possible answers (no matter the scale used) is very big and could not
determine a relevant assessment for the specific groups of functionalities, for the questions presented
below, together with the explanation for obtaining the weak score.
- RVQ_008 is referring to “an adequate mechanism to control access to the system and stored data”
and the evaluation is made related to the implementation of specific security requirements. Besides
two functional requirements, related to user authentication, the rest of security requirements
evaluated were not considered during 1st RUN of use-cases demonstrations, as the piloting was
focused on the integration with RESISTO and the demonstration of main RESISTO functionalities.
- RVQ_011 is defined as “The system can provide useful recommendations to mitigate the threats”.
In this case the big number of NA responses is related to the fact that during the 1st RUN the
mitigation module was not implemented for most of the use-cases. Only responses provided for
UC9 that also uses the orchestration of mitigation measures were positive in this case.
- RVQ_014 is related to the capability of RESISTO “to provide a user interface with audio and visual
analytics capabilities”. In this case some of the functionalities (like geolocation) were not ready for
the first run.
- RVQ_015 is referring to the implementation of “Vulnerability Disclosure Framework”. In this case,
besides the developer of the respective module, all the partners evaluated as Assessment not
possible or do not answer to the questions, as in this phase of the project the module was not
included in any of the use-cases’ demonstration, even though it was functional at that time.
Moreover, the responses to RVQ_006 and RVQ_007 account for a somewhat increased number of
NAs, as they also include some security functionalities, not investigated in this phase.
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The answers to the questions were expressed in two different formats:

•

5-Points Likert Scale answers

•

Yes/No answers

Responses using 5-Points Likert scale measured the agreement of the respondents with the Acceptance
Test sentence. Such answers went from 1 to 5, with 1 being the most negative to 5 the most positive
feedback. As special option was also proposed to indicate the “Not Applicable/Not Assessable”
feedback.
Other responses were structured in a different manner thus requiring a simpler assessment, for this
reason, it was proposed the “Yes/No” answer, again with the additional option “Not Applicable/Not
Assessable”.
The 5-Points Likert Scale answers are depicted in the following Figure 4, by means of boxplots. It is
possible to observe that there is a generally positive feedback of the Acceptance Tests.
We interpreted as fully passed tests were there is a significant percentage of assessments in 5 and 4. In
other cases, we interpreted as “partially” supported.
Results of Yes/No answers are illustrated in Figure 5. The answers are positive, except some questions
where the corresponding functionality could not be assessed due to unavailability in 1st RUN or the due
to the fact that the function was not included in the use-case testing scenarios.
Considering all these results, it is possible to create an aggregated view of the results of each Acceptance
Test, as in the subsequent table
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Table 9. Acceptance Tests Results

Acceptance tests No
RVQ_001
RVQ_002
RVQ_003
RVQ_004
RVQ_005
RVQ_006
RVQ_007
RVQ_008
RVQ_009
RVQ_010
RVQ_011
RVQ_012
RVQ_013
RVQ_014
RVQ_015
RVQ_016

Passed

Partial

Failed

Not
Assessed

X
X
X
X
X
X
X
X
X
X
X
X
X
X
X
X

Figure 4: 5-Points Likert Scale Acceptance Tests Assessment
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RESISTO Validation GQM metrics:
Results for Yes/No Questions
100%
90%
80%
70%
60%
50%
40%
30%
20%
10%
0%

Yes

No

Assessement not possible

Figure 5: Yes/No Acceptance tests Assessement
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4.2.2.

Acceptance Tests Evaluation (Metrics)

This section presents the raw results for each metric.
Notes:
-

Graphs for Likert scale metrics are of Column Type having on horizontal axis the values for 5-Likert
scale (5- Strongly agree, 4- Agree, 3- Neither agree nor disagree, 2- disagree, 1- Strongly disagree,
0-N/A) and on vertical axis the number of responses

-

Graphs for Yes/No metrics are of Pie Chart type (expressing the percentage of Yes answers, No
answers or NA)

4.2.2.1 Metric RVM_001
Metric ID: RVM_001
Req. ID: RES_FUN_0030
Question: Alert events relevant to physical detection are properly received, collected and processed.
Responses: 10

Metric ID: RVM_001
Req. ID: RES_FUN_0100
Question: Data about non-authorized personnel access inside the telecom facility (if provided by
operator) could be successfully collected.
Responses: 10
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Metric ID: RVM_001
Req. ID: RES_SEC_0650
Question: RESISTO provides good support to users for importing and exporting data from other systems
in standard formats such as CSV, XML, XLS (e.g. “physical security alerts of a selected time interval”).
Responses: 10

4.2.2.2 Metric RVM_002
Req. ID: RES_FUN_0005
Question: Outcomes of the physical security systems of the TLC infrastructures (if existing) could be
successfully exploited by RESISTO.
Responses: 10
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Req. ID: RES_FUN_0006
Question: Physical intrusion is properly detected and processed by RESISTO based on interconnection
with specific sensors, such as audio/video/radar and other passive and active sensors.
Responses: 10

Req. ID: RES_FUN_0020
Question: Data that have been collected from sensors protecting access to systems could be successfully
processed by RESISTO to perform physical threats detection.
Responses: 10
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Req. ID: RES_FUN_0030
Question: Alert events relevant to physical detection are properly received, collected and processed.
Responses: 10

4.2.2.3 Metric RVM_003
Req. ID: RES_FUN_005
Question: Outcomes of the cyber security systems of the TLC infrastructures (if existing) could be
successfully exploited by RESISTO
Responses: 10
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4.2.2.4 Metric RVM_004
Req. ID: RES_FUN_0010
Question: Cyber/physical threats (e.g. related to the cloud infrastructure) could be successfully detected
by RESISTO.
Responses: 11

Req. ID: RES_FUN_0050
Question: Cyber/physical events could be successfully correlated to raise alarms.
Responses: 11
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4.2.2.5 Metric RVM_005
Req. ID: RES_FUN_0210
Question: The RESISTO system is able to state the criticality of the detected attack.
Responses: 12

Req. ID: RES_FUN_0220
Question: The operator can be quickly informed by RESISTO on first impact.
Responses: 12
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Req. ID: RES_INT_0010
Question: The user interface of RESISTO provides a good overview all the events occurred on systems,
with the ability to drill down a particular event to investigate and to have a historical view of similar
events, and review the necessary steps taken to resolve the issue.
Responses: 12

4.2.2.6 Metric RVM_006
Req. ID: RES_FUN_0870
Question: A report was generated for each attack/mitigation action set. This report included the
duration of the attack, and types of traffic or sensors that triggered the attack for security insight, etc.
Responses: 10
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Req. ID: RES_FUN_1040
Question: The RESISTO system supports the distribution of human-readable reports in industry-standard
formats such as .PDF or .HTML.
Responses: 10

4.2.2.7 Metric RVM_007
Req. ID: RES_SEC_0105
Question: The integrity of the relevant information sent by the security sensors in the system is
adequately protected by the RESISTO system
Responses: 11
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Req. ID: RES_SEC_0435
Question: The security services used by RESISTO can provide enough protection to the integrity and
confidentiality of the data.
Responses: 11

Req. ID: RES_SEC_0440
Question: The RESISTO platform transmits all passwords over a secure connection.
Responses: 11
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4.2.2.8 Metric RVM_008
Req. ID: RES_FUN_1105
Question: The RESISTO platform ensures user access authentication according to the security
requirements.
Responses: 8

Req. ID: RES_FUN_1106
Question: All users of the RESISTO platform will be authenticated.
Responses: 8
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Req. ID: RES_SEC_0110
Question: Access to the RESISTO system is granted using the principle of “Least Privilege”, meaning that
any program, any interface, any debugging and testing console and every user of RESISTO should operate
using the least set of privileges necessary to complete the job.
Responses: 8

Req. ID: RES_SEC_0120
Question: Each user is identified by a unique user identity so that users can be linked to and take
responsibility for their actions.
Responses: 8
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Req. ID: RES_SEC_0160
Question: RESISTO supports the User’s user access/ segregation of duty requirements i.e. it supports set
up of standard and group profiles.
Responses: 8

Req. ID: RES_SEC_0245
Question: RESISTO supports remote login using encrypted protocols, such as HTTPS and SSH with only
TLSv1.2 or above algorithms.
Responses: 8
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Req. ID: RES_SEC_0280
Question: All staff and third parties who are accessing the RESISTO platform remotely will be
authenticated using the approved remote access authentication mechanism.
Responses: 8

Req. ID: RES_SEC_0640
Question: Access to confidential, personal and security data is logged.
Responses: 8
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Req. ID: RES_SEC_0720
Question: User and system data are stored in a data store with adequate access control
measures/policies complying with the GDPR.
Responses: 8

Req. ID: RES_SEC_0730
Question: Direct access to the platform’s data store is only allowed to users with privileged access rights
(such as system administrators).
Responses: 8
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4.2.2.9 Metric RVM_009
Req. ID: RES_OPR_0125
Question: The system is able to run on OSs and/or Virtualization environments offering “snapshot” mechanism in
order to provide immediate reverse in case of major fault
Responses: 8

4.2.2.10 Metric RVM_010
Req. ID: RES_INT_0230
Question: Network interfaces of the Virtual Machines that host RESISTO components offer full support for both IPv6
and IPv4 TCP stacks
Responses: 8
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Req. ID: RES_INT_0240
Question: Network interfaces support standardized IEEE 802.3 Ethernet technology for interoperability
Responses: 8

4.2.2.11 Metric RVM_011
Req. ID: RES_FUN_0070
Question: RESISTO cockpit can suggest network operator’s mitigation measures related to a specific cyber/physical
attack so as to reduce the cascading effects
Responses: 10
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Req. ID: RES_FUN_0230
Question: RESISTO can send the response and mitigation measures as a message to the operator
Responses: 9

Req. ID: RES_FUN_0260
Question: RESISTO can suggest actions to recover from the attack quickly and enhance the overall CI resilience
Responses: 10
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Req. ID: RES_FUN_0550
Question: The Mitigation Module provides automated or semi-automated mitigation responses based on predefined templates
Responses: 9

Req. ID: RES_FUN_0585
Question: Mitigation actions are provided at run-time when backup resources are not available
Responses: 9
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4.2.2.12 Metric RVM_012
Req. ID: RES_FUN_0240
Question: The RESISTO system was able to produce a good estimate on the impact propagation of an attack, also to
other interconnected CIs
Responses: 10

Req. ID: RES_FUN_0250
Question: The RESISTO system was able to produce a good estimate on the remaining time to solve the problem
Responses: 10
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Req. ID: RES_FUN_0560
Question: A network impact analysis was included in the risk (impact) predictor
Responses: 9

Req. ID: RES_FUN_0570
Question: Network redundancy metrics such as HSRP/VRRP/GLBP are considered in RESISTO. IGP, EGP and BGP
routes are considered in RESISTO
Responses: 9
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4.2.2.13 Metric RVM_013
Req. ID: RES_FUN_0390
Question: The RESISTO system has a whitelist with all authorized radio devices inside the telecom facility
Responses: 10

Req. ID: RES_FUN_0400
Question: The RESISTO system has a list of all authorized cells or base stations and their operating frequency range in
a target area
Responses: 10
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4.2.2.14 Metric RVM_014
Req. ID: RES_FUN_0275
Question: The RESISTO system provides audio and visual analytics functionalities
Responses: 9

Req. ID: RES_FUN_0310
Question: If the operation requires spatial-temporal information, the input data of the RESISTO system can include
desensitized/non-desensitized spatial-temporal data, depending on the use cases, e.g. the geo-location information
of infected devices
Responses: 9
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Req. ID: RES_INT_0060
Question: The common user interface components of the RESISTO system provide visual analytics by geo-location
Responses: 9

Req. ID: RES_IMP_0010
Question: The Smart Spectrum Surveillance module is integrated with RESISTO cockpit in order to change settings for
the composing tools.
Responses: 9
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Req. ID: RES_INT_0120
Question: RESISTO can present the alerts and their severities. Clicking alerts allows the user to drill down to details of
the alerts, i.e. what triggered the alerts and the data behind (evidence supporting them).
Responses: 9

4.2.2.15 Metric RVM_015
Req. ID: RES_FUN_0660
Question: The Vulnerability Disclosure Framework is able to authenticate users and security researchers
Responses: 8

Date: 15-02-2022

Approval status: APPROVED

Page 83/89

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D10.4_220215_02

Req. ID: RES_FUN_0670
Question: The Vulnerability Disclosure Framework is able to provide users with functionalities to define the scope for
testing, rewards for different types of threats
Responses: 8

Req. ID: RES_FUN_0680
Question: The Vulnerability Disclosure Framework is able to allow Security Researchers to submit findings.
Responses: 8
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Req. ID: RES_FUN_0690
Question: The Vulnerability Disclosure Framework is able to reward Security Researchers based on a matrix of
rewards defined by users.
Responses: 8

Req. ID: RES_FUN_0700
Question: The Vulnerability Disclosure Framework is able to help Security Researchers and users to monitor
vulnerabilities reported through the whole cycle.
Responses: 8
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4.2.2.16 Metric RVM_016
Req. ID: RES_FUN_1107
Question: Within the context of 5G networks the RESISTO system is able to order a seamless relocation and
restoration of virtualized network resources in the event of failure or cyber/physical attack if provided by the operator
control system, such that service continuity can be guaranteed.
Responses: 7
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Req. ID: RES_FUN_1107
Question: Within the context of 5G networks the RESISTO system managed to maintain updated information of
compute, storage and network resources within the relevant infrastructure domain.
Responses: 7
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5. CONCLUSIONS
This deliverable presents the results of the validation assessment, performed after the 1st Run of RESISTO
Use-Cases demonstration. The validation assessment is evaluated against the objectives of the Project
and the specific objectives of the Work Packages 7, 8 and 9.
Integration of the various test-beds and facilities with the RESISTO platform has been performed before
the 1st Run piloting, to the extent to allow the validation of functionalities required by the Use-Cases.
Although some features of the RESISTO platform were not available to be tested during the 1 st Run
piloting, these will be subject of a follow-up Assessment, during and after the 2nd Run piloting.
The evaluation corresponding to 1st RUN of RESISTO use-cases demonstration was aimed at
understanding the fulfilment of the pilot objectives from the perspective of the RESISTO End-Users (i.e.
– The Telecom operators, partners in the Consortium). The evaluation was designed using the G-Q-M
methodology to derive a questionnaire comprising sets of RESISTO requirements collected from D2.1
deliverable [4], grouped into questions targeting specific capabilities. The answers to the questionnaire
was collected from all partners, 6 being Telecom Operators – the end-users of the platform - and 7 being
technology owners- developers of specific RESISTO modules.
The resulting questionnaire and the answers received were analysed using the G-Q-M methodology and
the overall outcome allows for a good appreciation of the features that were supported by the RESISTO
platform at the time of the first piloting of the Use-Cases.
The acceptance tests, mapped to the sixteen questions/metrics from the questionnaire (RVQ_001 to
RVQ_016), were interpreted as fully passed tests where there is a significant percentage of assessments
with 5, 4 and Yes answers. This was the case for RVQ_001 to RVQ_005 which are mapped on Goal1
related to the optimized decision support in the face of physical, cyber or combined threats. In the rest
of the cases, except RVQ_015, that could not be assessed in this phase, the acceptance tests
corresponding to Goal2 (integrated risk and resilience analysis and management tool) and Goal3
(experiment and assess a suite of innovative cyber/physical security solutions for prevention/protection,
detection and reaction) are considered partially passed.
Moreover, all the answers collected from the 13 responding partners are summarized in two graphs,
one for each type of scale used to measure the metrics.
The 5 point-Likert scale results’ assessment was depicted by the means of boxplots, as this is the
standardized way of displaying the distribution of data based on five numbers. According to the graph,
the results are mostly positive for this scale, being concentrated in the upper part of the graph that
corresponds to 4 and 5 scores.
The Yes/No results assessment was represented by the means of stacked columns. The answers are
positive, except for some questions where the corresponding functionalities could not be assessed due
to unavailability in the 1st RUN piloting or due to the fact that the function was not included in some
use-cases testing scenarios. These questions will be analysed before the 2nd Run of piloting and will be
prioritised in order to validate the implementation of requirements and objectives of the Project.
The groups of functionalities or modules that could not be evaluated after first run of piloting are:
- Security related: due to the fact that the 1st run was focused on testing the integration between
RESISTO and testbeds and basic RESISTO functionalities, only the authentication capabilities were
tested and assessed
- Threats mitigation related: the respective functionality was not ready to be tested for most of the
use-cases, only in case of UC9 could be fully tested
- Audio and Visual analytics related: as the geolocation feature was planned for 2nd RUN, most of
the metrics from respective group were not assessed
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-

Vulnerability Disclosure Framework related- this module, even if finalized before starting 1st round
of pilots, was not included in any of the use-cases, consequently only the application developerBSS - could evaluate the component metrics

In conclusion, the overall results of the 1st Run piloting, assessed using the G-Q-M methodology, are
positive as to the mapping of the RESISTO features to the objectives of the Project and the assumptions
and requirements of the RESISTO platform’s users/Use-Cases. A range of functionalities and features
will be tested and validated during the 2nd Run piloting, and functionalities and features deemed a lower
score in this current assessment, will be improved and re-tested.
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