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RESISTO PROJECT – PUBLISHABLE EXTENDED ABSTRACT
Communications play a fundamental role in the economic and social well-being of the citizens and on
operations of most of the CIs. Thus, they are a primary target for criminals having a multiplier effect on
the power of attacks and providing enormous resonance and gains. Also, extreme weather events and
natural disasters represents a challenge due to their increase in frequency and intensity requiring
smarter resilience of the Communication CIs, which are extremely vulnerable due to the ever-increasing
complexity of the architecture also in light of the evolution towards 5G, the extensive use of
programmable platforms and exponential growth of connected devices. The fact that most enterprises
still manage physical and cyber security independently represents a further challenge. RESISTO
platform is an innovative solution for Communication CIs holistic situation awareness and enhanced
resilience (aligned with ECSO objectives). Based on an Integrated Risk and Resilience analysis
management and improvement process availing all resilience cycle phases (prepare, prevent, detect,
absorb, etc.) and technical resilience capabilities (sense, model, infer, act, adopt), RESISTO
implements an innovative Decision Support System to protect communication infrastructures from
combined cyber-physical threats exploiting the Software Defined Security model on a suite of state of
the art cyber/physical security components (Blockchain, Machine Learning, IoT security, Airborne threat
detection, holistic audio-video analytics) and services (Responsible Disclosure Framework) for
detection and reaction in presence of attacks or natural disasters. Through RESISTO Communications
Operators, will be able to implement a set of mitigation actions and countermeasures that significantly
reduce the impact of negative events in terms of performance losses, social consequences, and
cascading effects in particular by bouncing efficiently back to original and forward to operational states
of operation.
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EXECUTIVE SUMMARY

To address potential ethical, data privacy and related issues at the earliest state and throughout
the whole project it is necessary to provide the project participants with guidelines to ensure the
same standard of knowledge for everyone. These guidelines shall ensure that matters of privacy,
legality, authorization, protection, ethics and general conduct regarding personal information and
research results are considered and implemented properly in the research process.
The partners have the general responsibility for ensuring that research is carried out in
accordance with these guidelines, and for ensuring that clients and other parties in the research
agree to comply with its requirements.
This deliverable is the third and last “Ethical, Societal and Gender Equality Protocol” for the
RESISTO project, including the results of the controlling measures since D1.4 (in M18).
Additionally, it shows the results of a survey designed to evaluate the impact of
telecommunication breakdowns on society. The survey can be seen as an assessment of the
societal aspects of the RESISTO project (see T1.2). Its results show – as well as literature and
representative studies – the increasing importance of functioning telecommunications in working
as well as private life. That stresses the relevance of RESISTO’s aim to enhance telco operators’
resilience against cyber-physical threats.
It can be stated that - also due to pre-grant requirements - not a lot of unexpected issues came
up and those that were detected through the monitoring process were minor and did not pose
threats to the project’s progress.
In this version of D1.5 we added in the introduction (chapter 1) a guideline to the chapters, to
improve understanding of the structure of the deliverable. Additionally, chapter 6 shows an
overall conclusion of RESISTO’s management of ethical issues. Moreover, all formerly late
ethical surveys as well as the ethics reviews of the last deliverables of the project were carried
out and submitted for this version (added to chapters 2 and 5, as well as in Annex 1).
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1. INTRODUCTION
The first deliverable in task 1.2 “Ethical and Societal compliance management“, D1.3, was a general
guideline for all partners on best practices for conducting research in a correct way regarding ethics
and data protection.
The second one, D1.4, concentrated on RESISTO-specific issues and the ways of handling them – by
the whole consortium, the Social Sciences, Humanities and Ethics Review Committee (SSHERC) or
the Ethical Manager of the project. Here, the gender survey, potential societal impacts of the use cases
and the state of the ethical surveys were central points of interest. A report and follow-up on the ethics
check in month 14 of the project was also part of this deliverable.
In the deliverable at hand, the last in T1.2, D1.5, a conclusion on the overall ethical and societal issues
and impact of RESISTO is drawn. This is done by a final evaluation of the ethical surveys submitted by
the task leaders (chapter 2), the overall evaluation of the ethical feedback on the use cases (chapter
3), the interpretation of a non-representative public survey carried out throughout Europe (chapter 4)
and the ethical reviews of (public) deliverables submitted by the SSHERC members (chapter 5).
The deliverable ends with a conclusion about the ethical and societal issues of the project and their
handling.

Date: 15-02-2022

Approval status:APPROVED

Page 9/88

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D1.5_220215_02

2. ETHICS SURVEYS
One way of effectively controlling the project’s course regarding ethics and data protection has been
the 1st and 2nd ethics survey, each task leader had to complete before starting and after finishing a task.



the “1st survey: possible ethical issues in the task”



the “2nd survey: report on ethical issues and countermeasures in the task”

The completed surveys are reviewed by the ethical manager of the project who, in case potential ethical
issues are feared to occur or occurred during the task, acts as a consultant on which counter measures
can be taken to reduce the potential risks.
During the finalisation of this deliverable, most ethics surveys of the latest tasks have been submitted.
The leaders of tasks finishing with the end of the prolongation (M42; T10.1 to T10.6 and T1.1 to T1.3)
could not submit the 2nd survey on time for the first version this deliverable. Annex 1 shows the surveys
completed since the submission of D1.4, those submitted for the revision of this document in January
2022 can be found from page 67 on.
As a conclusion, it can be said that there have been no major ethical or societal issues in need of
attendance throughout the project. This monitoring tool has been an effective way for the ethical
manager and the SSHERC of keeping track of the partners’ activities in the project and is a
recommendable measure to overlook issues in relatively small steps (1st survey) and review this
overlooking process (2nd survey).
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3. ETHICAL AND SOCIETAL SCIENCE FEEDBACK ON THE USE CASES
In D1.4, we included a list of the use cases, their involved detection and monitoring techniques and the
involved personnel (table 2 on page 13 in D1.4). There were no external persons involved in any of the
use cases, so no concerns regarding ethics arose here.
In table 3 of D1.4 (page 14), we required information on who profit from the enhanced security and if
there are implications for policy makers such as best practices deriving from RESISTO’s use cases.
During the course of carrying out the use cases, no notable deviations from the answers in these two
tables have been found. The unsolved issues regarding 5G still seem to be a problem, the RESISTO
platform and the respective use case can be of importance for policy makers.
Enhanced resilience of telecommunication systems, which RESISTO is aiming for, also has an impact
on society. This is discussed in chapter 4, where the results of a non-representative survey throughout
Europe are shown.
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4. SOCIETAL IMPACT OF TELECOMMUNICATION SERVICE BREAKDOWNS
In Annex 2, a questionnaire is shown which was designed to answer the question of the societal impact
and importance of the RESISTO project, which is one of the tasks in T1.2. It aims to assess the
importance of unrestricted access to make phone calls and use the internet from the populations’ point
of view.
The questionnaire was spread through the private networks of the RESISTO partners and the social
network channels of the project (twitter, Facebook). It is carried out through soscisurvey, a German
platform for online surveys. It is easy to use, both for those completing the questionnaire and for those
creating it, and GDPR-conform. Without choosing the participants, it will remain a non-representative
survey. The participants are requested to state their gender, age and the country of main residence,
which will lead to more distinctive results. No given answer can be related to an identified or identifiable
natural person.
The self-set goal of 300 completed surveys could not be reached. Below, the results of the survey are
shown with regard to the project.
Some of the following results are also part of a publication submitted to the Journal of Homeland
Security and Emergency Management currently still under review.
As the simulations in RESISTO show, disruptive events that occur in one network can cascade to other
networks, influencing the amount of service that can be provided to the customers and society.
Considering this, this survey was developed and executed to shed light on the societal impact of
(mobile) network restrictions, such as what would happen in reality if the simulations described above
where to occur. Therefore, the survey asks questions on the frequency of telecommunication activities
as well as on the situations in which intact telecommunication systems are especially important. The
participants are additionally questioned on how often they already experienced restrictions and how
long those lasted. In total, 137 valid questionnaires were submitted from people from four continents
(see figure 1). As stated before, the RESISTO survey is not a representative study, but was distributed
via the project’s network of partners. Other surveys already showed people’s dependency of
telecommunication systems like smartphones. For example, in a study where duration and frequency
of smartphone usage were recorded, results like daily usage durations of more than five hours and
more than 80 views per day on the smartphone show the importance of telecommunication devices for
the civil population in their private and work life (Andrew, et al. 2015). The following results of the survey
support these findings.
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Figure 1: Nationality distribution for the submitted surveys.

4.1. User behaviour and user experiences
After giving personal information, the participants of the survey were questioned about their user
behaviour and experiences regarding telecommunication systems. Figure 2 shows the results regarding
the frequency of usage of different ways of communication. The participants show a stronger affinity to
text messaging and Email reading/writing than to making phone calls. Some of the following figures are
pie charts, which should usually show relative proportions. We used them here with the absolute figures
because they display the results in an accurate and vivid way.
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Figure 2: Frequency of use of different ways of communication.

Saving files or pictures, obtaining information, and controlling smart home applications or devices are
activities performed with telecommunication systems not having the purpose to get in contact with other
persons. These activities could be rather seen as relevant for information procurement as well as for
the own wellbeing and comfort. The evaluation of the survey shows that telecommunication systems
are still used less for these activities. Figure 3 shows the user behaviour of participants regarding the
usage of telecommunication systems for this purpose. Here, “obtain information” is of specific interest,
because the need for information is specifically strong during disruptive events.

Figure 3: Frequency of use of telecommunication for information procurement.

Using telecommunication systems for controlling Smart Home devices or applications is the activity
which is least performed by the participants. It can be assumed that a part of the participants choosing
“less than monthly” do not use smart home devices or applications at all. The allocation of the selected
frequencies can be seen in figure 4.
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Figure 4: Frequency of use of telecommunication for "Smart Home Applications”.

4.2. Personal experiences with telecommunication failures
In the next section of the survey the participants were asked about their previous experiences regarding
specific failures in telecommunication with the following options to choose from: “large scale failure of
telecommunication”; “not able to make phone calls, but intact internet access”; “no internet access, but
able to make phone calls”; “voluntary waiver of telecommunication” and “no, I have never experienced
one of these situations”. Although it was possible to select more than one answer, more than a third of
the participants only selected one (60 persons). Two, resp. three answers were chosen by
approximately 25% of the participants. For specification reasons, the second question asked if the
participants experienced one or more of the described situations during the last 12 months. Within this
question, the amount of people who experienced only one of the situations rose to 100 persons. The
following figures 5 and 6 show the results for these two questions. The large number of participants
having experienced “no internet access, but able to make phone calls” could be due to missing LTE/4G
network coverage.

Figure 5: Experiences with failure situations in telecommunication (overall).

Figure 6: Experiences with failure situations in telecommunication (last 12 months)
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Figure 7 depicts the answers to a question targeting the duration of the longest experienced
failure/restriction.

Figure 7: Longest duration of experienced failure/restriction

4.3. Importance of telecommunication in everyday life
The last section of the survey is a subjective evaluation, where the participants gave estimations about
the importance of telecommunication systems in their working and private life. The questions here were
“Would you be able to continue your work without telecommunication?”, “What would restrict you more
in your working context?”, “What would restrict you more in a private context?” and “If you were on
holiday, would you rather have an intact internet access or the option to make phone calls?”. Almost
2/3 of the participants (62%) stated that it would be impossible for them to continue their work without
telecommunications. Only 5 participants stated that they could continue their work without any
problems. The internet seems to be the main focus of interest here, 94% percent of the participants
(129 persons) stated that no internet access would restrict them more in their working life than not
having the ability to make phone calls. For their private life as well, most participants would rather have
intact internet access than the possibility to make phone calls.
The following figures 8 and 9 show the results of those four questions.

Figure 8: Importance of telecommunications in the work context.
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Figure 9: Importance of telecommunications in the private context.

Another important aspect of telecommunication is their importance during a crisis or a disruptive event.
Figure 10 shows the results for two questions dealing with this aspect. Here, the participants would
rather have the ability to make phone calls than have internet access. Combined with the relatively high
importance of obtaining information on a regular daily basis and of the daily use of social media (see
figures 2 and 3), this shows different preferences when comparing daily routines to crises behaviour.
(Reuter, et al. 2019) showed that the use of social media and therefore the internet for information
procurement in a crisis are highly needed next to calling family and friends.

Figure 10: Importance of telecommunications in an emergency context.

The devices we use on a daily or at least frequent basis will become more and more connected
(Dachyar, Zagloel and Saragih 2019). Combined with the cross-border connectedness of Critical
Information Infrastructure that RESISTO is partly dealing with this will lead to even higher (social)
vulnerabilities and more weak spots in the system. The last part of the survey (three questions) queried
the participants’ experiences with connectedness. Figure 11 shows the results for those questions.

Date: 15-02-2022

Approval status:APPROVED

Page 17/88

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D1.5_220215_02

Figure 11: Experiences with and views on the connectedness of devices

4.4. Summary of the survey findings
The survey shows the importance of intact telecommunication systems for society. This is especially
the case for phone calls, text messages and emails, which are performed with high frequencies. Social
media is as well omnipresent in the participants’ lives. The survey shows that new innovative forms of
telecommunication increase too, one example being Smart Home devices and applications. The human
dependency on telecommunication in work and private life results in a vulnerability against failures of
the system. Most participants have experienced restrictions of telecommunication during the last 12
months. Voluntary waivers of telecommunication are not popular or not possible in people’s daily lives.
Most participants stated that they would not be able to continue their work without internet access. In
all contexts except for crisis or emergency situations, an intact internet access is already more important
than the option to make phone calls for the participants. For the special case of Smart Home devices
and applications, the participants think they will use them more in future and more than half of the
participants (65%) think they will make their daily lives better.
During the ongoing COVID19 pandemic, tools for teleconferences such as Zoom, MS teams etc. have
proven very valuable to replace face-to-face business meetings. This also shows in increasing overlap
between phone calls and internet access and a rapid development towards an everyday remote
communication solely via internet rather than telephone connections.
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5. EFFECTIVE CONTROLLING OF THE DELIVERABLES
Next to the 1st and 2nd ethics surveys (please see chapter 2), the SSHERC review of publicly available
deliverables has proven to be a suitable way of monitoring the project regarding potential ethical issues.
Table 1 shows the questions the members of the SSHERC should answer during reviewing of
deliverables.
Table 2 displays a list of all reviewed deliverables in the last part of the project (submitted since D1.4).
In table 2, all cells highlighted in red imply a “YES” to one of the answers in table 2. But only those
deliverables where it says “additional measurement required” in the comment are critical according to
one or more reviewers. For this period, no such critical issues were found, all deliverables are labelled
“ethically unobjectionable”.
In the first submitted version of this deliverable, there were cells highlighted in orange, which meant
that the respective deliverables were submitted with too short a notice to be reviewed by the ethical
manager in time. Those deliverables D4.5, D7.5, D8.5, D9.3, D9.5, D10.5 and D10.13 were reviewed
for the revised version of this deliverable in January 2022.
As seen in table 2, for five deliverables, one or both of the question(s) have been answered with a “yes”,
the respective reviews are shown in annex 3, including short explanations. None of these findings led
to the necessity of action, because the people involved have all been part of the project consortium and
no personal data was needed and used.
Table 1: Questions to be answered by the members of the SSHERC regarding deliverables rated “public”

1. Are people involved (in any imaginable way) in this part of the project that are not
part of the consortium?
2. Is personal data used for this part of the project?
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Table 2: List of ethical reviews since D1.4

Deliverable
D2.7
D2.8
D3.2
D3.8
D3.9
D4.2
D4.3
D4.4
D4.5
D5.2
D5.3
D5.4
D6.2
D6.3
D7.1
D8.1
D9.1
D10.8
D10.12
D7.2
D7.3
D7.4
D7.5
D8.2
D8.3
D8.4
D8.5
D9.2
D9.3
D9.4
D9.5
D10.2
D10.4
D10.5
D10.9
D10.13
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For the period since D1.4, a lot of deliverables were submitted during the last months of the project.
Due to the heavy workload, and also due to unpleasant circumstances caused by the COVID19
restrictions, the ethical manager decided to ease the process by reducing the minimum amount of
reviews carried out for each deliverable to one.
The SSHERC reviews of the deliverables proved to be – as well as the ethical surveys for the tasks –
an effective measure to monitor the project ethics-wise. Board meetings with discussions about
deliverables, project advancements and specific tasks were originally envisaged during PMT meetings,
and could have been a useful addition. Due to time restrictions of most members, especially after the
start of the pandemic, and because of the overall unremarkable results of the monitoring measures, the
ethical manager refrained from this.
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6. CONCLUSION
To conclude the process of the “Ethical and Societal Compliance Management” of the RESISTO project,
not only the three associated deliverables D1.2, D1.4 and D1.5 have to be taken into account.
The strict measures dictated in and established throughout WP11, especially D11.3 and D11.4, where
a Data Protection Impact Assessment and an assessment regarding the risks of misuse of research
findings had to be carried out, have shed a light on possible hurdles and helped immensely to gain a
deep understanding of the project’s potential ethical issues from the beginning on. The nomination of
Data Protection Officers (D11.2) and the check if a declaration on compliance and/or authorisation is
required for collecting and processing personal data (D11.3) helped to enhance the awareness of each
project partner regarding ethical and data protection issues.
Another addition to awareness and knowledge has been the “Ethics Check” in M14 of the RESISTO
project, where the following documents were reviewed:



D1.3



all deliverables of WP11



the ethics chapter of the periodic report



the ethical reviews of deliverables carried out by the SSHERC (for period 1, i.e. M1-M12)



the 1st and 2nd ethics surveys for period 1

The result of the Ethics Check was positive, it said “Ethical issues are overall well addressed”.
Nevertheless, it also defined some outstanding issues, of which especially the 3rd and 4th one was
followed by another investigation throughout the whole consortium: the question about the use of
previously collected data and the use of publicly available (open source) data during and for the project.
Partners ALB, INT and BSS answered the first question with a “YES” and had to declare how privacy
and data protection would be ensured. Anonymization of all data was guaranteed. All other answers
were negative.
The three deliverables directly associated with task 1.2 “Ethical and Societal Compliance Management”,
of which the deliverable at hand is the latest, showed overall unremarkable results of the ethical
monitoring throughout the whole project.
As a downside, it has to be mentioned that a more prominent position of the ethical managers in the
project could enable them to a more effective implementation and execution of their tasks. Of course,
the COVID-19 pandemic became an additional obstacle for efficient communication and it cannot be
said, which of those impediments hindered the above stated effective implementation and execution at
some points.
Nevertheless, all measures put together ensured a well-balanced surveillance of all ethics-related
issues of RESISTO leading to an overall ethically unobjectionable project.
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Francesco Torelli
Leonardo S.p.A., Via E. Mattei 21, 66013 Chieti Scalo
Tel.: +39 08715854336 – Cell.: +393316885978
Francesco.torelli@leonardocompany.com
Task ID: T4.3 Complex Event Recognition (Cyber‐Physical
correlator)

Expected Date of delivery: 30/08/2019 (M16)

Brief description of the task (250 words max.):
The main objective of the component is to correlate events and identify potential threats. Events are acquired
through an interconnection layer that handles the input / output messages. All the sources of the project will
transfer the log data into the raw messaging system, to be analyzed and correlated.
The correlation module is composed of two principal sub‐components dedicated to identifying potential threats.
The two components deal with analysis of data sources and automatic update of correlation rules.
Corresponding deliverable: D4.3

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
None of the above listed risks will be posed.
In case of data collection and/or processing, please describe briefly what data will be collected and why!
The Correlator operating workflow is composed of the following high level phases:
−

Acquisition of data from external data sources through the interconnection layer

−

Normalization of data in a standard format

−

Transmission of the normalized data to the correlation engine and to the machine learning component

−

Data correlation

−

Data analysis using machine learning algorithms

−

Updating of the correlation rules in:

−

o manual mode, by skilled operators
o automatic mode, by the machine learning component
Threat identification

−

Normalization of threat data using a standard format

−

Forwarding of threat data to the interconnection layer.

No personal data will be managed during the above described workflow.

Date: 15-02-2022

Approval status: APPROVED

Page 25/88

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D1.5_220215_02

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?

Risks and negative impacts emerging during the execution of the task, if any, will be considered.

Will the task comply with the Ethics Protocol of the RESISTO project (D1.3)? If not, please explain why.
Yes, it will be compliant with the Ethics protocol.

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
*
Contact person (complete contact details including email address)
Chiara Foglietta – chiara.foglietta@uniroma3.it
Task ID: 6.3

Expected Date of delivery: M17

Brief description of the task (250 words max.):
The task aims to integrate different component for the so‐called short‐
term control loop. The components are the Risk Predictor and the Decision Support System (DSS), encompassing the
correlator Engine, the workflow manager and the software‐defined security.

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No

In case of data collection and/or processing, please describe briefly what data will be collected and why!
The data collection is related to the information flow coming from upstream elements of the RESISTO architecture.
Some other information, as topology and asset list, are stored for the analysis of the short‐term control loop.

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
The information collected by the Risk predictor has been collected through deliverables and is stored in MYSQL
database protected with username and password.

Will the task comply with the Ethics Protocol of the RESISTO project (D1.3)? If not, please explain why.
Yes

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
ADITESS LTD
Romaios Bratskas
Rb@aditess.com
+35722250959
Task ID: 6.4

Expected Date of delivery:

Brief description of the task (250 words max.):

HMI adaptation (ADI, LDO, RM3, OTE, EMI) [M9-M15]
In this task the Cockpit component shall be customized aiming to improve the level of Situation Awareness
of operators through the display of a CROP (Common Relevant Operational Picture) which allows to have,
in a context, all the infor-mation necessary and sufficient for understanding what is happening within a
reference scenario; to receive all the alarms generated by sensors and / or sub- systems and provide
effective tools for the management and resolution in a short time; to support in the most efficient
operator in making the right decisions decisions and guide the activities to be followed in case of
emergency management through the suggestions; to geo-reference and 2D map all sensors (fixed and
mobile) with which the system is able to interact and all events and alarms that the system will be able to
view and manage; to integrate the visual analytics component. The task shall also address the integration
of the Long Term control Loop Web Interface in order to provide on a unified interface both control
components of the RESISTO platform (long term and short term control loops) and correlate results and
data from the two views
Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
NO

In case of data collection and/or processing, please describe briefly what data will be collected and why!
NO DATA COLLECTION

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
NOT APPLICABLE
Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why
NOT APPLICABLE
*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it

Task ID: T7.2 Pilot Preparation, Integration and
Initial Setup

Expected Date of delivery:M24

Brief description of the task (250 words max.):
Use Case has been defined to demonstrate how the RESISTO platform, thanks to its Threat Intelligence features,
can be successful used for the protection of the customers network nodes and infrastructures, by leveraging its
ability to correlate information also form OSINT sources with the information related to the configuration of the
provided customers network elements

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No risks identified

In case of data collection and/or processing, please describe briefly what data will be collected and why! The ta
sk activities will use generated data, simulating vulnerable systems, no personal information used in test

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
n/a

Will the task comply with the Ethics Protocol of the RESISTO project (D1.3)? If not, please explain why.
yes

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
Carmen.patrascu@orange.com

Task ID: T7.3 Pilot implementation and test first run

Expected Date of delivery: 30.06.2020 (M26)

Brief description of the task (250 words max.):
OTE and BTC will have their Use Cases fully operational within this WP through their own facilities and infrastructure
set‐ups while they will offer additional architectural components to be used jointly ensuring federation among the
Use Cases. To this respect, the implementation will focus on protection aspects of the existing physical and cyber
own assets; core building installations with main fiber optics terminals, antennas and towers, backbone nodes,
cyber networks and core infrastructure. TIM will use a third party (Sparkle) in WP7 while RTV will use an explicit
telecommunication site facility. The piloting will be expanded to events directly affecting the general public such as
the congestion or the major sporting event. Realistic operational field trials will be made, adapted to local
operational situation with permutations and stress elements. Furthermore, TIM, ORO and RTV , since they are also
involved in other Use Cases will set‐up herein specific KPIs, federating additional architectural components jointly
used with the WP8 (TIM, ORO) and WP9 (RTV) through their respective CyberPhysical Infrastructures and facilities
set‐up.
Corresponding deliverables: D7.2 Scenario 1 integration & set up of 1° & 2° step tests ‐ first
Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No risks/ negative impacts identified

In case of data collection and/or processing, please describe briefly what data will be collected and why!
The activities corresponding to task 7.3 will run using synthetic (generated) randomly generated data such as
cybersecurity events information and equipment logs. The information contained in this data will be generated
pertinent to the testing scenarios and will NOT contain any identifiable personal data.
No data collection will be in place.
What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
N/A
Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)

Maria Belesioti
Research Programs Section, Fixed
Research & Development Department, Fixed &Mobile
99 Kifissias Av. 15124 Maroussi, Athens, Greece
Tel: +30‐210‐6114937
mbelesioti@oteresearch.gr
Task ID: Task 7.4

Expected Date of delivery: October

Brief description of the task (250 words max.):

Task 7.4 refers to RESISTO WP7 pilots. Two runs of the pilot will be organized. The first test run and the
post‐releases and upgrades of the RESISTO solution held in between and final the second run; all WP7
pilots will run in parallel, however with common approaches in sharing test procedures and resilience
relevant data, derived from the previous first test run. The purpose of this final round is to pursue and
strengthen federation aspects among all Telcos through consistent conductance, setting up and
experimentation at component/ system level addressing the variety of the pilots, joint works,
developments and fusion with integrators and technology providers. To this end, a full mapping of the
existing telecom assets along with their effects to a wider crowd will be assessed towards improvements
in their protection
Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No
In case of data collection and/or processing, please describe briefly what data will be collected and why
No personal has been collected. Only network performance data from the testbeds for the needs of the pilot.

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
No data has been stored.

Will the task comply with the Ethics Protocol of the RESISTO project (D1.3)? If not, please explain why.
Yes
*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Jorge Carapinha, jorgec@alticelabs.com

Task ID: T7.5

Expected Date of delivery: December 2020 (D7.5)

Brief description of the task (250 words max.):
This task will be focused on the operational end‐user validation of RESISTO platform in scenario #1. ALB, not involved
in WP7 pilots, will act as an independent evaluation and validation leader. The relevant methodology will focus on
evaluating the end‐users’ improvements in systems protection, performance, usability and efficiency and metrics
regarding the overall RESISTO solution effectiveness in various combinations of current telecom CIs. Use Cases will
be assessed, measured and validated. The Task will address the ability for RESISTO to a) reliably identify,
characterize and prioritize cyber and physical attacks from realistic data in time for action to be taken, and b) to
plan and execute appropriate and safe courses of action autonomously and in co‐operation with SOC analysts. A
comparison with the end‐user requirements and critical evaluation rules will also be provided. All feedback gathered
will be included within the Validation and Evaluation Report for Scenario 1, measuring the success indicators against
the project objectives.

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
T7.5 is focused on evaluation and validation, no potential negative impacts in these areas are expected.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
No data collection and/or processing is foreseen in the scope of T7.5

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
No measures will be required.

Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes.
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it
Task ID:T 8.1 Pilot plan, requirements and Design

Expected Date of delivery: M22

Brief description of the task (250 words max.):
The main objective of the use case is to simulate the attack on a system architecture and its storage system, and to
use a correlation between physical and cyber alarms, in order to mitigate the action performed by a malicious
intruder on the critical infrastructure.

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
The task do not pose potential risks, all the data is generated and does not contain personal information

In case of data collection and/or processing, please describe briefly what data will be collected and why!
The activities will use generated data to simulate events information from systems involved in the task. No
personal or confidential information will be used. No data collection

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
n/a

Will the task comply with the Ethics Protocol of the RESISTO project (D1.3)? If not, please explain why.
yes

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it

Task ID:T8.2 Pilot Sites preparation; Users
involvement and training

Expected Date of delivery: M24

Brief description of the task (250 words max.):
Within the WP8 activities TIM created a virtulized environment to host the RESISTO platform, and all the necessary
network connections to all the other partners’ testbeds in order to receive all the messages from the various platf
orms. TIM has also coordinated a redesign process to be able to mitigate the effects of COVID‐
19, which involved a revisiting of activities with a totally virtual view of use cases.

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No sensitive data where used, all the data where simulated generated.
In case of data collection and/or processing, please describe briefly what data will be collected and why!
The activities will use generated data to simulate events information from systems involved in the task. No
personal or confidential information will be used. No data collection

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
n/a

Will the task comply with the Ethics Protocol of the RESISTO project (D1.3)? If not, please explain why.
yes

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
Carmen.patrascu@orange.com

Task ID: T8.3 Pilot implementation and test first run

Expected Date of delivery: 30.06.2020 (M26)

Brief description of the task (250 words max.):
The implementation of 3 main Scenarios along with the examination of the effects of the Impacted Use Cases in
light of WP8 objectives is expected to enhance the federation aspects of the involved partners. Interdependencies
algorithms and tools such as CISIAPro from RM3 will be applied to examine the degree of interdependences and
impact during disasters and treats and the expansion of wide cyber / physical attacks in surrounding CIs and the
vicinity. During the first test run, TIM, ORO and RTV will have their Use Cases fully operational through their own
facilities and infrastructure and / or through the use of third parties’ services. Furthermore, ALB and RTV will exploit
the specific KPIs, set‐up in WP7 and WP9 federating additional architectural components jointly used with the WP9.
Cyber‐attacks at the core network will be actually held in the framework of the OTE’s 1st Main Use Case in WP7,
although the cascade effects and the interdependencies to other CIs or the vicinity will be part of this Task. Customer
compliance regulations and business needs will be examined so that the pilots will be executing affecting the
relevant customers as less as possible.
Corresponding deliverables: D8.2 Scenario 2 integration & set up of 1° & 2° step tests ‐ first
Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No risks/ negative impacts identified.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
The activities corresponding to task 8.3 will run using synthetic (generated) randomly generated data such as
cybersecurity events information and equipment logs. The information contained in this data will be generated
pertinent to the testing scenarios and will NOT contain any identifiable personal data.
No data collection will be in place.
What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
N/A
Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it
Task 8.4 Pilot implementation and test second run Expected Date of delivery: M32

Brief description of the task (250 words max.):
In the test second run of the implementation the goal is to test the different solutions configured for securing th
e data against attacks and theft of data either via cyber‐attacks and physical theft of hardware components

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
The task does not pose potential risks, all the data is generated and does not contain personal information

In case of data collection and/or processing, please describe briefly what data will be collected and why!
The activities will use generated data to simulate events information from systems involved in the task. No
personal or confidential information will be used. No data collection

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
n/a

Will the task comply with the Ethics Protocol of the RESISTO project (D1.3)? If not, please explain why.
yes

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Zhan Cui, zhan.cui@bt.com

Task ID: 8.5

Expected Date of delivery: M32

Brief description of the task (250 words max.):

Interconnected/Interdependent CIs and cascade effects: focused on cascading effects on other CIs and
Mission Critical services supported by communication infrastructures. Interdependencies among
components of communication are a pivotal aspect for the resilience of network. The use case will
implement a dynamical protection of network with SDS mechanisms and cascading effect model.
−
−
−

Mission Critical Communication (radio/link level)
Mobile and emergency communication
Public broadband network

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
N/A

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
N/A

Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes.

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address):
Luis Moreno
luis.moreno@cellnextelecom.com
Task ID: WP9.1

Expected Date of delivery: 22

Brief description of the task (250 words max.): In the WP9 we will explore future technologies (5G) in whi
ch we will implement and validate these new

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No this activity does not include these kind of activities.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
NA

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
NA

Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
NA

*to be answered before each task by the task leader
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Jorge Carapinha, jorgec@alticelabs.com

Task ID: T9.3

Expected Date of delivery: July 2020 (D9.2)

Brief description of the task (250 words max.):
Pilot implementation and test first run. Physical interconnections and federation of assets within the foreseen pilots
are envisioned during the first test run. The implementation will take place in a stepwise manner due to the
experimental type of the 5G assets. Protection of telecom network core nodes using a block‐chain based
mechanisms will be implemented. During the first test run, TIM, ORO and ALB will have their Use Cases fully
operational through related own facilities and infrastructure and / or through the use of third parties’ services.
Furthermore, RTV and TIM, will exploit the specific KPIs, set‐up in WP8 federating additional architectural
components jointly used with the WP9. The RESISTO platform and sensor / software tools will be used in iteration
format and even with limited functionality so that lessons learnt would lead to further upgrades and post‐releases.

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
In the scope of T5.3, Altice Labs used real data samples collected from the fixed and mobile network infrastructure.
These data samples provide information related to the infrastructure (e.g. equipment faults, alarms). In T9.3, Altice
Labs will be using these data samples as a key component to build the pilot use case. No personal data of any kind is
included and it will not be possible to infer relevant information on the network infrastructure.
In case of data collection and/or processing, please describe briefly what data will be collected and why!
The data collected is related to equipment events and alarms – not only network equipment, strictly speaking (i.e.
routers, switches, application servers), but also general infrastructure components (e.g. air conditioning, power
supplies). The data is used as input to the ML model that is supposed to run in the ML module of the Correlator
engine. Based on this data, the probability of certain future events to occur is evaluated, and prevention/mitigation
actions are executed as appropriate.
What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
As explained above: no personal data is collected, and no relevant information concerning the network
infrastructure is stored due to data anonymization.
Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes.

*to be answered before each task by the task leader

Date: 15-02-2022

Approval status: APPROVED
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1st survey: Possible ethical issues in the task*
Luis Moreno Fraile luis.moreno@cellnextelecom.com

Task ID: UC8, T9.4

Expected Date of delivery:

Simulate a 5G Private network with a critical service running

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
NA

In case of data collection and/or processing, please describe briefly what data will be collected and why!
NA

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
NA

Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
YES

*to be answered before each task by the task leader

Date: 15-02-2022

Approval status: APPROVED
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
Carmen.patrascu@orange.com

Task ID: T9.5 Operational end-user validation of
RESISTO platform in scenario #3

Expected Date of delivery: 31.12.2020 (M32)

Brief description of the task (250 words max.):
The protection processes, tools and technologies involved will be evaluated in terms of performance, effectiveness,
usability and impact on the future emerging networks; contributing by this way to a well‐defined basis of promoting
the RESISTO solution to new market trends and policies. ORO will act herein as an independent evaluation and
validation leader, while all feedback gathered will be included within the Validation and Evaluation Report for
Scenario3. RTV will be responsible for the overall planning and conductance of the second run piloting in WP9. TIM,
ALB and RTV will implement one main Use Case each, while ALB will be responsible for preparations, training and
first run. ORO will correlate the security aspects within 5G‐PPP project outputs, on the basis of a future virtualized
telecom infrastructure at the core level, through the architectural critical components of such environment, focusing
on the management plane that will directly impact the control plane of the system. BTC will look at the interplay of
edge computing, virtualization and other architectural innovations in the context of 5G networks. TEI will support
the evaluation in “5G for Italy” and “Aveiro 5G Labs” (with the support of SEP as Linked 3PP), aiming at demonstrate
that it is a 5G‐ready solution. The WP9 technology providers (RM3, LDO, EMI, INT, GT) will test and validate their
tools, modules and methods in respect to the Scenario 3 pilots main and impacted scenarios where applicable.
Corresponding deliverables: D9.4/D9.5 Analysis on Scenario 3 1° & 2° step tests – first/final

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No risks/ negative impacts identified.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
The activities corresponding to T9.5 will run using synthetic (generated) randomly generated data such as
cybersecurity events information and equipment logs. The information contained in this data will be generated
pertinent to the testing scenarios and will NOT contain any identifiable personal data.
No data collection will be in place.
What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
N/A
Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes
*to be answered before each task by the task leader

Date: 15-02-2022

Approval status: APPROVED
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1st survey: Possible ethical issues in the task*
Contact person (complete contact details including email address)
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
Carmen.patrascu@orange.com

Task ID: T10.1 Operational validation
Final assessmentc and Best Practices
derived

Expected Date of delivery: 31.12.2020 (M32)

Brief description of the task (250 words max.):
By establishing metrics will be possible to evaluate and compare the results that can be achieved through the use
of the RESISTO tool with specific reference to the Pilots. Levels and thresholds will be introduced for the evaluation.
The task will provide the calculation method for the metrics and define related structured KPIs. The metrics should
address actions and investments based on actual needs and requirements related to all the factors and constraints
(impact, regulations, standards, value chain, etc.). The task will include the following activities: (i) For each metric,
identify the elements, the calculations models and evaluation levels; (ii) Identify and structure significant KPIs related
with each metrics; (iii) Constitution of Business Risk Assessment Dashboard, that will be interconnect with Technical
Risk Assessment; (iv) Fine tuning of all Dashboards (Business Risk Assessment, Metrics, KPIs) for monitoring quality
and security metrics; (v) Establishing frequency of KPIs measurement (weekly, monthly depending on critical issues);
(vi) Establish accountability for each indicator to enable the indicator’s owner to take timely corrective action
Corresponding deliverables: D10.4/D10.5 Validation Assessment and Best Practices – first/final

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No risks/ negative impacts identified.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
No data collection will be in place. Only theoretical definitions and calculations of metrics related to RESISTO
platform evaluation that will use the results obtained in previous tasks and deliverables.
What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
N/A
Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes
*to be answered before each task by the task leader

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Mirjam Fehling‐Kaschek,
Fraunhofer Institute for High‐Speed Dynamics ∙ Ernst‐Mach‐Institut,
Am Klingelberg 1, D‐79588 Efringen‐Kirchen, Germany
+49 7628 9050 676 or +49 761 2714 592;
Mirjam.Fehling‐Kaschek@emi.fraunhofer.de

Task ID: T2.2 Cyber physical threat, hazard and
disruption ranking ontology

Expected Date of delivery: 30.4.2019 (M12)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful, as no personal data was collected.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Mirjam Fehling‐Kaschek,
Fraunhofer Institute for High‐Speed Dynamics ∙ Ernst‐Mach‐Institut,
Am Klingelberg 1, D‐79588 Efringen‐Kirchen, Germany
+49 7628 9050 676 or +49 761 2714 592;
Mirjam.Fehling‐Kaschek@emi.fraunhofer.de

Task ID: T2.3 Holistic socio‐technical communication
infrastructure system modelling

Expected Date of delivery: 30.4.2019 (M12)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful, as no personal data was collected.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Emanuele Aonzo
Leonardo SpA, Via G. Puccini 2 16154 Genova, Italy
+39 010 6583762 or +39 348 8562436
Emanuele.aonzo@leonardocompany.com

Task ID: Complex Event Recognition
(Cyber-Physical correlator)

Expected Date of delivery: 30/8/2019

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No issue emerged

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
no recommendations emerged

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Jorge Carapinha, jorgec@alticelabs.com

Task ID: T5.3

Expected Date of delivery: Feb. 2020

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
As explained in the 1st survey, no personal data has been collected, and no relevant information concerning the
network infrastructure has been stored, thanks to data anonymization. This has been enough to avoid any ethical‐
related risks and negative impacts.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Emanuele Aonzo
Leonardo SpA, Via G. Puccini 2 16154 Genova, Italy
+39 010 6583762 or +39 348 8562436
Emanuele.aonzo@leonardocompany.com

Task ID: T6.2 Adaptors development and Integration

Expected Date of delivery: 31.07.2019 (M15)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No issue emerged

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
no recommendations emerged

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task* 6.4
Contact person (complete contact details including email address):
ADITESS LTD
Romaios Bratskas
Rb@aditess.com
+35722250959
Task ID: 6.4

Expected Date of delivery:

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
NO

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
NOT APPLICABLE

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NOT APPLICABLE

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Emanuele Aonzo
Leonardo SpA, Via G. Puccini 2 16154 Genova, Italy
+39 010 6583762 or +39 348 8562436
Emanuele.aonzo@leonardocompany.com

Task ID: T6.5 platform integration

Expected Date of delivery: 30/11/2019

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No issue emerged

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
no recommendations emerged

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
mbelesioti@oteresearch.gr

Task ID: T 7.1

Expected Date of delivery: M22

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendations

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
There was no need for additional measures

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it

Task ID: T7.2 Pilot Preparation, Integration and Initial Expected Date of delivery: 13.05.2021
Setup
Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No personal data was used, test case used generated data with no personal information

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
n/a

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
n/a

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
carmen.patrascu@orange.com
Task ID: T7.3 Pilot implementation and test first run

Expected Date of delivery: 13.05.2021

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
Due to the fact that the testing activities used synthetic, randomly generated data for cybersecurity events,
according to the testing scenarios, no personal data was involved. Also the physical events generated did not
contain personal information.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
NA

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):

Maria Belesioti
Research Programs Section, Fixed
Research & Development Department, Fixed &Mobile
99 Kifissias Av. 15124 Maroussi, Athens, Greece
Tel: +30‐210‐6114937
mbelesioti@oteresearch.gr
Task ID:Task 7.4

Expected Date of delivery: October

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
No measures have been taken since no risks have been identified during the first survey.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address)
Jorge Carapinha, jorgec@alticelabs.com

Task ID: T7.5

Expected Date of delivery: October 2021

Brief description of the task (250 words max.):
This task was focused on the operational end‐user validation of RESISTO platform in scenario #1. ALB, not involved
in WP7 pilots, acted as an independent evaluation and validation leader. The relevant methodology was focused on
evaluating the end‐users’ improvements in systems protection, performance, usability and efficiency and metrics
regarding the overall RESISTO solution effectiveness in various combinations of current telecom CIs. Use Cases were
assessed, measured and validated. The Task addressed the ability of RESISTO to a) reliably identify, characterize and
prioritize cyber and physical attacks from realistic data in time for action to be taken, and b) to plan and execute
appropriate and safe courses of action autonomously and in co‐operation with SOC analysts. A comparison with the
end‐user requirements and critical evaluation rules was also provided. All feedback gathered was included within
the Validation and Evaluation Report for Scenario 1, measuring the success indicators against the project objectives.

Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
T7.5 is focused on evaluation and validation, no potential negative impacts in these areas can be identified.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
No data collection and/or processing was performed in the scope of T7.5

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
No measures were required.

Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes.

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it

Task ID:T 8.1 Pilot plan, requirements and Design

Expected Date of delivery: 13.05.2021

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No data

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
no

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
n/a

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it

Task ID:T8.2 Pilot Sites preparation; Users
involvement and training

Expected Date of delivery:M32

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
no

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
n/a

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
carmen.patrascu@orange.com
Task ID: T8.3 Pilot implementation and test first run

Expected Date of delivery: 13.05.2021

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
Due to the fact that the testing activities used synthetic, randomly generated data for cybersecurity events,
according to the testing scenarios, no personal data was involved. Also the physical events generated did not
contain personal information.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
NA

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Luca Lionetti, TIM S.p.A.
Via di Macchia Palocco 223
00125 Roma
+39 0636880195
luca.lionetti@telecomitalia.it

Task ID: Task 8.4 Pilot implementation and test
second run

Expected Date of delivery:M32

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
NO

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
no

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
n/a

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Zhan Cui, zhan.cui@bt.com

Task ID: 8.5

Expected Date of delivery: M40 (project extended)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.

There was no recommendation as no issues were identitied.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
N/A as there were no ethical issues identified in the first survey

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Luis Moreno Fraile luis.moreno@cellnextelecom.com

Task ID:UC7, T9.1

Expected Date of delivery:

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
NA

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
NA

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
Yes

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address)
Jorge Carapinha, jorgec@alticelabs.com

Task ID: T9.2

Expected Date of delivery:

Brief description of the task (250 words max.):
The end‐users personnel involved in the relevant training process consist of 5G and future networks staff, already
aware of the new aspects. Appropriate configuration of the RESISTO system for data exchange with IoT / 5G
mechanisms and block chain was needed.
Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
No.

In case of data collection and/or processing, please describe briefly what data will be collected and why!
Not applicable.

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
None.

Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes.

*to be answered before each task by the task leader

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address)
Jorge Carapinha, jorgec@alticelabs.com

Task ID: T9.3

Expected Date of delivery: May 2021 (D9.2)

Brief description of the task (250 words max.):
Pilot implementation and test first run. Physical interconnections and federation of assets within the foreseen pilots
are envisioned during the first test run. The implementation took place in a stepwise manner due to the
experimental type of the 5G assets. Protection of telecom network core nodes using a block‐chain based
mechanisms was implemented. During the first test run, TIM, RTV and ALB had their Use Cases operational through
related own facilities and infrastructure and / or through the use of third parties’ services. The RESISTO platform
and sensor / software tools was used in iteration format and even with limited functionality so that lessons learnt
would lead to further upgrades and post‐releases.
Does the task include any activities that pose potential privacy, safety, health and environmental risks, or other
negative impacts identified under the Ethics Protocol (e.g. interviews, exercises, trainings, audio or video surveill
ance, alarms…)?
In the scope of T5.3, Altice Labs used real data samples collected from the fixed and mobile network infrastructure.
These data samples provide information related to the infrastructure (e.g. equipment faults, alarms). In T9.3, Altice
Labs used these data samples as a key component to build the pilot use case. No personal data of any kind was
included and it was not possible to infer relevant information on the network infrastructure.
In case of data collection and/or processing, please describe briefly what data will be collected and why!
The data collected is related to equipment events and alarms – not only network equipment, strictly speaking (i.e.
routers, switches, application servers), but also general infrastructure components (e.g. air conditioning, power
supplies). The data was used as input to the ML model, which feeds the Correlator engine. Based on this data, the
probability of certain future events to occur is evaluated, and prevention/mitigation actions are executed as
appropriate.

What measures are taken to reduce risks and negative impacts mentioned above (informed consent, data storage
methods etc.)?
As explained above: no personal data was collected, and no relevant information concerning the network
infrastructure was stored due to data anonymization.

Will the task comply with the Ethics Protocol of the RESISTO project (Annex 1 of D1.3)? If not, please explain why.
Yes.

*to be answered before each task by the task leader

Date: 15-02-2022

Approval status: APPROVED

Page 62/88

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D1.5_220215_02

2nd survey: Report on ethical issues and countermeasures in the task*
Luis Moreno Fraile luis.moreno@cellnextelecom.com

Task ID: UC8, T9.4

Expected Date of delivery:

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
NA

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
NA

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
Yes

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
carmen.patrascu@orange.com
Task ID: T9.5 Operational end-user validation of
RESISTO platform in scenario #3

Expected Date of delivery: 31.10.2021

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
Due to the fact that the testing activities used synthetic, randomly generated data for cybersecurity events,
according to the testing scenarios, no personal data was involved. Also, the physical events generated did not
contain personal information. In the T9.5 deliverables the analysis of the UCs demonstration results are presented
so no personal data is involved.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
NA

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
carmen.patrascu@orange.com
Task ID: T10.1 Operational validation
Final assessmentc and Best Practices
derived

Expected Date of delivery: 31.10.2021

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
The final validation of the RESISTO platform was based on GQM methodology. The responses to RESISTO
functionalities related questionnaires were gathered from end‐user without involving any personal data. The
responses are presented in the T10.1 deliverables using summary tables and graphs.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain
briefly the recommendations and their usefulness.
NA

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Bruno Saccomanno
Leonardo SpA
Via G. Puccini 16154
Genova, Italy
+39 010 6582621 ; +39 348 6505565
bruno.saccomanno@leonardocompany.com

Task ID: T1.1 Project Management

Expected Date of delivery: 31.10.2021 (M42)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No issue emerged. No external persons took part in the task.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendations emerged

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful. The project data have been stored and managed in the common repository on
EMDESK® (a GDPR conform tool), in specific sections with restricted access. The project data have been part of the
following deliverables: D1.1, D1.2, D1.7, D1.8, D1.9, D1.10, D1.11. These deliverables are Confidential, only for
members of the consortium (including the Commission Services).

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Dr. Sylvia Bach
University of Wuppertal
Gaussstr. 20
42119 Wuppertal
sbach@uni‐wuppertal.de

Task ID: T1.2

Expected Date of delivery: October 2021

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so, please describe
here.
No.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
N/A

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
N/A

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Carmen Patrascu, Orange Romania S.A., Str. Gara Herastrau, Nr. 4, sector 2, Bucuresti; +40 744 441 434,
carmen.patrascu@orange.com
Task ID: T1.3 End‐user AB management

Expected Date of delivery:31.10.2021 (M42)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
There were no ethical and personal data related issues identified and occurred for the mentioned task.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.

NA

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Giuseppe Celozzi
Ericsson Telecomunicazioni S.p.A.
R&D Department
Via Madonna di Fatima n. 2, 81100 Pagani (SA) Italy
+39 081 5147524 or +39 3358724112
giuseppe.celozzi@ericsson.com

Task ID: T3.2 Methods/Plans for joint cyber‐physical
security management process

Expected Date of delivery: 31.08.2019 (M16)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
As stated in the first survey no personal data were collected during the task execution, therefore no privacy,
safety, health and environmental risks or other negative impacts occurred.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendation issued.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Giuseppe Celozzi
Ericsson Telecomunicazioni S.p.A.
R&D Department
Via Madonna di Fatima n. 2, 81100 Pagani (SA) Italy
+39 081 5147524 or +39 3358724112
giuseppe.celozzi@ericsson.com

Task ID: T3.5 Desk‐top application to use case
scenarios for second use cases refinement

Expected Date of delivery: 30.04.2020 (M24)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
As stated in the first survey no real personal data were collected during the task execution, therefore no privacy,
safety, health and environmental risks or other negative impacts occurred.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendation issued.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Giuseppe Celozzi
Ericsson Telecomunicazioni S.p.A.
R&D Department
Via Madonna di Fatima n. 2, 81100 Pagani (SA) Italy
+39 081 5147524 or +39 3358724112
giuseppe.celozzi@ericsson.com

Task ID: T4.2 Telecommunication Nodes Alarms
monitoring

Expected Date of delivery: 31.08.2019 (M16)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
As stated in the first survey no personal data were collected during the task execution, therefore no privacy,
safety, health and environmental risks or other negative impacts occurred.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendation issued.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Federica Pascucci
Via Vasca Navale, 87
00146 Roma
Italy
federica.pascucci@uniroma3.it

Task ID: 10.2

Expected Date of delivery: 31.10.2021 (M42)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
As stated in the first survey no personal data were collected during the task execution, therefore no privacy,
safety, health and environmental risks or other negative impacts occurred.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendation issued.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
NA

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Federico Frosali
Leonardo SpA
Via delle Officine Galileo 1
Campi Bisenzio (FI) – 50013 – Italy
Tel.: +39 055 5369640, Fax: +39 055 5369640
federico.frosali@leonardocompany.com

Task ID: T10.3 Exploitation and IPR

Expected Date of delivery: 31.10.2021 (M42)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No issue emerged. No external persons took part in the task. Only project data have been collected, analysed and
stored: identification of project results and specific form of exploitation; management of IPR; validation of results
usability and impact assessment on target markets; definition of specific partners’ exploitation needs; definition of
joint exploitation activities; identification of concrete business opportunities.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendations emerged.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful. The project data have been stored and managed in the common repository on
EMDESK® (a GDPR conform tool), in specific sections with restricted access. The project data have been part of the
following deliverables: D10.10, D10.11, D10.12, D10.13.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Federico Frosali
Leonardo SpA
Via delle Officine Galileo 1
Campi Bisenzio (FI) – 50013 – Italy
Tel.: +39 055 5369640, Fax: +39 055 5369640
federico.frosali@leonardocompany.com

Task ID: T10.4 Business Plan Refinement

Expected Date of delivery: 31.10.2021 (M42)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No issue emerged. No external persons took part in the task. Only project internal surveys have been carried out.
Only public information has been considered. Only project data have been collected, analysed and stored:
economic outlook for the TELCO industry; market analysis; estimated return on investment and so on.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendations emerged.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful. The project data have been stored and managed in the common repository on
EMDESK® (a GDPR conform tool), in specific sections with restricted access. The project data have been part of the
following deliverables: D10.10, D10.11, D10.12, D10.13.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Federico Frosali
Leonardo SpA
Via delle Officine Galileo 1
Campi Bisenzio (FI) – 50013 – Italy
Tel.: +39 055 5369640, Fax: +39 055 5369640
federico.frosali@leonardocompany.com

Task ID: T10.5 Innovation management

Expected Date of delivery: 31.10.2021 (M42)

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No issue emerged. No external persons took part in the task. Only project internal surveys have been carried out.
Only project data have been collected, analysed and stored: evaluation of the impact of RESISTO solution, ad hoc
benchmarking analysis, identification of the best market positioning and so on.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
No recommendations emerged.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
The measures were successful. The project data have been stored and managed in the common repository on
EMDESK® (a GDPR conform tool), in specific sections with restricted access. The project data have been part of the
following deliverables: D10.10, D10.11, D10.12, D10.13.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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2nd survey: Report on ethical issues and countermeasures in the task*
Contact person (complete contact details including email address):
Jorge Carapinha, jorgec@alticelabs.com

Task ID: T10.6

Expected Date of delivery: October 2021

Did any ethical or personal data related issues other than mentioned in the 1st survey appear? If so please describe
here.
No. T10.6 was intended to analyse relevant standards and recommendations, as well as areas of development
following the project implementation. The related information is publicly available and there was no direct or
indirect relationship with personal data, or potential ethical issue.

Have there been recommendations provided by the SSHERC after the 1st survey? Please describe and explain briefly t
he recommendations and their usefulness.
Not applicable.

How successful were the measures taken to reduce risks and negative impacts mentioned in the 1st survey?
Not applicable.

*to be answered by the task leader at the end of the task, before the submission of the deliverable

Date: 15-02-2022

Approval status: APPROVED
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ANNEX 2: PUBLIC SURVEY
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ANNEX 3: SSHERC REVIEWS OF PUBLIC DELIVERABLES
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Evaluation sheet for the ethical review of RESISTO deliverables
For the members of the SSHERC
Please answer the following questions regarding the deliverable you are reviewing:
Number of the deliverable under review:
D7.1
1. Are people involved (in any imaginable way) in this part of the project that are not
part of the consortium?
2. Is personal data used for this part of the project?

Yes
X

No

x

If question 1 is answered “yes”, please specify shortly:
During training and user involvement, only partners’ personnel has been involved, therefore no
measures are required.
There were no interviews carried out where an informed consent would have been needed.

If question 2 is answered “yes”, please specify shortly:

Reviewer 1 (name)
Reviewer 2 (name)
Reviewer 3 (name)

Date: 15-02-2022

Ethically unobjectionable
Sylvia Bach

Approval status: APPROVED

Ethically critical

Page 84/88

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee

ID: RESISTO_D1.5_220215_02

Evaluation sheet for the ethical review of RESISTO deliverables
For the members of the SSHERC
Please answer the following questions regarding the deliverable you are reviewing:
Number of the deliverable under review:
D7.3
1. Are people involved (in any imaginable way) in this part of the project that are not
part of the consortium?
2. Is personal data used for this part of the project?

Yes
x

No

x

If question 1 is answered “yes”, please specify shortly:
There were no interviews carried out, where an informed consent would have been needed.

If question 2 is answered “yes”, please specify shortly:

Reviewer 1 (name)
Reviewer 2 (name)
Reviewer 3 (name)

Date: 15-02-2022

Ethically unobjectionable
Sylvia Bach

Approval status: APPROVED

Ethically critical
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Evaluation sheet for the ethical review of RESISTO deliverables
For the members of the SSHERC
Please answer the following questions regarding the deliverable you are reviewing:
Number of the deliverable under review:
D8.1
1. Are people involved (in any imaginable way) in this part of the project that are not
part of the consortium?
2. Is personal data used for this part of the project?

Yes
X

No

x

If question 1 is answered “yes”, please specify shortly:
During training and user involvement, only partners’ personnel has been involved, therefore no
measures are required.

If question 2 is answered “yes”, please specify shortly:
For the control of “perimeter breach” (see fig. 24), privacy of personnel has to be ensured.

Reviewer 1 (name)
Reviewer 2 (name)
Reviewer 3 (name)

Date: 15-02-2022

Ethically unobjectionable
Sylvia Bach

Approval status: APPROVED

Ethically critical
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Evaluation sheet for the ethical review of RESISTO deliverables
For the members of the SSHERC
Please answer the following questions regarding the deliverable you are reviewing:
Number of the deliverable under review:
D9.1
1. Are people involved (in any imaginable way) in this part of the project that are not
part of the consortium?
2. Is personal data used for this part of the project?

Yes
X

No

X

If question 1 is answered “yes”, please specify shortly:
During training and user involvement, only partners’ personnel has been involved, therefore no
measures are needed.
There were no interviews carried out where an informed consent would have been needed.

If question 2 is answered “yes”, please specify shortly:

Reviewer 1 (name)
Reviewer 2 (name)
Reviewer 3 (name)

Date: 15-02-2022

Ethically unobjectionable
Sylvia Bach

Approval status: APPROVED

Ethically critical
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Evaluation sheet for the ethical review of RESISTO deliverables
For the members of the SSHERC
Please answer the following questions regarding the deliverable you are reviewing:
Number of the deliverable under review:
D10.2
1. Are people involved (in any imaginable way) in this part of the project that are not
part of the consortium?
2. Is personal data used for this part of the project?

Yes
X

No

x

If question 1 is answered “yes”, please specify shortly:
For the project “hot takes” videos, only consortium members were needed.

If question 2 is answered “yes”, please specify shortly:
No personal data was needed for the videos.

Reviewer 1 (name)
Reviewer 2 (name)
Reviewer 3 (name)

Date: 15-02-2022

Ethically unobjectionable
Sylvia Bach

Approval status: APPROVED

Ethically critical
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