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RESISTO newsletter is the official, semi-annual newsletter from Horizon 2020 RESISTO project. Each 
RESISTO newsletter issue aims to disseminate project updates as well as news. It is developed and 
compiled with the contributions from the RESISTO Consortium Partners and relevant Stakeholders.

SUMMARY
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Dear RESISTO follower,

We are pleased to present you our fifth RESISTO Newsletter focused on the 

Key Exploitable Results (KERs) of the project.

These results, according to the suggestion of the European Commission’s Re-

search and Innovation Department, have been recently published on the Ho-

rizon Results Platform (HRP), available under the Funding and Tenders Portal. 

Of course, all the RESISTO partners will maintain their results updated, ma-

king the necessary changes when needed.

Having now almost reached the end of the project, we inform you, with great 

pleasure, that we had the RESISTO Final Event, which was held remotely on 

the 21st of October.

It was an opportunity to recap the objectives and the results achieved and to 

carry out operational demos through pre-recorded videos. In the end, appro-

priate conclusions and perspectives for the future have been drawn. 

Bruno Saccomanno, 
Leonardo S.p.A, 

Stay tuned with the project progresses till the end by following our 
newsletter, social network accounts and website 

 (www.resistoproject.eu), 
to be informed about future developments towards a faster and 

more efficient critical infrastructures protection.

INSIGHT FROM THE 
RESISTO PROJECT 
COORDINATOR
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by RESISTO Consortium

RESISTO KEY EXPLOITABLE RESULTS

SECTION 02

   Name Cyber-Physical Risk/Resilience Assessment of Communication Infrastructure

   Description

The nine-step resilience management process was adapted from ISO 31000 and focuses on resilience 

instead of risk when completing the analysis. The process allows for an in-depth analysis of the resilience 

of the telecommunication network, including clear steps to quantify the resilience and also improve. The 

process heavily relies on operators and end user discussions and cooperation. During the development 

of the RESISTO project, the resilience management process was implemented for a variety of telecom-

munication operator testbeds with discussions regarding system components, performance functions, 

disruptions experienced and potential mitigation options. The process was originally tested on the tele-

com network; however, the steps are valid for any critical infrastructure network vulnerability to threats 

including power grids, water networks or the transportation network. We are looking for partners to 

help validate this process on these other critical infrastructure networks.

   Main Contributor(s) FRAUNHOFER GESELLSCHAFT ZUR FOERDERUNG DER ANGEWANDTEN FORSCHUNG E.V.

   Contributor(s)

   Type Scientific or Technological R&D Result including ICT Hardware

   Maturity 4 - R&D Technology Demonstration (TRL 5-6)
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SECTION 02

RESISTO KEY EXPLOITABLE RESULTS

by RESISTO Consortium

   Name Cyber/Physical Events Correlator

   Description

The Cyber/Physical Events Correlator collects the events relevant to physical and/or cyber detection 

communicated by the external monitoring resources. On the basis of a rule-based engine, by applying 

customized rules, it correlate events in order to raise alarms relevant to anomalies, physical and/or phy-

sical security incidents.  It is based on a holistic approach, with the main objective to correlate events 

and identify potential threats. Events are acquired through an interconnection layer that handles the 

input/output messages. All the sources transfer the log data into the raw messaging system, to be analy-

zed and correlated. The correlation module is composed of two principal sub-components dealing with 

analysis of data sources and automatic update of correlation rules. The Correlator operating workflow 

is composed of the following high level phases: Acquisition of data from external data sources through 

the interconnection layer; Normalization of data in a standard format; Transmission of the normalized 

data to the correlation engine and to the machine learning component; Data correlation; Data analysis 

using machine learning algorithms; Updating of the correlation rules in: manual mode, by skilled operator, 

automatic mode, by the machine learning; Threat identification and normalization; Forwarding of threat 

data to the interconnection layer.

   Main Contributor(s) LEONARDO - S.p.A.

   Contributor(s)

   Type ICT Software Digital solution

   Maturity 5 - Demonstration - System Development (TRL 6-8)
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SECTION 02

by RESISTO Consortium

RESISTO KEY EXPLOITABLE RESULTS

   Name Blockchain for Data Integrity

   Description

The adoption of always-on architectures, coupled with edge compute and IoT devices has changed the 

landscape in which telecom operate. Traditional tools are not equipped to detect, defend, and remediate 

attacks at scale, in acceptable time frame, and at an appropriate cost. Guardtime MIDA solution allows 

to build common trust fabric from the edge, to consumption of the data, and at the management plane to 

make decisions about this data. RESISTO project have allowed to develop MIDA software solution for 2 

use cases. “Protection of cloud storage services” is supporting manufacturing plant with robots. Disrup-

tion of major sporting event by combined “physical & cyber-attack” is using MIDA for signing configura-

tions, whitelists and verification.

   Main Contributor(s) GUARDTIME OU 

   Contributor(s) ERICSSON TELECOMUNICAZIONI SPA, INTEGRASYS SA, TELECOM ITALIA SPA  

   Type ICT Software Digital solution

   Maturity 6 - Demonstration - System Launch and Operations (TRL 8-9)
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SECTION 02

by RESISTO Consortium

RESISTO KEY EXPLOITABLE RESULTS

   Name Audio and video analytics

   Description

The Intelligent audio analytics module, allows the detection of abnormal behavior regardless of the field 

of view, while also allowing the triggering of the system with the occurrence of pre-defined keywords. 

The solution implements well established methods from the fields of audio coding, machine learning and 

speech recognition and allows efficient operation on low cost power limited devices (or embedded sy-

stems) for the detection of screaming, glass breaking and gunshots within the environment. The flexible 

parametrization of the system allows the detection module to adopt to the auditory characteristics of 

the environment of deployment for uncompromised performance. Moreover, the speaker independent 

speech recognition module allows the detection of pre-specified key words through the decomposition 

of the audio scene; critical for the seamless triggering of a surveillance system.

   Main Contributor(s) ADDITESS ADVANCED INTEGRATED TECHNOLOGY SOLUTIONS & SERVICES LTD 

   Contributor(s)

   Type ICT Software Digital solution

   Maturity 3 - R&D Technology Development (TRL 3-5)
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SECTION 02

by RESISTO Consortium

RESISTO KEY EXPLOITABLE RESULTS

   Name Innovative secure deployment for IoT physical sensors

   Description

Our solution is a mechanisms that will enhance the authenticity of IoT devices, by ensuring that the fir-

mware has not been manipulated. It is based on Mender tool, that is used for secured deployment of 

firmware, and integrate with KSI tool (blockchain based solution). This tool allows to apply an extra layer 

of security and protect the node against unauthorized changes after the update process is concluded. 

As mentioned the Mender platform provides security using authentication and a sign/verification pro-

cess during the transfer and installation of the firmware but the nodes require protection against manual 

changes of firmware (for example, a potential intruder could replace the software configuration in order 

to modify its behavior). In this case, Guardtime tool provides a layer of security against this kind of at-

tacks, guaranteeing its integrity. The solution is able to perform an offline verification of the Guardtime 

signature in order to validate the firmware. 

   Main Contributor(s)

Although the validation has been done for Telecom Infrastructure, the application of this solution can be 

extended to other domains: Traceability of goods, secured sensors, monitoring and control of critical in-

frastructure, automated deployment of firmware, automated certification, automated transaction based 

on trusted devices.

   Contributor(s) GUARDTIME OU 

   Type ICT Software Digital solution

   Maturity 4 - R&D Technology Demonstration (TRL 5-6)
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SECTION 02

by RESISTO Consortium

RESISTO KEY EXPLOITABLE RESULTS

   Name Responsible Disclosure Framework 

   Description

Responsible Disclosure Framework (RDF) is a framework that aims to democratize the coordinated vul-

nerability disclosures engagements of National CERTs, organizing private and public bug bounties for 

companies while keeping the onboarding complexity and costs to a minimum. The platform can be run 

as a service (a POC is available at hackabug.co) while we propose alternative ways to install on-premi-

se for sensitive organizations. The RDF provides a series for parties: 1. for security researchers, inde-

pendent contractors, and other cybersecurity services (a disclosure guideline designed to guide security 

researchers; a simple interface to report and follow the fixing process during the whole lifecycle); 2. for 

end-users: establish a compliant process for managing vulnerabilities discovered during any penetration 

testing engagement (align with NIST best practices for managing security feedback; teams can prioritize 

findings and initiate, supervise and close patching processes for vulnerabilities.

   Main Contributor(s) BIT SENTINEL SECURITY SRL 

   Contributor(s)

   Type ICT Software Digital solution

   Maturity 6 - Demonstration - System Launch and Operations (TRL 8-9)
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SECTION 02

by RESISTO Consortium

RESISTO KEY EXPLOITABLE RESULTS

   Name CISIApro 2.0 - Risk Predictor and Interdependecies Modeler

   Description

CISIApro 2.0 is a software based on Matlab that can be use for modeling interdependencies and propa-

gate faults and cascading effects. Hence, it is able to evaluate the propagation of a risk associated to an 

adverse event in complex network of infrastructures. The software is suitable for on-line and real-time 

applications. The software CISIApro 2.0 is a complex propagation algoritm that runs on a model that can 

be set up in Matlab and can be mixed with any other contiuous or discrtete simation. The model can easily 

represent the input-output behavior of many subsystems exchanging phisical quantities as well as logical 

values. Resources in input to each subsystem are processed to set the availability of output resources in 

a complex interconnected multi-level network.

   Main Contributor(s) UNIVERSITÀ DEGLI STUDI ROMA TRE

   Contributor(s)

   Type ICT Software Digital solution

   Maturity 5 - Demonstration - System Development (TRL 6-8)
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SECTION 02

by RESISTO Consortium

RESISTO KEY EXPLOITABLE RESULTS

   Name Orchestrator

   Description

The Orchestrator module is in charge of managing the cyber-physical resources. The orchestrator has 

been developed and adapted to address the nodes and the variety of security functions with reference to 

the use cases identified. A high-level HMI hide to the operator the complexity of the underlying network 

structure. The action available on the HMI can be also invocated through NBI, a subset of ETSI OSM’s NBI 

compliant to ETSI NFV SOL005.

   Main Contributor(s) UNIVERSITÀ DEGLI STUDI ROMA TRE

   Contributor(s)

   Type ICT Software Digital solution

   Maturity 4 - R&D Technology Demonstration (TRL 5-6)
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On the 21st of October 2021, the RESISTO consortium held its Final Conference “The resilience in the 

telecommunication infrastructure: lessons learned from the RESISTO project” to present the latest project 

findings and progress to the RESISTO community, made up of practitioners, industry, and academia.

The Final Conference, organised by project partners Università degli Studi Roma Tre and APRE, was divi-

ded into three sessions. The first section was devoted to introduce the keyword resilience both from the 

European and RESISTO perspective. The second session presented the results of the pilots in the RESISTO 

Project. Specifically, the results of WPs 7, 8, and 9. The third session proposed video demo from the afore 

mentioned WPs and a panel discussion.

The Final Conference hosted the talk of Prof. Roberto Setola (National expert for Horizon Europe Program 

Committee for the topic “Civil Security for Society”). In his opening speech, Prof. Setola recalled the impor-

tance of resilience at European level by highlighting the presence of this keyword in several calls of the Hori-

zon Europe Programme and the effort of the EU commission on directive on resilient critical infrastructure. 

The workshop was introduced by Bruno Saccomanno (Leonardo), as coordinator of RESISTO project, by 

summarizing the structure of the project and the major achievements. Prof. Alessandro Neri (Università 

degli Studi Roma Tre) gave to the audience an overview on the RESISTO platform, components and tools.

In the second session, the WP leaders provide more insights on the results obtained exploiting the tools 

developed in the project. Maria Belesioti (OTE) illustrated the results obtained adopting the RESISTO pla-

tform in current telecommunication systems. Luca Lionetti (TIM) envisioned the usage of the RESISTO tool 

SECTION 03

by Federica Pascucci, Università degli Studi RomaTre

RESISTO FINAL CONFERENCE: 
“THE RESILIENCE IN THE TELECOMMUNICATION INFRASTRUCTURE: 
LESSONS LEARNED FROM THE RESISTO PROJECT”

www.resistoproject.eu
https://www.resistoproject.eu/eventi/resisto-final-conference-october-21th-2021-online/
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in future telecommunication systems. Finally, Luis Moreno (RTV) showed the results of the RESISTO com-

ponents deployed in interconnected critical infrastructure.

In the third session, three different video-demo was proposed to the audience to show the effectiveness 

of the approach developed in the demo. The panel discussion hosted Dr Luisa Franchina (President of the 

Italian Association of Critical Infrastructure Expert) from the advisory board of RESISTO and Prof. John 

Soldatos (Internet of Things and Artificial Intelligence Expert) from the ECSI cluster to discuss the most 

relevant trend in critical infrastructure protection and the challenges of European projects in having im-

pact on the market. Dr Claudio Becchetti and Angelo Benvenuto discussed about the impact of RESISTO 

solutions in the mission critical market.

The RESISTO Final Conference was a successful event (more than 80 attendant was online during the pre-

sentations and the discussions) and provided a fruitful exchange between the audience, the consortium and 

the speakers. 

The whole event was recorded and it is available on the YouTube channel of the Project.

SECTION 03

RESISTO FINAL CONFERENCE: “The resilience in the telecommunication infrastructure: lessons learned from the RESISTO project”

by Federica Pascucci, Università degli Studi RomaTre

For further information on the RESISTO Final Conference, 

you can visit the project YouTube to see the event 

> www.youtube.com/channel/UCBPf6DpayLtEwZRmF58g3zg
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RESISTO SOCIAL MEDIA: 
“FOLLOW US AND STAY TUNED!”

SECTION 04

by Arianna Magni, APRE - Agency of the Promotion of European Research

RESISTO posts every week interesting updates’s project on its social media!

We regularly share most recent developments in the project and its project results and show our activities like event

participation, invitation to project events, publications, articles etc.

If you want to be updated, FOLLOW RESISTO PROJECT on:

Twitter: @RESISTO_project

Facebook: @RESISTO.eu.project 

Linkedin: RESISTO project

... and more!

www.resistoproject.eu
https://twitter.com/RESISTO_project
https://www.facebook.com/RESISTO.eu.project/%3Fmodal%3Dadmin_todo_tour
https://www.linkedin.com/company/29214397/admin/
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