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RESISTO newsletter is the official, semi-annual newsletter from Horizon 2020 RESISTO project. Each 
RESISTO newsletter issue aims to disseminate project updates as well as news. It is developed and 
compiled with the contributions from the RESISTO Consortium Partners and relevant Stakeholders.
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Dear RESISTO follower,

We are pleased to present you our fourth RESISTO Newsletter!

Due to the COVID-19 emergency, RESISTO, like many other projects, obtai-

ned an extension of its duration for a further six months, thus moving the 

project deadline to the end of October 2021.

In the first months of 2021, we had started the validation phase, performing 

the first run of the pilots, which served to test the components of the platform 

and their integration, verifying that the expected information flow was cor-

rectly applied. Furthermore, the first run has already provided useful informa-

tion in terms of performance. The execution of the second run of the pilots, 

scheduled by September, will be able to fully demonstrate the added value of 

the RESISTO platform.

As regards dissemination and communication activities, among the many 

initiatives, we want to point out the participation of RESISTO in the “Scena-

rio-based innovation workshop: Enhancing Infrastructure Resilience against 

Hybrid Threats”, organized by the Community for European Research and 

Innovation for Security (CERIS), and held virtually at the end of June: more 

specifically, RESISTO drove the “Breakout Group 3: Communication networ-

ks” presenting potential real scenarios and discussing the possible mitigation 

measures. The much appreciated novelty of this workshop was the use of a role 

game moderated by a facilitator guiding the players through different steps of 

brainstorming, with the aim to create awareness and reflect on possible solu-

tions to increase preparedness on critical Infrastructure Protection and Hy-

brid Threats.

Bruno Saccomanno, 
Leonardo S.p.A, 

Stay tuned with the project progress by following our newsletters, 
social network accounts and web site (www.resistoproject.eu), 

to be informed about future developments towards a faster and 
more efficient critical infrastructures protection.

INSIGHT FROM THE 
RESISTO PROJECT 
COORDINATOR

3 www.resistoproject.eu

“

“

SECTION 01

www.resistoproject.eu
www.resistoproject.eu


4 www.resistoproject.eu

On March 17, 2021, the RESISTO consortium held its Workshop “The innovative approaches in protecting 

communication infrastructures and the exploitation of the results”. The goal of this meeting was to present 

project findings and progress to the RESISTO community, made up of practitioners, industry, and academia.

The Workshop, organized by Università degli Studi Roma Tre and APRE, was divided in two open sessions, 

devoted to presenting the use cases of the project and the advantages of the RESISTO platform with re-

spect to the tools commonly used in telecommunications security. Furthermore, the Workshop hosted the 

talk of Max Brandt, Policy Officer, Innovation and Industry for Security, EU Commission DG Migration and 

Home Affairs as special guest.

In his opening speech, Max Brandt recalled the history of Security Research and the tight relationship 

between innovation and EU political policy for security. Max Brandt pointed out that this link is nowadays 

even more important, considering the EU Security Union Strategy that regards innovation as a strategic 

tool and cooperation as focus investment. Additionally, he mentioned the European Parliament Resolution 

(2020/279 RSP) that “calls on the Commission to proactively plan for the research, development and deployment 

of new technologies for ensuring EU internal security” and explicitly “stresses that new and evolving technologies 

permeate all aspects of security and create novel security challenges and threats; highlights the importance of secu-

red Critical Infrastructure, including digital and communication infrastructure.” Max Brandt also highlighted the 

novelties in Horizon Europe research and innovation programme concerning security. Specifically, he stres-

sed that times are mature to consider multi-sectorial approaches and to foresee synergy between commu-

nities of users, stakeholder, and technology providers to individuate the gaps, the needs and the solutions.

SECTION 02

by Federica Pascucci, Università degli Studi RomaTre

RESISTO WORKSHOP: 
“THE INNOVATIVE APPROACHES IN PROTECTING COMMUNICATION 
INFRASTRUCTURES AND THE EXPLOITATION OF THE RESULTS”
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The workshop was introduced by Bruno Saccomanno (Leonardo), as coordinator of RESISTO project, by 

summarizing the structure of the project and the major achievements.

Stefano Panzieri (Università degli Studi Roma Tre) presented the first open session, related to the use cases 

developed during RESISTO. Specifically, he introduced the ability of RESISTO platform to predict the risks 

faced when a cyber-physical attack occurs in a telecommunications network. The risk predictor is based 

on a complex interdependency model able to reproduce the dependencies between all the elements of the 

telecom infrastructure and to predict the cascade effects when faults/attacks occur. He also briefly showed 

the RESISTO use cases structure. In the same session, Ioan Constantin (Orange) presented the use case 

“Cyber and physical protection of network and network elements mechanism used by critical services that 

impact users” and Jorge Carapinha (Altice Labs) the use case “5G network response to a security breach”. 

Luca Faramondi (Università Campus Bio Medico di Roma) and Chiara Foglietta (Università degli Studi Roma Tre) 

animated the open discussion, showing the event correlator, a tool developed in RESISTO project to impro-

ve the awareness of operator by correlating patterns of events that can be considered as a threat.

The second open session addressed the topic of the real market scenario, considering two main streams: 

the business plane and the mission critical communications market.

Regarding the first topic, Federico Frosali (Leonardo) highlighted the opportunity represented by the criti-

cal infrastructure protection, which is the largest segment in the security and safety market. Moreover, in 

the medium to long term the convergence between physical and cyber solutions as addressed by RESISTO 

will play a crucial role. He also presented several business models, related to system integrators and ser-

vice providers. In the open discussion, Laurentiu Popescu (Orange) and Luca Baldini (Ericsson) stressed the 

importance of a security platform such as the one developed in RESISTO for 5G networks. As regards the 

second stream, Claudio Becchetti (Leonardo) introduced the project Broadway in which the new standard 

of mission critical communications will be developed. Angelo Benvenuto (Leonardo) in the open discussion 

addressed the security issue related to commercial networks that are exploited during emergencies.

Overall, the RESISTO Workshop was a successful event (more than 80 attendants were online during the 

presentations and the discussions) and provided a fruitful exchange between the audience, the consor-

tium and the speakers.

SECTION 02

RESISTO WORKSHOP: “The innovative approaches in protecting communication infrastructures and the exploitation of the results”

by Federica Pascucci, Università degli Studi RomaTre

For further information on the RESISTO workshop, 

you can visit the project YouTube to see the event 

> https://www.youtube.com/watch?v=SvGhDT33hXU

www.resistoproject.eu
https://www.broadway-info.eu
https://www.youtube.com/watch?v=SvGhDT33hXU
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On April 13th, the RESISTO platform has been presented to the partners of Broadway project (https://

www.broadway-info.eu). 

Broadway is procuring innovation activity for enabling a pan-European broadband mobile system for Pu-

blic Protection and Disaster Relief (PPDR). It will be validated through sustainable test and evaluation 

capabilities. The Broadway project takes the first procurement steps for enabling the interoperable next 

generation of broadband radio communication systems for public safety and security, for improving the 

PPPDR service to Europe’s citizens,  and for enhancing interoperability across borders. 

 

The key idea of the consortium led by Leonardo in Broadway is to exploit commercial communication 

networks to provide mission critical mobile services in emergency scenarios. To this aim, the RESISTO pla-

tform and the basic RESISTO tools are included in Broadway vision to guarantee the required security 

and protection levels. Therefore, a use cases involving the usage of the risk predictor has been presented 

as demo to the practitioners last April during the demo evaluation event of Broadway.

Chiara Foglietta and Stefano Panzieri presented the whole RESISTO platform focusing on the risk analysis 

and impact evaluation in a specific use case for fire prevention. The proposed scenario is based on two 

aspects: the telecommunication network and the electrical grid. The telecommunication network is an ad-

vanced network including the fifth generation (5G) network. Electrical stations serve as a link between the 

distribution and the transmission grids. The electrical grid is mainly composed of four entities: a substation, 

two towers, three power lines, and an industrial consumer facility (i.e., a factory). Electrical consumers are 

divided into three categories: industrial, commercial, and residential. Each of these customers has specific 

requirements.  The telecommunication network allows to control airplanes (i.e., CanadAir) that are used 

for firefighting. The electrical trunk may be affected on fire event. Several firefighters services are modelled 

as service entities in CISIApro 2.0, the risk predictor of the RESISTO platform. Two different events were 

presented in the online demo: the first is a cyber attack to the telecommunication network, the second is 

a fire occurred in the wood. In both cases the risk predictor, integrated in the RESISTO platform, is able to 

provide the operation level of the infrastructures, thus supporting the operators in the control room.

The security tools developed in the RESISTO project will be included in the last phase of the Broadway project.

by Chiara Foglietta, Università degli Studi RomaTre

RESISTO PLATFORM IN 
BROADWAY PROJECT

SECTION 03
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Between January 2021 and September 2021, the following scientific papers have been published by RESISTO:

S. Baldoni, F. Battisti, M. Carli and F. Pascucci, “On the Use of Fibonacci Sequences for Detecting Injection 

Attacks in Cyber Physical Systems,” in IEEE Access, vol. 9, pp. 41787-41798, 2021

> doi: 10.1109/ACCESS.2021.3065228

> link: https://ieeexplore.ieee.org/document/9374424

Abstract: 

Cyber Physical Systems are characterized by a strong interaction among networking, sensing, and control 

functionalities. Moreover, the recent advent of Internet of Things extended their information sharing capa-

bility. However, the interaction between Internet and Cyber Physical Systems requires increased efforts for 

guaranteeing the security of connected systems. In the industrial field, the problem becomes more complex 

due to the need of protecting a large attack surface while guaranteeing system availability and real-time re-

sponse to the detection of threats. In this contribution, we deal with the injection of tampered data into the 

communication channel with the aim of modifying the status of the physical system. To cope with this attack, 

we design a secure control system able to detect the injection of tampered data by coding the output of the 

measurement systems. The proposed approach is based on the use of permutation matrices, whose scheme 

varies upon a secret pattern obtained exploiting the Fibonacci p-sequences. The detection strategy is com-

pliant with the time delay constraints typical of a Cyber Physical System. An analysis of the security perfor-

mances of the proposed system is presented along with the experimental proof of its effectiveness.

by Federica Pascucci, Università degli Studi RomaTre

RESISTO PAPERS | 2021

SECTION 04
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by Federica Pascucci, Università degli Studi RomaTre

R. Colelli, F. Magri, S. Panzieri and F. Pascucci, “Anomaly-Based Intrusion Detection System for Cyber-Physical 

System Security,” 2021 29th Mediterranean Conference on Control and Automation (MED), 2021, pp. 428-434.

> doi: 10.1109/MED51440.2021.9480182

> link: https://ieeexplore.ieee.org/document/9480182

Abstract: 

Over the past decade, industrial control systems have experienced a massive integration with information 

technologies. Industrial networks have undergone numerous technical transformations to protect opera-

tional and production processes, leading today to a new industrial revolution. Information Technology tools 

are not able to guarantee confidentiality, integrity and availability in the industrial domain, therefore it is 

of paramount importance to understand the interaction of the physical components with the networks. 

For this reason, usually, the industrial control systems are an example of Cyber-Physical Systems (CPS). 

This paper aims to provide a tool for the detection of cyber attacks in cyber-physical systems. This method 

is based on Machine Learning to increase the security of the system. Through the analysis of the values 

assumed by Machine Learning it is possible to evaluate the classification performance of the three models. 

The model obtained using the training set, allows to classify a sample of anomalous behavior and a sample 

that is related to normal behavior. The attack identification is implemented in water tank system, and the 

identification approach using Machine Learning aims to avoid dangerous states, such as the overflow of a 

R. Colelli, C. Foglietta, R. Fusacchia, S. Panzieri and F. Pascucci, “Blockchain application in simulated envi-

ronment for Cyber-Physical Systems Security”, 2021 IEEE 19th International Conference on Industrial 

Informatics (INDIN).

Abstract: 

Critical Infrastructures (CIs) such as power grid, water and gas distribution are controlled by Industrial 

Control Systems (ICS). Sensors and actuators of a physical plant are managed by the ICS. Data and com-

mands transmitted over the network from the Programmable Logic Controllers (PLCs) are saved and par-

sed within the Historian. Generally, this architecture guarantees to check for any process anomalies that 

may occur due to component failures and cyber attacks. The other use of this data allows activities such as 

forensic analysis. To secure the network is also crucial to protect the communication between devices. A 

cyber attack on the log devices could jeopardize any forensic analysis be it for maintenance, or discovering 

www.resistoproject.eu
https://ieeexplore.ieee.org/document/9480182
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an attack trail. In this paper is proposed a strategy to secure plant operational data recorded in the Histo-

rian and data exchange in the network. An integrity checking mechanism, in combination with blockchain, is 

used to ensure data integrity. Data redundancy is achieved by applying an efficient replication mechanism 

and enables data recovery after an attack.

SECTION 04

RESISTO PAPERS | 2021

by Federica Pascucci, Università degli Studi RomaTre

You can find all the RESISTO PAPERS on 

the website of the project:

> https://www.resistoproject.eu/publications/

www.resistoproject.eu
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RESISTO SOCIAL MEDIA: 
“FOLLOW US AND STAY TUNED!”

SECTION 05

by Arianna Magni, APRE - Agency of the Promotion of European Research

RESISTO posts every week interesting updates’s project on its social media!

We regularly share most recent developments in the project and its project results and show our activities like event

participation, invitation to project events, publications, articles etc.

If you want to be updated, FOLLOW RESISTO PROJECT on:

Twitter: @RESISTO_project

Facebook: @RESISTO.eu.project 

Linkedin: RESISTO project

... and more!

www.resistoproject.eu
https://twitter.com/RESISTO_project
https://www.facebook.com/RESISTO.eu.project/%3Fmodal%3Dadmin_todo_tour
https://www.linkedin.com/company/29214397/admin/
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