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RESISTO PROJECT i PUBLISHABLE EXTENDED ABSTRACT

Communications play a fundamental role in the economic and social well-being of the citizens and on
operations of most of the Cls. Thus, they are a primary target for criminals having a multiplier effect
on the power of attacks and providing enormous resonance and gains. Also extreme weather events
and natural disasters represents a challenge due to their increase in frequency and intensity requiring
smarter resilience of the Communication Cls, which are extremely vulnerable due to the ever-
increasing complexity of the architecture also in light of the evolution towards 5G, the extensive use of
programmable platforms and exponential growth of connected devices. The fact that most enterprises
still manage physical and cyber security independently represents a further challenge. RESISTO
platform is an innovative solution for Communication Cls holistic situation awareness and enhanced
resilience (aligned with ECSO objectives). Based on an Integrated Risk and Resilience analysis
management and improvement process availing all resilience cycle phases (prepare, prevent, detect,
absorb, etc.) and technical resilience capabilities (sense, model, infer, act, adopt), RESISTO
implements an innovative Decision Support System to protect communication infrastructures from
combined cyber-physical threats exploiting the Software Defined Security model on a suite of state of
the art cyber/physical security components (Blockchain, Machine Learning, 10T security, Airborne
threat detection, holistic audio-video analytics) and services (Responsible Disclosure Framework) for
detection and reaction in presence of attacks or natural disasters. Through RESISTO
Communications Operators, will be able to implement a set of mitigation actions and
countermeasures that significantly reduce the impact of negative events in terms of performance
losses, social consequences, and cascading effects in particular by bouncing efficiently back to
original and forward to operational states of operation.
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EXECUTIVE SUMMARY

Private businesses and government agencies are dependent on telephone and
internet services provided by telecommunications networks to carry out daily
operations and the increasing digitalization of telecommunication infrastructure
makes it a field for cyber-attacks, which is further enabled through the distributed,
combined and legacy nature of the telecommunication Cis. The move towards the
5G standard, that is further increasing virtualization and abstraction from physical
layers, causes these networks have a larger number of alternative routings as well
as a larger amount of redundancies and back-up options to carry ever-increasing
amount of data that is transported through the telecommunication infrastructure
consumer services (e.g. video communication, navigation, M2M communication)
and private and business cloud services (e.g. software on demand, storage on
demand, etc.). To assess the exposure to the risks and impacts to which these
systems are subject, Deliverable D4.4 aims to model unified scenarios of
interdependent service-oriented infrastructures.

CISIApro 2.0, an agent-based simulator, models these interconnected infrastructures
in order to evaluate the consequences that adverse events, such as failures, cyber-
attacks, and natural disasters, and restoring actions, have on these systems.
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ABBREVIATIONS

2G, 3G, 4G | Second, third and fourth generation of mobile phone systems
ACLs Access Control Lists
API Application Programming Interface
APN Access Point Name
ASIC Application Specific Integrated Circuit
AV Antivirus detection
B2B Back-to-Back gateway
BNG Broadband Network Gateway
CCA Critical Communication Application
CCS Critical Communications System
CCTV Closed Circuit TV
CDN Content Delivery Network
Cl Critical infrastructure
CPS Cyber-Physical Systems
CPU Central Processing Unit
DHS Department of Homeland Security
DMO Direct Mode Operations
ETSI European Telecommunications Standard Institute
EU European Union
FW Firewall
GGSN Gateway GPRS Support Node
GSM Global System for Mobile communications
GSSI Group Short Subscriber Identity
HW HardWare
HTTP HyperText Transfer Protocol
ICT Information and Communication Technology
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IDS Intrusion detection systems
IGMP Internet Group Management Protocol
[IM Input-output Inoperability Model
loT Internet of Things
IPS Intrusion prevention systems
IPTV Internet Protocol Television
ISI Inter System Interface
ISSI Individual Short Subscriber Identity
ISITEP Inter System Interfaces for TETRA-TETRAPOL Networks
ITSI Individual TETRA subscriber Identity
KPIs Key Performance Indicators
LTCL Long Term Control Loop
LTE Long Term Evolution (= 4G)
MCEER Multidisciplinary Center for Earthquake Engineering Research
MHR Mixed Holistic Reductionistic
MNO Mobile Network Operator
NaaS Network as a Service
NFV Network Functions Virtualization
NOC Network Operations Center
NSSP Network Slice Subnet Provider
OTT Over-the-Top
PC Personal Computer
PPDR Public Protection and Disaster Relief
PSIM-C Physical Security Management Center
PTT Push To Talk
QoS Quiality of Service
RTU Remote Terminal Unit
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SDN Software Defined Networking
SDS Software Defined Security
SOC Security Operation Center
SP Service Provider
SW SoftWare
TCCE TETRA and Critical Communications Evolution
TEA2 TETRA Encryption Algorithm #2
TETRA TErrestrial Trunked RAdio
TG Talk Group
TMO Trunked Mode Operations
UE User Equipment
UAV Unmanned Aerial Vehicle
VM Virtual machine
VPN Virtual Private Network
WP Work Package
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1. INTRODUCTION i PURPOSE OF THE DOCUMENT

The development of 5G technology is completely revolutionizing the world of telecommunications.
The fifth-generation networks will influence, not only on the performances offered to users, but above
all on those sectors which, taking advantage of future connections, will be able to offer increasingly
innovative services.

The ability to take advantage of network requirements such as high transmission speeds, reduced
latency times and reliable connections between a large number of devices, allow to realize the
paradigm of the connected society and the pervasive digitization of the activities.

In view of the advantages that the 5G network offers, however, we must consider the many
challenges that this new communication standard requires to face.

In this regard, the rapid spread of ICT (Information and Communications Technology) and the
resulting digital revolution have made the importance of telecommunications networks grow more and
more in comparison with all the other Critical Infrastructures, both that today their operation depends
almost totally on their functioning.

The establishment of these interdependencies undoubtedly makes the various systems most
vulnerable to a series of threats. This implies that certain types of accidental failures or focused
attacks can simultaneously compromise the ability of several Critical Infrastructures to offer their
services.

The purpose of this deliverable is therefore to describe unified scenarios able to simulate the risk
scenario explained in each specific use case described in Deliverable 2.8 and to assess the exposure
to risks and the impact that possible threats would have on the same systems at stake.

The structure of the present Deliverable D4.4 is as follows:

Chapter 2 illustrates the concepts of critical infrastructures and interdependencies existing between
them. In particular, this chapter describes in detail the resilience of critical infrastructures and presents
the Mixed Holistic-Reductionist (MHR) approach.

Chapter 3 presents the functional and non-functional requirements of the RESISTO architecture
indicating which are the requirements that can be supported in their fulfilment by Risk Predictor.

Chapter 4 is dedicated to the tool used to assess the risk to which a system could be subject:
CISIApro 2.0 models interconnected infrastructures to assess the consequences of adverse events,
such as failures, cyber-attacks, natural disasters, and restoring actions.

In Chapter 5 the unified scenarios are defined, describing in detail the architecture of the
telecommunications network and the end user models as the Hospital, the Smart Factory, the Aveiro
Port and the Maritime Environment. This Chapter moreover shows the entity types, the state variables
and the input/output resources that have been defined to model the different telecommunications
network components of each unified scenario.

Chapters from 6 to 12 present the models created in CISIApro 2.0 to simulate the different use cases
described in Deliverable 2.8.
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2. A FRAMEWORK FOR RISK PREDICTION

This chapter describes the main concepts related to the impact analysis within the RESISTO project.
Critical Infrastructures (or Essential Services, following the European law) concept has changed
during the last 20 years: Critical Infrastructures are large and geographically extended systems that
are a fundamental part of our lives. Critical infrastructures are tightly connected to the concept of
interdependency. In fact, those systems are not isolated, but they are interconnected one to another
in, sometimes, unpredictable ways.

Other two concepts are well described along the RESISTO project: risk and resilience. Risk is usually
related to a possible metric for understanding the consequences of adverse events; resilience is the
ability to decreasing the effects of adverse events. In this document, the two concepts are exploited
for understanding the consequences of adverse events (such as natural disasters, cyber-attacks or
faults) and the consequences of restoration or mitigation actions.

One of the key components of the RESISTO architecture is the Risk Predictor. The Risk Predictor can
assess the consequences of different events on the considered infrastructures: for example, the Risk
Predictor evaluates the domino effect of a DoS attack on the physical infrastructure and on its
services. The events are also the restoration actions performed after a fault or a cyber-attack.

The modelling approach exploited in the Risk Predictor module is based on the Mixed Holistic
Reductionist approach, where each infrastructure is divided into components (reductionist layer),
services (service layer) and holistic nodes (holistic layer). This approach is then applied using an
agent-based simulator, called CISIApro 2.0. This simulator can represent the consequences of
adverse and positive events on an interdependent scenario.

2.1. Critical Infrastructure Resiliency and Interdependency

The concept of critical infrastructure is evolving. In the 1980s, critical infrastructures were connected
to aging public works: National Council on Public Works Improvement in 1988 focused on
infrastructure in the public sector, such as highways, roads, bridges, airports, public transit, water
supply facilities, wastewater treatment facilities, and solid-waste and hazardous-waste services. In the
1990s, as a result of increased international terrorism, infrastructure was redefined in terms of
nati onal security. Af ter 9/ 11, t he number of Acri
National Infrastructure Protection Plan [1] was expanded to 17: it includes agriculture and food
systems, the defence-industrial base, energy systems, public health and health care facilities, national
monuments and icons, banking and finance systems, drinking water systems, chemical facilities,
commercial facilities, dams, emergency services, nuclear power systems, information technology
systems, telecommunications systems, postal and shipping services, transportation systems, and
government facilities. In Europe, the concept of critical infrastructures is defined under the name
fessenti a]. serviceso

Changing the definition of critical infrastructures has led to more flexibility and adaptability. On the
other hand, the complexity of an already complex field is increased, causing more confusion and
more ambiguity. Therefore, some r es esaredfdm ewluatte f i n
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the performance of large, geographically distributed networks during crisis caused by adverse events,
such as natural events or cyber-attacks. Lifelines are grouped into six principal systems: electric
power, gas and liquid fuels, telecommunications, transportation, waste disposal, and water supply.
Those systems are tightly linked with the economic well-being, security, and safety of our lives.
Thinking about critical infrastructure through the subset of lifelines helps clarify features that are
common to essential support systems and provides insights into the engineering challenges to
improving the performance of large networks.

Lifeline systems are interdependent, primarily by virtue of physical proximity and operational
interaction. In crowded areas, cables and pipes are placed one near the others, causing an increased
risk due to proximity. Damage to one infrastructural component, such as a cast-iron water main, can
rapidly cascade into damage to surrounding components, such as electric and telecommunications
cables and gas mains, with system-wide consequences.

Lifeline systems all influence each other. Electric power networks, for example, provide energy for
pumping stations, storage facilities, and equipment control for transmission and distribution systems
for oil and natural gas. Oil provides fuel and lubricants for generators, and natural gas provides
energy for generating stations, compressors, and storage, all of which are necessary for the operation
of electric power networks. This reciprocity can be found among all lifeline systems.

In Figure 1, some of the interdependencies among seven infrastructures are depicted. In particular,
telecommunications need water for cooling, power and fuel for feeding, and gas for heating.
Telecommunications are mandatory for SCADA (Supervisory Control and Data Acquisition) networks
that are the communication infrastructures of the other lifeline systems.
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Figure 1 1 Example of interdependencies among critical infrastructures from [6]
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Resilience is defined in Websterés Unabridged Dic
shape, position, etc., after being pressed or st
concept of resilience to recovery after physical stress.

Since Hurricane Katrina, there has been a notable shift in emphasis from protecting critical
infrastructure to ensuring that communities are resilient. When translating new ideas or concepts that
connote a particular quality, such as resilience, into policy and implementation in the real world, we
must remain mindful of the human dimensions of communities, which cannot be easily adapted or
convolved into concepts based on the recovery of physical entities.

In addition, the concept of resilience, like the concept of critical infrastructure, is evolving. In its current
form, the resilience of a community is an overarching attribute that reflects the degree of community
preparedness and the ability to respond to and recover from a disaster. Because lifelines are
intimately linked to the economic well-being, security, and social fabric of a community, the initial
strength and rapid recovery of lifelines are closely related to community resilience.

Debate is likely to continue about the concept of resilience, and refinements and elaborations of the
term are to be expected. Engineers and social scientists at the Multidisciplinary Center for Earthquake
Engineering Research (MCEER) have proposed a framework for defining resilience. [7] According to
[8], resilience for both physical and social systems can be conceptualized as having four
infrastructural qualities:

1 Robustness: the inherent strength or resistance in a system to withstand external demands
without degradation or loss of functionality.

1 Redundancy: system properties that allow for alternate options, choices, and substitutions
under stress.

1 Resourcefulness: the capacity to mobilize needed resources and services in emergencies.

1 Rapidity: the speed with which disruption can be overcome and safety, services, and financial
stability restored.
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Figure 2 1 Representation of resilience profile from [6] .

As illustrated in Figure 2, an infrastructural performance, 0 ¢ , can be visualized as a percentage that
changes with time. For buildings, 0 ¢ may be the percentage of structural or functional integrity. For
lifelines, 0 ¢ may be the percentage of customers with water or electric power. Prior to a natural
hazard, severe accident, terrorist act, or a general disruption, 0 ¢ is at 100 percent; in picture is
defined as normal performance. If the system is fully resilient, it remains at 100 percent. Total loss of
service results in 0 percent U ¢ . If system disturbance occurs at time ¢, in response to an
earthquake or hurricane, for example, damage to the infrastructure may reduce the quality to less
than 100 percent, the emergency threshold. Level of service, as reflected by the robustness of the
system, is a function of the probability and consequences of damage. Robustness is restored over
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time; at time ¢, the system is returned to its original
time for the system to bounce back to an acceptable performance.

For a community, loss of resilience, ‘Y, can be measured as the expected loss in quality (probability of
failure) over the time to recovery, ¢ z ¢ . Thus, mathematically, 'Y is defined as:

Y p 0O QO

The resilience factor, Y, is a simple measure for quantifying resilience. Additional mathematical
developments of this concept addressing the probabilistic and multidimensional aspects of resilience
are explained elsewhere [7].

The resilience framework also addresses the technical, organizational, social, and economic
dimensions of infrastructure. Each intersection of the matrix in Table 1 has examples of technical,
organizational, social, and economic activities that support the qualities of a resilient community.
Robustness, for example, is considered in terms of technical dimensions, such as building codes and
retrofitting procedures. Robustness is linked organizationally to emergency personnel and operations
planning, and socially through the preparedness and vulnerability of different neighbourhoods.
Robustness is further related to the economic diversification in a given community or group of
communities.

A more detailed analysis of the concept of resilience can be found in [14].

2.2. The Concepts of Risk and Resilience

The concepts of risk and resilience are similar and usually they are tight connected: improving the
resilience of the system means decreasing risk. Risk is usually organised in terms of preparedness,
mitigation measures, response capabilities, and recovery mechanisms; the traditional components of
resilience are anticipation, absorption, adaptation and recovery.

The resilience of critical infrastructures is enhanced by owner and operators that perform specific
operations: withstanding to specific threats, minimizing or mitigating potential impacts, returning to
normal operations if some degradations occur. A resilience methodology requires to:

1. Increase preparedness for an incident,
2. Implement redundancy to mitigate the effects of an incident

3. Enhance emergency action and business continuity planning and implementation for response
and recovery procedures.

In Figure 3, the resilience cycle is presented in five different steps: prepare, prevent, protect,
response and recover. When considering interdependencies among critical infrastructures, the
resilience cycle must consider the consequences of interdependencies. The RESISTO platform is an
innovative solution for communication Cls for improving situation awareness and enhancing
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resilience. The Risk Predictor runs in a fast control loop and it can help the operators in the recovery
phase, knowing which the possible consequences of actual adverse events. The Risk Predictor aim is
to assess the consequences of adverse events on critical infrastructures in terms of components,
services and holistic view.

Resilience

Hapg,y

Figure 3 - Resilience cycle phases

The Department of Homeland Security (DHS) defei nes
resulting from an incident, event, or occurrence, as determined by its likelihood and the associated

c ons eu €9 Riskssothus traditionally defined as a function of three elements: the threats to

which an asset is susceptible, the vulnerabilities of the asset to the threat, and the consequences
potentially generated by the degradation of the asset.

Threat i s a Amadetoccurrarce, iodividualaentity, or action that has or indicates the

potenti al to harm | ife, informati on, [9 Sometimdgsithe ns,
term hazard, whichcan be defined as-maddnaowraé¢é or aeawmse of
[9], is used instead of threat. Ho we v e eafis directedhaban a r d
entity, asset, system, net wor k, or g elf@yurempbdiliys ar e
a Aphysical f eat tdbutethad renderspar entiyt opem to &xploitation or susceptible to

a given [9.€pasegquences are the fAneffects d9 an even

If risk is a function of threats and hazards, vulnerabilities, and consequences, the challenge is to
define where and how resilience fits into the determination of risk. In this deliverable, we consider the
resilience as strictly depending from the definition of risk: the resilience is a function of the risk when
time is explicitly considered.
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Ri sk management can be defined as the fAprocess o
and accepting, avoiding, transferring or con9rol]l

Risk management involves knowing the threats and hazards that could potentially impact a given
facility, the impacts on the facility due to its vulnerabilities, and the consequences that might result.
Based on these characteristics, it is possible to develop specific indicators and metrics to assess the
risk to an organization.

Risk Management
Vulnerability Consequences
Prevention / Protection / Pre-event Mitigation | Post-event Mitigation / Response / Recovery
Resilience
PMI RMI CMI
Human ! Public Health

| / and Safety

v I v

g | o

7] 1 [

= > | __—» Economic

2 / :

Hazard/Threat 5 EVENT _ &

= -

~ o y

g 4 / E T— Psychological
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a I a.

/ 1 \ Governance and
Natural 1 Mission Impacts
1
I
Figure 4 1 Risk and resilience management from [10] , where PMI is Protective Measurement Index, RMI is

Resilience Measurement Index and CMI is Consequences Measurement Index

The risk management bowtie is represented in Figure 4, where threats, vulnerability, consequences
and resilience fit together in a risk management process. Considering a threat or hazard (man-made
or natural), the vulnerability and resilience of an organization will impact the potential consequences
of an event. The interaction between the elements of risk is complex and made more so when one
considers the transfer of risk between assets in the case of a threat by an intelligent adversary.
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2.3. Modelling Interdependencies with MHR approach

During decision process, the available information is related to actual threats and fault on the
infrastructure. The operator, based on his experience and his knowledge of the system, can also
make decisions on the consequences of the actual adverse events. Modelling activities, and
specifically a simulator for assessing which are the domino effect of an event or an action, can help in
improving the situation awareness and in reducing risk while improving resilience.

In literature, there are three main methodologies for the modelling approaches of critical infrastructure
modelling: agent-based simulation, input-output analysis and network modelling. In literature it is
possible to find heterogenous and/or unclassified approaches [12].

The agent-based simulations consider each infrastructure as complex adaptive systems, composed of
agents representing single aspects in the infrastructure itself. Different agents can be modelled at
different degrees of abstraction based on the proposed level of resolution modelling. The main
advantage of agent-based simulation is the ability to arise synergistic behaviours when agents are
starting to interact together [6].

The second approach is based on the Input-Output economic analysis introduced by Leontief in the
early 1930s, but then adapted to modelling infrastructures. Haimes and Jiang developed the linear
input-output inoperability model (IIM) to study the effect of interdependencies on the inoperability of
interconnected networked systems. [11] For example, we consider a two-system model. When failure
of subsystem 1 leads to subsystem 2 to be 80% inoperable, and a failure of subsystem 2 makes
subsystem 1 to be 20% inoperable, the effect of functionality loss due to an external perturbation can
be calculated by solving the Leontief equations. The main advantage of the IIM and its improvements
is related to the simplicity and flexibility of the proposed approach. Usually, [IM is limited to the
economic costs of interdependencies.

In the last years, researchers explored new approaches for modelling infrastructure
interdependencies. The most promising approach is based on graph and network theory. In this
approach, infrastructures are represented using abstract graphs made of nodes and arcs, standing for
links between components in the infrastructures. The main advantage is to exploit closed form
expressions and numerical simulations to characterise their topology, performance and uncertainty.

In this document, we propose an already applied approach, for helping during the modelling phase.
The Mixed Holistic Reductionist (MHR) [13] approach was created to exploit the advantages of both
methods: holistic and reductionist. The main aim of MHR approach is to give a possible guideline to
properly model critical infrastructures and their interdependencies.

In holistic modelling, infrastructures are seen as singular entities with defined boundaries and
functional properties, generating a global and overall analysis. Seeing an infrastructure as a single
element aims at identifying and characterising the different infrastructures and their geographical
level. At this level, the amount of data needed for modelling activities is very low and can be found in
public databases. For example, in Figure 1 we can describe interdependencies among different
infrastructures, such as telecommunication and electrical grid.
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On the other hand, reductionist model emphasizes the need to fully understand the roles and the
behaviour of individual components to truly understand the overall infrastructure. The reductionist
approach drills down to each component in terms of inputs and outputs. At this level of abstraction is
easy to find dependencies between equipment and single components, such as routers and firewall in
telecommunication or breaker and generators in electrical grids.

Different levels of analysis are required in modelled systems and their boundaries are lost in the event
of complex case studies. With the MHR model, relationships between infrastructures could be seen at
different levels through either a top-down or bottom-up approach. The other main advantage is to
model infrastructures at different level of abstraction considering the amount of available data.

The connection point between the two levels of abstraction, i.e. holistic and reductionist approaches,
is the quality of service (in the foll owing,
for operators. This layer describes functional relationships between components and infrastructure at
different levels of granularity. In MHR, services to customers and to other interconnected
infrastructures are explicitly considered as a middle layer between holistic and reductionist agents.

The MHR allows us to reach the right level of detail with minimal data and collected information.
Some important considerations can be summarised in the following:

1 Each infrastructure is modelled starting from the identification of components and their
interactions;

1 Each layer is defined with an appropriate level of abstraction based on information coming
from end-users, stakeholders and open documents;

9 Each component (we called it entity or agent) must be described in a way to decouple it from
other components: the behaviour of the component must depend on the valued explicitly
exchanged with the other components;

MHR approach allows to define three different typologies of entities:
9 Holistic entities;
1 Service entities

1 Reductionist entities.
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Figure 51 Holistic component in MHR approach

An Holistic Entity (Figure 5) represents the infrastructure as a whole (or its general organizational
divisions) in order to have a model that can consider the global dynamics between infrastructure
possibly one might think of representing behaviours related to policies, strategies, etc..

A Service Entity represents a logical or organizational element, that provides an aggregate resource
as the remote control: the remote control generally refers to a solution that provides supervision, by
means of software and data collection. Data can be collected through telecommunication network or
field equipment in case of a geographically distributed infrastructure. In Figure 6, a service component
is depicted considering the classical model of an agent in CISIApro 2.0. Some examples of service
are:

the ability to supply customers
the ability to produce resources

the ability to change topology

=A =4 =4 =4

the status of some specific and important components
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Figure 6 1 Service component in MHR approach

Finally, with a Reductionist Entity, we can represent, with the right degree of abstraction, all physical
or aggregated entities of the overall system. In Figure 7, the representation of a reductionist
component is depicted. The picture does not explicitly consider a cyber threat: this malicious event
can be represented in the same way as an input failure wi t h a suitable Acyber
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Figure 7 T Reductionist component in MHR approach

The MHR approach allow the developer to represent a complex scenario into components that have
different functionalities. The layers allow to model a complex scenario, made of several
interconnected infrastructures, with different abstraction levels: an infrastructure can be modelled in
all its features (reductionist, service and holistic layers) , another can be modelled using only the
holistic layer, without any kind of problem apart from the granularity and the precision of the results.

2.4. Risk Prediction related KPIs from D3.7 (RM3)

The main aim of RESISTO is to enhance the resilience of telecommunication infrastructures.
In this context, this section provides metrics and KPIs to quantify resilience for the telecommunication
infrastructures and in particular, to measure the resilience enhancement and improvement by the
implementation of the RESISTO platform.

In detail, the Risk Prediction aims to improve the resilience of the phases of the resilience cycle after
the event (aftere vent phases), that include the stages:

Therefore, Table 1 shows metrics and KPlIs related to the Response and Recovery stages, described
in detail in Deliverable 3.7, indicating if they are already defined by the project (Deliverable 3.8) or can
be included and the potential contribution offered by the Risk Prediction.
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Table 1 KPIs from D3.7 RISK Predictor related

Response and Recovery Stages

No. KPI / Metric Title Justification / Inclusion in Potential Contribution
measurement method D3.8 (Applies to) Risk
Prediction
2.1 Performance loss To measure the time- Extended Contributes to assess
dependent system the global/holistic
performance and to level of performance
quantify resilience
2.2 Decision-making To measure the degree on | Define by the | May help to reduce
time (average) reducing the decision- project
making time
2.3 Mitigation Time To measure the Define by the | May help to reduce
(average) effectiveness of the project
RESISTO platform so that
performances loss could
be recovered in a short
time
2.4 RESISTO platform Indicates the success rate | Extended Applies to
Reliability in processing the ingested
alarms
the number of
alerts/events sent to the
platform should be the
same with the number of
alerts/events processed
2.5 Incident Correlation / | Measuring the impact of Extended Contributes to assess
Propagation Index the threat on the network propagation
and its propagation
likelihood
(cyber-physical threats
and interconnected CIs)
2.6 Down Time during Duration of the disruption | Define by the | May help to represent
Incident (time period that the project
system i s fAdc
available)
2.7 Human intervention / | The degree that the Extended Risk Prediction
automated response | platform could enables the increases the situation
reaction and mitigation by assessment hence
automating some of the may allow the
actions and decreasing passage to an
the human intervention automated response
time

Date: 25-05-2020

Approval status: APPROVED

Page 30/187

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be

dietrihiited nr ranradiicad withnnt tha farmal annrnval nf thae REQIQTN Qtearina Cammittea




R ES I ST(@) ID: RESISTO_D4.4_200525_01

RESllience enhancement and risk control platform
for communication infraSTructure Operators

3. REQUIREMENTS

In this Chapter we make a fast analysis of functional and non-functional requirements of RESISTO
architecture indicating which are the requirements that can be supported in their fulfilment by the Risk
Predictor. In this way, it will be clearer the contribution of such component to the whole platform. A

scale Low-Medium-High have been used and some notes try to explain the importance of Risk
Predictor when level is High.
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3.1. Functional Requirements

Table 2 Functional Requirements

Requirement Requirement Description Contribution of Risk
Identity Prediction Platform
Code

RES_FUN_0005 | RESISTO shall exploit the outcomes of the cyber | High 1 security events will
security and the physical security systems of the | be propagated to the

TLC infrastructures (if existing). physical infrastructure
RES_FUN_0030 | The RESISTO system shall be able to receive, High i also physical
collect and process alert events relevant to events will be collected
physical detection. and propagated to the
whole infrastructure
RES_FUN_0060 | The RESISTO system should collect events Low

coming from the existing external systems of the
end users (e.g. notified by the operating system
and by the hardware event collector, the removal
of system hardware like disks, changes in the
Hardware/Software configurations)
RES_FUN_0100 | The RESISTO system shall collect non- Low
authorized personnel access inside the telecom
facility if provided by the operator
RES_FUN_0110 | The RESISTO system should be able to help Low
avoiding telecom facility equipment and/or private
information theft by collecting data from specific
sensors and providing mitigation measures
RES_FUN_0210 | The RESISTO system should state the criticality High i alevel of risk will
of the attack be calculated after the
propagation of adverse
events

RES_FUN_0220 | The RESISTO system should inform the operator | Medium

on first impact

RES_FUN_0240 The RESISTO system should estimate High 1 propagation of
impact propagation of an attack, also to other impacts is the fisr aim of
interconnected Cls Risk Predictor

RES_FUN_0275 | The RESISTO system should include audio and Medium
visual analytics functionalities.
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3.1.1. Input data

Table 3 Input Data

Requirement
Identity
Code

Requirement Description

Contribution of Risk
Prediction Platform

RES_FUN_0280

The RESISTO system should be able to receive
threat and alert related data from the cloud
platform or other systems

High i Risk Predictor is
able to ingest negative
events coming from
many sources

RES_FUN_0310

If the operation requires spatial-temporal
information, the input data of the RESISTO
system should include desensitized/non-
desensitized spatial-temporal data, depending
on the use cases, e.g. the geo-location
information of infected devices

Medium

RES_FUN_0320

The input data of the RESISTO system could also
include data sources containing the network
information, e.g., the network traffic directional
data, if network information are needed for the
operation and response

High T network
information can be
processed and ingested
in the Risk Predictor

RES_FUN_0350

RESISTO could be able to receive and process
data from Telcosd fault
These include network faults, equipment faults,
and etc

Correlator Mediated

RES_FUN_0560

The Risk (Impact) Predictor shall also include a
network impact as well

High i the impact on the
TLC network is
calculated as well

RES_FUN_0570

The Risk and resilience assessment analysis
shall also take into consideration network single
point of failure nodes, using network metrics such
as:
- Link state protocol databases for
alternative IGP routes
- BGP secondary paths for EGP routes
HSRP/VRRP/GLBP statuses for gateway
redundancy.

High i if connected to
such data sources Risk
Predictor can better
exploit the propagation
of negative events
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3.1.2. System Reports and Other Outputs

| Table 4 System Reports and Other Outputs

Requirement Identity Requirement Description Contribution of
Code Risk Prediction
Platform
RES_FUN_0845 RESISTO should be able to classify information or High
security events (for example Traffic Light Protocol -
TLP)

3.1.3. Functional Requirements related to 5G

Table 5 Functional Requirements related to 5G

Requirement ldentity Requirement Description Contribution of

Code Risk Prediction
Platform

RES_FUN_1107 The RESISTO system shall be able to order the Low

seamless relocation and restoration of
virtualized network resources in the event of
failure or cyber/physical attack if provided by the
operator control system, such that service continuity
can be guaranteed
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3.2. Non-Functional Requirements

3.2.1. Design Requirements

\ Table 6 Design Requirements

Requirement
Identity
Code

Requirement Description

ID: RESISTO_D4.4_200525_01

Contribution of Risk
Prediction Platform

RES_DCC_0040

Some modules of the RESISTO system should
support virtualization at the OS level for fast
horizontal scaling in the Datacenter environment.

High - visualization can
scale easily

RES_DCC_0050

The RESISTO system should be available for
different network types

High i the modelling
approach can be used
with different network
models

3.2.2.

Interface Requirements

| Table 7 Interface Requirements

Requirement

Requirement Description

Contribution of Risk

should also include the navigation functionalities
to navigate through the spatial representation of
the data

Identity Prediction Platform
Code
RES_INT_0010 The user interface of the RESISTO system should | Low
give the operator a summary of all the events
occurred on systems, with the ability to drill down
a particular event to investigate and to have a
historical view of similar events, and review the
necessary steps taken to resolve the issue
RES _INT_0020 RESISTO should be able to represent several | Low
Dashboards, one for Real Time events, and one
with historical data
RES_INT_0060 The common user interface components of the | Medium
RESISTO system could include visual analytics
by geo-location
RES_INT_0080 The user interfaces of the RESISTO system | High i the Risk Predictor

output can be used to
navigate data
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RES_INT_0090 The RESISTO system should include drill down | High 7 Risk Prediction
information and analytics pages or views when | software can bring deeper
clicking on different visualizations of data information to the operator

RES_INT_0100 The user interfaces of the RESISTO system | High
should include options for the users to set up and
select different models and to visualise the
prediction results

RES INT 0120 RESISTO should include alerts and their | High
severities. Clicking alerts should drill down to
details of the alerts, i.e. what triggered the alerts
and the data behind (evidence support them)

RES_INT_0130 The RESISTO system should offer a holistic view | High
of network healthy highlighting what networks
running smoothly and what networks have
unresolved issues and their severities are color or
shape encoded so operators could easily to see
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4. A TOOL FOR IMPACT ASSESSMENT: CISIAPRO 2.0

The Risk (Impact) Predictor (RP) will simulate the impact of anomalies and security attacks on the
Communication Infrastructure and on the interlinked Cls executing at run-time on a model of the
Communication Infrastructure. It will also support the decision-making pr ocess al | olvi ng
analysiso by simulating the application of count
system resilience. The Risk Predictor is mainly composed by CISIApro 2.0. therefore, the two names

are for us equivalent.

CISIApro 2.0 (Critical Infrastructure Simulation by Interdependent Agents) [15] is a software engine
able to calculate complex cascading effects, considering (inter)dependencies and faults propagation
among the involved complex systems. CISIApro 2.0 can eventually consider also the mitigation and
restoration actions to assess the conclusion of an adverse event.

CISIApro 2.0 is an agent-based simulation software and is mainly composed of two modules. The first
one is the off-line tool known as CISIApro in which it is possible to design and implement complex and
highly interdependent scenarios. While the second one is the on-line tool called CISIAmat which
exploits Simulink (Mathworks) for the real-time engine at the core of the Risk Predictor module.

CISIApro 2.0 is a software platform based on a database-centric architecture in which the database
plays a crucial role. This means a centralized asynchronous design that allows good modularity and
scalability where each element of the informatics infrastructure interfaces, independently, with the
centralized database in order to get the last actualized data from the field. For the implementation of
the engine simulator, the Matlab language was used to develop a redistributable Matlab App.

4.1. CISIApro 2.07 Dynamic Risk Analysis Tool

This section describes the Risk Predictor architecture, commonly adopted in Critical Infrastructure
Protection (CIP) projects, in order to provide a new type of Dynamic Risk Assessment tool. Such a
tool is based on CISIApro (Critical Infrastructure Simulation by Interdependent Agents) software
engine, which is able to calculate complex cascading effects, taking into account (inter)dependencies
and faults propagation among the involved complex systems. CISIApro has been developed inside
the H2020 Project ATENA and in RESISTO will be update to version 2.0 adding some important
functionalities related with the modelling of telecommunication infrastructures.

As mentioned in section 5.2 of deliverable D2.4 [16]., modelling complex interdependent systems,
using the Mixed-Holistic-Reductionist (MHR) approach, is a prerequisite to produce an effective Risk
Predictor tool. Once modelled the involved scenario, with CISIApro 2.0 it is possible to implement the
MHR methodology.

CISIApro 2.0 is an Agent-Base simulation software and it is mainly composed by two modules. The
first one is the off-line tool known as ACISIApro 2.0 D e s i that alows the design and implementation
of complex and highly interdependent scenarios. While the second one is the on-line tool called
CISIAmat which represents the real engine at the base of the Risk Predictor module. This engine will
be integrated in the RESISTO architecture as in Figure 8.
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Figure 8 T Risk Pr edictor Architecture

CISIApro 2.0 is a software platform based on a database-centric architecture in which the database
plays a crucial role. This means a centralized asynchronous design that allows a good modularity and
scalability where each element of the informatics infrastructure interfaces, independently, with the
centralized database (DB) in order to get the last actualized data from the field (e.g. SCADA Systems
or Network Operation Centre), Complex Event Processing and generic IoT (Internet of Things) data
systems.

From this point of view, CISIAmat engine does not only analyze actual situation and calculate the risk
projected in the possible near future but, first, it plays the important role of Hybrid Risk Evaluation
Tool. Hybrid because it is able to get information of different natures (sensor and data acquisition and
complex event processing systems) and translating them in operational levels of resources, faults or
services for the entities introduced in the critical infrastructure model.

With the proposed architecture, through CISIApro 2.0 modelling software, it is possible to dynamically
change the interdependencies model and plugin other modules in order to have a pseudo-real-time
scalable and flexible system, which can be changed at any time.

Figure 9 shows the database structure. The DB stores the information needed for the representation
of several Critical Infrastructures, such as:

9 Each entity is a specific instance of an entity type;
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