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RESISTO newsletter is the official, semi-annual newsletter from Horizon 2020 RESISTO project. Each 
RESISTO newsletter issue aims to disseminate project updates as well as news. It is developed and 
compiled with the contributions from the RESISTO Consortium Partners and relevant Stakeholders.

SUMMARY

RESISTO: we have been there!

www.resistoproject.eu


Dear RESISTO follower,

We are pleased to present to you our second RESISTO Newsletter!

After the use cases definition and user requirements specification, all 

the platform components are almost completed and we are setting 

up the integration environment (in the Cloud) to test the core applica-

tions: it will be shortly interfaced to the testbeds at Telco Operators 

premises (Telecom Italia Mobile, British Telecom, Hellenic Telecom-

munications Organization, Orange Romania, Retevision, Altice Labs).

Next summer we are confident to be ready for the end user validation 

of the platform, in the three planned scenarios - current Telco Infra-

structures, interconnected Critical Infrastructures, future 5G Telco 

Infrastructures - in order to show the first real results.

As regards the exploitation activities, the article at pag. 4 confirms 

the centrality of 5G networks and Cloud infrastructures in the invest-

ments of the main Telco Operators, with increasing attention to sa-

fety and resilience aspects. It is important to point out that on these 

issues, an interesting meeting - specifically requested by the Italian 

Government - was held last February in the prestigious venue of Pa-

lazzo Chigi, to illustrate the state of implementation of the project 

and the possible future repercussions on the country system.

We are also pleased to inform you that RESISTO joined the European 

Cluster for Securing Critical Infrastructures (ECSCI), which involves 

the most important European Projects in this field, to bring about 

synergetic, emerging and disruptive solutions to security issues via 

cross-projects collaboration and innovation. The First ECSCI Work-

shop, initially planned in Brussels at DG HOME premises for the end 

of March, has been postponed, hopefully to mid May, due to the ra-

pidly evolving conditions of the sanitary alert for the spread of the 

Coronavirus. 

 

Bruno Saccomanno, 

Leonardo S.p.A, 

Stay tuned with the project progress by following our 
newsletters, social network accounts and web site 

(www.resistoproject.eu), to be informed about future 
developments towards a faster and more efficient critical 

infrastructures protection.

INSIGHT FROM THE 
RESISTO PROJECT 
COORDINATOR
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http://www.resistoproject.eu/eventi/resisto-project-at-the-ufficio-del-consigliere-militare-del-presidente-del-consiglio-dei-ministri/
http://www.resistoproject.eu/networking/
http://www.resistoproject.eu/networking/
http://www.resistoproject.eu/eventi/european-cluster-for-securing-critical-infrastructures-ecsci/
http://www.resistoproject.eu/eventi/european-cluster-for-securing-critical-infrastructures-ecsci/
www.resistoproject.eu
www.resistoproject.eu
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RESISTO second year activities were focused on the finalization of the planning activities.

The development, and subsequent adaptation, of platform components was carried out in accordance with 

the requirements that have been defined during the first period of RESISTO activities. The infrastructure 

modeling tool, that is capable of predicting the impacts of threatening events at runtime, has been impro-

ved to take into account specific aspects of telecommunication networks in 5G perspective too. Further-

more, the assessment of the impacts on the services provided has been refined. The 5G perspective guided 

the design and development of the RESISTO network orchestrator taking into account the ETSI framework.

Possible countermeasures have been collected and studied to be applied as structural countermeasures 

capable of protecting the infrastructure a priori (long-term approach) or as reaction countermeasures to 

be applied when threatening physical and / or cybernetic events occur in order to avoid or mitigate adverse 

effects (short-term approach).

The risk and resilience assessment and improvement processes were finalized in order to be applied to 

communication infrastructures. To this aim, safety analysis tools and methodologies were applied. Resi-

lience indicators have been defined. A specific simulator has been designed to emulate the behavior of the 

communication infrastructure which must face different types of threatening events and evaluate the re-

silience of the infrastructure.

Moreover, a comparison among estimated and measured Resilience Indicators has been defined in the ove-

rall process able to trigger a continuous resilience improvement process.   

In parallel with the development activities, telco operators have defined scenarios and use cases for the 

validation phase which will be the main object of the third and last year of activities.

by Alberto Neri, Leonardo S.p.A.

TECHNICAL HIGHLIGHTS: 
RESISTO SECOND YEAR ACTIVITIES

Read our public access DELIVERABLES* from the project:
> www.resistoproject.eu/resources/

* These documents and its content are the property of the RESISTO Consortium. The content of all or parts of these 

   documents can be used and distributed provided that the RESISTO project and the document are properly referenced.

SECTION 02

www.resistoproject.eu
http://www.resistoproject.eu/resources/
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Having been conceived first in genomics research in the 1980s, Ethical, Societal and Legal Implications 

plays a significant role in a lot of fields where technology is being invented, especially with regards to the 

socio-technical aspects of human-machine interaction. The potential of misuse or unintended side effects 

of technological developments has increased over the last decades and is increasing faster with the ever-

growing speed of the evolution of the digitalization of our working and private lives. 

Thus, researchers on this matter bear the responsibility to take into account the societal, ethical, and legal 

implications of their work. For the RESISTO project, this has been done so far by providing the consortium 

with a guideline for ethical research as well as a continuous monitoring of the research actions. The com-

prehensive guideline (deliverable 1.3) includes informed consent and information sheets to be able to gua-

rantee data security to external persons involved in the project. Policies on professional responsibility such 

as transparency and honesty are explained as well as gender equality and privacy/data protection issues. 

For the latter, a special interest was put on the General Data Protection Regulation (GDPR) that became 

effective in the same month the project started.

The controlling of the effectiveness of these policies during the course of the RESISTO project is as impor-

tant as the guideline itself. The Social Sciences, Humanities & Ethics Review Committee (SSHERC) (con-

sisting of the Ethical Manager of the project and five more members including the project coordinator) 

reviews each publicly available deliverable with regards to data protection and ethical and societal impli-

cations. Additionally, each task is being monitored via a short survey to be completed by the task leader 

before starting the task and shortly after its finalization. This enables the Ethical Manager to focus on the 

potentially critical topics of the project, to provide assistance at an early stage of each task if needed and to 

assess the effectiveness of this assistance.

The EU has put a focus on these issues for its research program Horizon2020 and set specifications for 

required and appropriate actions. Each partner had to obtain a vote on the planned research actions by an 

ethics committee (either an internal one or by a competent authority), announce a data protection officer 

and check if a declaration on compliance and/or authorization is required under national law for collecting 

and processing personal data. The Data Protection Impact Assessment (DPIA) carried out in month 12 of 

the project indicated an overall “low risk” for the project, so the mitigation measures defined beforehand 

have been proven sufficient.

by Sylvia Bach, Bergische Universitaet Wuppertal

ETHICAL, SOCIETAL AND LEGAL 
IMPLICATIONS IN EU RESEARCH PROJECTS

SECTION 03

www.resistoproject.eu
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An important aspect and “lessons learned” of Ethical, Societal and Legal Implications research and history 

is the fact that monodisciplinarity, but also interdisciplinarity with divided responsibilities do not fulfil the 

ethical, societal and legal requirements of current complex problems. Technological innovations need an 

integrated view on these matters with a sharp focus on human-technology relations. The RESISTO project 

consortium tries to consider all ethical and societal aspects and deems itself a good example for effectively 

assessing and including them in all its research activities.

SECTION 03

 Ethical, Societal and Legal Implications in EU research projects

Read our public access DELIVERABLE: “Ethical, Societal and 
Gender Equality Protocol - first”* from the project:

* This document and its content are the property of the RESISTO Consortium. The content of all or parts of these 

   documents can be used and distributed provided that the RESISTO project and the document are properly referenced.

by Sylvia Bach, Bergische Universitaet Wuppertal

> www.resistoproject.eu/wp-content/uploads/2019/09/Attachment_0.pdf

www.resistoproject.eu
http://www.resistoproject.eu/wp-content/uploads/2019/09/Attachment_0.pdf
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The new investment and opportunity scenarios are linked to the development of 5G technology in mobi-

le, fibre optic and cloud infrastructure with the emergence of Software Defined Network architectures 

in networks, whose security and resilience are at the heart of the investment. The new business models 

respond to the growing market demand for “ultra-broadband-enabled mobile data applications” that are 

central to the vertical markets of the Finance, Tourism, Public Sector, Automotive, Energy, PA-Defence in-

dustries.

The telecommunications industry has provided all the infrastructure building blocks: fixed and mobile bro-

adband access network, core infrastructure, interconnection and application platforms in the Cloud. The 

whole process of digital transformation will depend on the telecommunication industry that is enabling 

changes in the organization of work as in the case of smart working.

The critical issues in telecommunications networks are increasing because they are linked to network se-

curity related to the introduction of IoT (Internet of Things) devices and sensors in strong development and 

deployment. Another problem is the lack of common security standards throughout the industry 4.0.

This fragmentation of standards has a negative impact on the manufacturing sector: large industries, which 

have sites scattered around the world, cannot make joint efforts to secure them. This means that different 

sites belonging to the same company cannot collaborate and share security expertise and solutions with 

each other, as they are subject to different standards.

Interoperability is the ability of a system to cooperate and exchange information and services with other 

systems without making mistakes and in the most efficient way possible. 

This has been one of the mainstreams that has guided the development of the RESISTO platform, a pla-

tform that must interoperate with networks and systems of different European operators and countries, 

and with the aim not only to receive critical situation inputs, but to interact with the several infrastructu-

res in a fast and active way, relying on the know-how of the partners that are part of the RESISTO team 

and that include the biggest players in the European sector.

by Marco Mancini, TIM - Telecom Italian Mobile

PROJECT STRATEGIC VIEW 

SECTION 04

www.resistoproject.eu
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by Marco Ferraro, APRE - Agency of the Promotion of European Research

SECTION 05

RESISTO STORY ON PLATINUM MAGAZINE

We are very happy to announce that RESISTO project story has been published on Platinum Magazine by Il 

Sole 24 Ore, the most important economical and financial newspaper in Italy.

With more than 265.000 readers, Platinum is a reference magazine in business publishing but not only. 

Interviews, dossiers, success stories also in Research and Innovation world, such as RESISTO project story.

Project coordinator LEONARDO, represented by Bruno Saccomanno, presented an overview of the project 

main objectives and how it will change the landscape of research in cyber security but not only. As stated in 

the interview, it will be possible to apply the outcomes also to other sectors. This is an interesting methodo-

logy also for other critical infrastructures, not just for communication.

READ THE ARTICLE  >  http://www.resistoproject.eu/eventi/resisto-story-on-platinum-magazine/

www.resistoproject.eu
https://platinum-online.com/
https://www.ilsole24ore.com/
https://www.ilsole24ore.com/
http://www.resistoproject.eu/eventi/resisto-story-on-platinum-magazine/
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RESISTO: WE HAVE BEEN THERE!

5G meeting | Italian Government

18 February 2020 | Rome

> MORE INFO HERE

... to discover the other events visit the RESISTO website!

www.resistoproject.eu/news-event/

This event represented an important opportunity to 

confirm  the centrality of 5G networks and Cloud infra-

structures in the investments of the main Telco Opera-

tors and to illustrate the state of implementation of the 

project and the possible future repercussions on the 

country system.

SECTION 06

Due to the recent problems of the spread of the coronavirus, many 2020 

events and the first RESISTO workshop have been postponed. We hope to 

come back as soon as possible with all the activities related to the dissemina-

tion and communication of the RESISTO project.

-----

The COVID19 outbreak has an impact on everyone’s daily activities, 

but we hope all are fine during this difficult time.

Everything  will be alright!
#COVID19  #STAYATHOME

www.resistoproject.eu
http://www.resistoproject.eu/eventi/resisto-project-at-the-ufficio-del-consigliere-militare-del-presidente-del-consiglio-dei-ministri/
http://www.resistoproject.eu/news-event/
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