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RESISTO PROJECT - PUBLISHABLE EXTENDED ABSTRACT

Communications play a fundamental role in the economic and social well-being of the citizens and on
operations of most of the Cls. Thus they are a primary target for criminals having a multiplier effect on
the power of attacks and providing enormous resonance and gains. Also extreme weather events and
natural disasters represents a challenge due to their increase in frequency and intensity requiring
smarter resilience of the Communication CIs, which are extremely vulnerable due to the ever-
increasing complexity of the architecture also in light of the evolution towards 5G, the extensive use of
programmable platforms and exponential growth of connected devices. The fact that most enterprises
still manage physical and cyber security independently represents a further challenge. RESISTO
platform is an innovative solution for Communication Cls holistic situation awareness and enhanced
resilience (aligned with ECSO objectives). Based on an Integrated Risk and Resilience analysis
management and improvement process availing all resilience cycle phases (prepare, prevent, detect,
absorb, etc.) and technical resilience capabilities (sense, model, infer, act, adopt), RESISTO
implements an innovative Decision Support System to protect communication infrastructures from
combined cyber-physical threats exploiting the Software Defined Security model on a suite of state of
the art cyber/physical security components (Blockchain, Machine Learning, 10T security, Airborne
threat detection, holistic audio-video analytics) and services (Responsible Disclosure Framework) for
detection and reaction in presence of attacks or natural disasters. Through RESISTO
Communications Operators, will be able to implement a set of mitigation actions and
countermeasures that significantly reduce the impact of negative events in terms of performance
losses, social consequences, and cascading effects in particular by bouncing efficiently back to
original and forward to operational states of operation.
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EXECUTIVE SUMMARY

A comprehensive set of communication materials has been designed and produced
to be distributed to partners. It is aimed at improving the brand awareness and
sharing information about the project’'s mission among the defined targets. It has
been designed in total accordance with the RESISTO visual identity.
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1. COMMUNICATION MATERIAL

In the framework of the RESISTO project, APRE is responsible for the creation and developing of the
communication material.

A comprehensive set of communication materials has been designed and produced by APRE and it
will be distributed to partners. It is aimed at improving the brand awareness and sharing information
about the project’s mission among the defined targets. It has been designed in total accordance with
the RESISTO visual identity.

The RESISTO Communication toolkit includes several tools/materials that each project partners has
been using during events, meetings and in any communication, activity performed.

All the RESISTO communication toolkit materials are shared with the partners on EMDESK
(RESISTO web-based collaboration and project management tool).

1.1. Methods

While there are a wide variety of dissemination methods, it is important to select the right one(s) to get
the project message to the target audience and achieve the project’s purposes.

Dissemination tools represent the formats, structure and presentation of the content as the RESISTO
information is provided to user to make it easily useable.

= posters, brochures, roll up can create awareness about the project

= brochures with summaries promote the objectives and outputs of the project. Brochures in
printed form can be handed out at conferences. An electronic version (e.g. PDF file) can also
be circulated electronically

= a poster at a conference may be more appropriate when you cannot make a presentation as a
speaker. It may not be as glamorous as doing a presentation in the auditorium, but it is an
excellent way to engage people, gauge their reactions, and get one-to-one feedback.
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2. COMMUNICATION TOOLKIT

The Communication Toolkit includes:

2.1. Brochure

It contains information on the overall structure of the project, including the objectives, and foreseen
outcomes. The brochure will be given to related event participants, but also to other potentials
interested parties during the lifetime of the project.

The brochure is designed respecting the visual identity of the project (palette colors, logo,
background, font, etc.). The design has been conceived to be modern and appealing.

The main ambition of the RESISTO consortium RESISTO PARTNERS R E S I S I @
is to develop the necessary concepts and a solid =_—

technological baseline to create a comprehensive
solution that allows faster detection of new A S=ROMA -
cyber/physical threats, better informed decision >

of Communication Infrastructure and Cls that rely Q
on it. RESISTO will concretely support progress -
beyond the State of The Art in Communication CI or etev\i:éﬂn C\‘ﬂﬁi‘e ’

making and achievement of a joint understanding
protection and the EU strategy on Cybersecurity. ERICSSON

RESllience enhancement and risk control platform
for communication infraSTructure Operators

of cascading effects within the Cl an across
interconnected Cls providing enhanced resilience

BT

i Fraunhofer

@ INTEGRASYS guardtime =

EXPECTED RESULTS:

2 s ztreelogic & senner
o State of the art analysis of physical/cyber aditess

detection technologies and risk scenarios of
Communication Cls

APRE g _—
Innovative tools, concepts, and technologies for E e s et
combatting combined physical/cyber threats to
Communication Cis (RESISTO framework).
Security risk management plans integrating COORDINATOR
systemic and both physical and cyber aspects Federico Frosali
Extended validation of the RESISTO framework LEONARDO - SOCIETA PER AZIONI
against physical/cyber threats across three federicafrosali@ieondrdoompany,com
verticals: current, future (towards 5G) and
interconnected Communication infrastructures
Convergence of safety and security standards, www.resistoproject.eu
establishment and dissemination throughout
the relevant user communities of specific
models for information sharing on incidents, www.resistoproject.eu
threats and vulnerabilities. Support to ECSO.

ECEIVED FUNDING FROM THE EUROPEAN UNION'S
AND INNOVATION PROGRAMME UNDER GRANT

Figure 1 - Brochure (front)
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WHAT IS RESISTO PROJECT?

RESISTO is an innovative solution for
Communication Infrastructure providing
holistic (cyber/physical) situation awareness

and enhanced resilience. It aims to improve risk
control and resilience of modern Communication
Cls, against a wide variety of cyber-physical
threats, being those malicious attacks, natural
disasters or even unexpected faults.

RESISTO will deliver a holistic platform

that, implementing innovative security

models, methodologies and technologies

and, by interacting with pre-existent security
components of a Communication Infrastructure,
will increase the overall level of cyber-physical
security providing a quantifiable benefit for the
End Users in terms of resilience improvement
and enhanced protection.

WHAT ARE THE OBJECTIVES
OF THE RESISTO PROJECT?

RESISTO will:

Help managers of Communication Cls to
guarantee improved business and asset
continuity, delivering an innovative platform for
optimized decision support in the face of physical,
cyber and combined cyber-physical.

WHY RESISTO PROJECT?

Through RESISTO, Communications Operators
will be able to implement a set of mitigation
actions and countermeasures that significantly
reduce the impact of negative events in terms
of performance losses, social consequences,
and cascading effects in particular by bouncing
efficiently back to original and forward to
operational states of operation.

Develop an Integrated Risk and Resilience
analysis and management tool, that takes account
of cyber and/or physical threats and disruptions
jointly at the level of telecommunication service
functions and performance functions.

Provide, experiment and assess a suite of
innovative cyber/physical security solutions for
prevention, protection, detection and reaction
that can deliver unprecedented cost-effective
performances in a holistic technology framework.

The RESISTO project will foster the following key
innovation areas:

Enlarged Threat Landscape considered
(Cyber/Phy/ Cyber+Phy)

Holistic approach to System Modelling
Integrated Risk and Resilience management
Convergence of PSIM and Cyber Protection
technology

Perspective: new challenges posed by 5G
evolution (loT/IoE, LPWAN)

New Technology for detection/protection/
response (blockchain, drones, machine
learning algorithms, software defined security)
Cyber Intelligence

Support a progressive adoption path for

the RESISTO platform and services through
extensive validation in relevant use cases for
Communication Infrastructure protection (TRL
7) directly involving relevant Communication CI
operators, arising awareness and promoting a
joint approach to resilience.

.

.

.

Contribute to the European Programme for
Critical Infrastructure Protection and to the
objectives of the Cybersecurity Strategy of the
European Union.

Figure 2 - Brochure (back)

Figure 3 - Brochure (mockup)
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How to disseminate:

The brochure will be available in hard and electronic version and will be downloadable from the
project website. Printed versions will be made available to be distributed at key events in Europe,
electronics to be sent to specific target groups via e-mail.

All partners are required to distribute the leaflet:
- within events related to the project themes;

- within key events where the audience is mainly made of stakeholders for the topic of
RESISTO;

- during face-to-face meeting with targeted stakeholders.

To identify and organise the distribution of the brochure, a list of international events has to be
created. All the partners will contribute to update the list, declaring their availability of participating and
the kind of activity performed during the selected conference/event.

2.2. Poster

The objective of the poster is to provide strategic information about the RESISTO project. The
information conveyed through the poster should take the form of short self-understandable message.

Scientific & industrial community, Policy makers, Key European
Target stakeholders. General public, targeted stakeholders.
Partner Responsible APRE
Number of copies 10

The poster is designed respecting the visual identity of the project (palette colors, logo, background,
font, etc.) and it contains the message framework that describes in a consist way RESISTO project.

Date: 11-09-2018 Approval status: APPROVED 11/15

This document is produced under the EC contract 786409. It is the property of the RESISTO Parties and shall not be
distributed or reproduced without the formal approval of the RESISTO Steering Committee



RESIST®

RESllience enhancement and risk control platform
for communication infraSTructure Operators

RESIST®

RESllience enhancement and risk control platform
for communication infraSTructure Operators

RESISTO is an innovative solution
for Communication Infrastructure
providing holistic (cyber/physical)
situation awareness and enhanced
resilience. It will help
Communications Infrastructures
Operators to take the best
countermeasures and reactive
actions exploiting the combined use
of risk and resilience preparatory
analyses, detection and reaction
technologies, applications and
processes in the physical and cyber
domains.

www.resistoproject.eu
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THE RESISTO PROJECT HAS RECEIVED FUNDING FROM THE EUROPEAN UNION'S HORIZON
2020 RESEARCH AND INNOVATION PROGRAMME UNDER GRANT AGREEMENT NO. 786409.

Figure 4 — Poster (A2 format)
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Figure 5 - Poster (mockup)

2.3. Roll Up

The objective of the roll up is to attract people attention, thus to impress in their mind some brief — but
strategic information about the RESISTO project with the aim of inducing them to look for more on
the website and be aware of the project objectives. The information conveyed through the roll-up
should take the form of short self-understandable message.

The rollup, being a self-standing communication tool, can be positioned in wide and strategic
places at conference premises, serving at best its dissemination purposes.

Scientific & industrial community, Policy makers, Key European
Target stakeholders. General public, targeted stakeholders.
Partner Responsible APRE
Number of copies 2
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The roll up is designed respecting the visual identity of the project (palette colors, logo, background,
font, etc.).

RESIST®

RESllience enhancement and risk control platform
for communication infraSTructure Operators

www.resistoproject.eu
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Figure 6 — Roll up
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RESIST®

www.resistoproject.eu

Figure 7 — Roll up (mockup)

The communication materials will be produced progressively during the first four months (M4), shared
among the beneficiaries and printed were necessary depending on the target audience. It will be
developed to be used by partners to promote the project at events.
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