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▪ 3 years

▪ 10M€ cost (8M€ funding)

▪ 18 partners: 6 End Users (Telco operators) + AB

▪ Validation across 3 Verticals: current, future and 

interdependent comms infrastructures

http://www.resistoproject.eu/
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OBJECTIVES

. MAIN RESISTO’s OBJECTIVE

. to IMPROVE RISK CONTROL AND RESILIENCE of modern Communication CIs, AGAINST a wide
variety of CYBER-PHYSICAL THREATS, being those malicious attacks, natural disasters or even
un-expected
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for the
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OBJECTIVES

Help managers of Communication CIs to guarantee improved business and asset continuity, delivering
an INNOVATIVE PLATFORM for OPTIMIZED DECISION SUPPORT in the face of physical, cyber and
combined cyber-physical threats taking account of critical schemes of infrastructure, functions and
services and possible (cascading) event trajectories

Develop an INTEGRATED RISK AND RESILIENCE ANALYSIS AND MANAGEMENT TOOL for improved
preparedness and prevention in the communication domain that takes account of cyber and/or
physical threats and disruptions jointly at the level of telecommunication service functions and
performance functions, including systemic security management

Provide, experiment and assess a SUITE OF INNOVATIVE cyber/physical security solutions for
prevention/protection, detection and reaction that can deliver unprecedented cost-effective
performances in a holistic technology framework

Support a progressive adoption path for the RESISTO platform and services through extensive
validation in relevant use cases for Communication Infrastructure protection directly involving relevant
Communication CI operators, arising awareness and promoting a joint approach to resilience

To contribute to the European Programme for Critical Infrastructure Protection and in particular to the
objectives of the Cybersecurity Strategy of the European Union, providing suitable inputs also to the
Cybersecurity PPP
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Functionalities

Identification – Define and maintain a knowledge base
on physical and cyber security risks to systems, assets,
data, and capabilities characterizing Telecommunication
CIs.

Mitigation

Reaction

Protection – Develop and implement the appropriate
safeguards to ensure delivery of CI services.

The high degree of redundancy that usually
characterizes telecommunication networks will be
further emphasized in order to implement solutions
with high resilience, with respect to both physical
and cyber-attacks.

Detection

Protection

Identification Graceful degradation of performance, when under
attack, will take advantage of Communication or NFV
and SDN paradigms.
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Functionalities

Detection – Early and timely discover the occurrence of physical
and cyber security events.

Based on evaluation of
impacts, recurrent patterns,
and the occurrence of complex
events.

Mitigation

Reaction

Security Status
Monitoring

To provide a timely detection
of a cyber/physical attack, the
project will leverage on use of
innovative technologies
delivered by partner SMEs and
RTOs, properly integrated with
security solutions/components
already available in the

Detection KPI

Monitoring

Protection

Identification
Interdependency

Modeling

communication CI.
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Functionalities

Reaction – Orchestrate and implement effective response to a
detected security event.
• RESISTO will investigate the joint use of Security Function

Virtualization and Software Defined Security.
• Moreover,identifying the best response requires significant

advancements in the state of the art such as tools for the
automatic impact assessment of the security risks and
performance and effectiveness of potential

Mitigation

Reaction

countermeasures.Detection

Protection

Identification

Mitigation – Develop and implement the appropriate activities
to mitigate the impacts of the threat and to restore as much as
possible capabilities or services that were impaired due to a
security event.
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Network Slicing

. E2E (end to end) network slicing addresses the deployment of multiple logical networks as
independent business operations on a common physical infrastructure.

. The Network slice is a composition of adequately configured network functions. Network
applications, and the underlying cloud infrastructure that are bundled together to meet the
requirements of a specific use case.

. a “5G SLICE” could be composed of a collection of

. 5G network functions (NF) and

. a specific radio access technology (RAT) settings
combined together for a specific use case and/or business model.

. network slices must fulfill a set of requirements such as

. the need for sharing and efficiently reusing resources

. differentiation of traffic per slice;

. visibility of slices;

. protection mechanisms among slices (a.k.a. slice isolation);

. and support for slice-specific management
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Multi-Domain Orchestrator



Logical Architecture
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REFERENCE ARCHITECTURE (5g case)
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Decision Support System - Software Defined Security (SDS)

. The DSS SDS is a reaction/resilience mechanism that integrates mitigation and resiliency

functionalities into a unique framework able to dynamically and proactively react to the evolving
threats by enforcing the most appropriate security policies in each CI node.

. SDS components:

. MITIGATION MODULE selects the countermeasures, performing the updating of the security policies, on
the basis of a multi objective analysis aimed at: increasing the resilience of infrastructure and services to
customers, minimizing the risk of cascading effects, minimizing the impact on system performance.

. ORCHESTRATION MODULE: manages the cyber physical resources needed to apply the security policies
stated by the Mitigation Module.

Its role is to build complex security functions and services from less complex/primitive security
mechanisms/functions.

In this process, the orchestrator has to consider service specific requirements, in terms of Authentici-ty,
Integrity, Confidentiality, etc.

This is done through the entire lifecycle of a function/service, i.e. deployment, operation, monitoring and
termination. In addition, it analyses the network situations in real time, diagnoses and predicts existing or
emerging network issues, and determines and coordinates reactive or proactive actions to resolve issues.
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Federated Validation Facilities

All end users involved in the project will cooperate to
implement on their infrastructures the Use Case pilots
composing each macro scenario and assess the results
A Federation scheme of the pilot Use Cases within each
Macro-Scenario is envisioned, to demonstrate real joint
developments activities among the in- volved RESISTO
Telco Operators / End-Users. This federation will be
achieved through the exchange of:

• EXCHANGE of resilience relevant information (i.e.
real-time information sharing on a major disruption
or attack between three CIs: TIM, OTE and ORO in
Scenario 1)

• direct interconnection of the Test-Beds (i.e.
distributed 5G study composed by direct
interconnection of Cellenext and AlticeLabs test-
beds in Scenario 3).
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Validation

▪ Macro-Scenario 1 - The protection of 
the Current existing 
Telecommunication Critical 
Infrastructures 

▪ Macro-Scenario 2 - Their 
interdependencies as providers of 
essential communication services to 
other interlinked CIs and related 
cascade effects in the vicinity

▪ Macro-Scenario 3 - Their evolution 
towards the future 5G networks and 
the emerging IoT world 
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Thank you for your Attention
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